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(57)Abstract: 

PROBLEM TO BE SOLVED: To make requirements of the difficulty of unauthorized 
operation and reduction of the running cost compatible. 

SOLUTION: When a decoding server permits an encryption process to be cancelled, 
the system scrambles digital data which decoding process is cancelled, using a 
scramble key generated in the decrypting server, and thus scrambled digital data are 
given to an output unit, thereby preventing any unauthorized operation on associated 
transmission paths, even if the decoding server is separated from the output unit. 
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CLAIMS 



[Claim(s)] 

[Claim 1] The upstream system which carries out multi-point distribution of the digital 
data with which cipher processing was performed to the specific person, Are the 
distribution approach of the digital data performed between the downstream systems 
of which cipher processing performed to the digital data which received distribution is 
canceled, and an upstream system puts under the control. The processing which 
enciphers digital data by the corresponding cryptographic key, and the processing 
which generates two or more key information on a proper based on the above- 
mentioned cryptographic key at each specific person who is a distribution place, The 
processing which distributes two or more generated key information using what is a 
distribution path different from digital data, and serves as another distribution path 
also in between key information, In the bottom of control of the decode server which 
the downstream system which performs processing which distributes the digital data 
with which cipher processing was performed, and receives distribution of the digital 
data concerned can open only in the procedure of normal The processing which 
restores the cryptographic key of digital data [ / based on two or more key 
information that distribution was received through two or more distribution paths ], 
The processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled, In the only output 
destination change of the digital data of which the processing which generates a 
scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores the former data of digital data, and the only output 
destination change of the restored digital data Perform processing which carries out 
scramble processing and outputs the former data of digital data using the scramble 
key generated by the above-mentioned processing, and it puts under control of the 



output unit which can be opened only in the procedure of normal. The processing of 
which the scramble processing performed to the digital data inputted from the above- 
mentioned decode server is canceled with the scramble discharge key given from the 
above-mentioned decode server, The distribution approach of the digital data 
characterized by performing processing which outputs the digital data concerned with 
a predetermined output gestalt in the only output destination change of the digital 
data of which the scramble was canceled by the above-mentioned processing. 
[Claim 2] The upstream system which carries out multi-point distribution of the digital 
data with which cipher processing was performed to the specific person, Are the 
distribution approach of the digital data performed between the downstream systems 
of which cipher processing performed to the digital data which received distribution is 
canceled, and an upstream system puts under the control. The processing which 
enciphers digital data by the corresponding cryptographic key, and the processing 
which generates the doubling key of the lot of a proper based on the above- 
mentioned cryptographic key at each specific person who is a distribution place, The 
processing which doubles and distributes a key or its generating information using the 
generated thing which is a distribution path different from digital data, and serves as 
another distribution path also in mutual, In the bottom of control of the decode server 
which the downstream system which performs processing which distributes the digital 
data with which cipher processing was performed, and receives distribution of the 
digital data concerned can open only in the procedure of normal The processing which 
restores the cryptographic key of digital data [ / based on the doubling key or its 
generating information on the lot which received distribution through two or more 
distribution paths ], The processing of which cipher processing performed to the 
digital data which corresponds using the restored cryptographic key is canceled, In 
the only output destination change of the digital data of which the processing which 
generates a scramble key and its discharge key locally on condition that the playback 
conditions attached to digital data are fulfilled, and cipher processing were canceled 
In the processing which decrypts the coding processing performed to the digital data 
concerned, and restores the former data of digital data, and the only output 
destination change of the restored digital data Perform processing which carries out 
scramble processing and outputs the former data of digital data using the scramble 
key generated by the above-mentioned processing, and it puts under control of the 
output unit which can be opened only in the procedure of normal. The processing of 
which the scramble processing performed to the digital data inputted from the above- 
mentioned decode server is canceled with the scramble discharge key given from the 
above-mentioned decode server, The distribution approach of the digital data 
characterized by performing processing which outputs the digital data concerned with 
a predetermined output gestalt in the only output destination change of the digital 
data of which the scramble was canceled by the above-mentioned processing. 
[Claim 3] The upstream system which carries out multi-point distribution of the digital 



data with which cipher processing was performed to the specific person, Are the 
distribution approach of the digital data performed between the downstream systems 
of which cipher processing performed to the digital data which received distribution is 
canceled, and an upstream system puts under the control. The processing which 
enciphers digital data by the corresponding cryptographic key, and the processing 
which generates the doubling key of the lot of a proper based on the above- 
mentioned cryptographic key at each specific person who is a distribution place, The 
generated processing which doubles and generates further two or more partial keys 
about a part of key or its generating information, The processing which distributes the 
remaining doubling keys which were not used for generation of two or more partial 
keys concerned, or the generating information and these partial key of those, or the 
generating information of those using what digital data is another distribution path and 
serves as another distribution path also in mutual, In the bottom of control of the 
decode server which the downstream system which performs processing which 
distributes the digital data with which cipher processing was performed, and receives 
distribution of the digital data concerned can open only in the procedure of normal 
Two or more partial keys which received distribution through two or more distribution 
paths, or the generating information of those, The processing which restores the 
doubling key which makes these and a group, or the cryptographic key of digital data 
[ / based on the generating information ], The processing of which cipher processing 
performed to the digital data which corresponds using the restored cryptographic key 
is canceled, In the only output destination change of the digital data of which the 
processing which generates a scramble key and its discharge key locally on condition 
that the playback conditions attached to digital data are fulfilled, and cipher 
processing were canceled In the processing which decrypts the coding processing 
performed to the digital data concerned, and restores the former data of digital data, 
and the only output destination change of the restored digital data Perform 
processing which carries out scramble processing and outputs the former data of 
digital data using the scramble key generated by the above-mentioned processing, 
and it puts under control of the output unit which can be opened only in the 
procedure of normal. The processing of which the scramble processing performed to 
the digital data inputted from the above-mentioned decode server is canceled with 
the scramble discharge key given from the above-mentioned decode server, The 
distribution approach of the digital data characterized by performing processing which 
outputs the digital data concerned with a predetermined output gestalt in the only 
output destination change of the digital data of which the scramble was canceled by 
the above-mentioned processing. 

[Claim 4] The upstream system which carries out multi-point distribution of the digital 
data with which cipher processing was performed to the specific person, Are the 
distribution approach of the digital data performed between the downstream systems 
of which cipher processing performed to the digital data which received distribution is 



canceled, and an upstream system puts under the control. It is a proper at the 
processing which enciphers digital data by the corresponding cryptographic key, and 
each specific person who is a distribution place. Or the processing which generates 
the 2nd cryptographic key of a proper in digital data, The processing the above 1 st 
was generated by whose 2nd cryptographic key of the above and which doubles and 
enciphers a key or its generating information, The processing which distributes the 
1 st enciphered cryptographic key concerned, its generating information and 2nd 
cryptographic key of the above, or its generating information using what digital data is 
another distribution path and serves as another distribution path also in mutual, In the 
bottom of control of the decode server which the downstream system which performs 
processing which distributes the digital data with which cipher processing was 
performed, and receives distribution of the digital data concerned can open only in the 
procedure of normal The processing which cancels cipher processing performed to 
the 1st cryptographic key which received distribution, or its generating information 
based on the 2nd cryptographic key which received distribution through two or more 
distribution paths, or its generating information, and restores the 1 st cryptographic 
key, The processing of which cipher processing performed to the digital data which 
corresponds using the 1st restored cryptographic key is canceled, In the only output 
destination change of the digital data of which the processing which generates a 
scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores the former data of digital data, and the only output 
destination change of the restored digital data Perform processing which carries out 
scramble processing and outputs the former data of digital data using the scramble 
key generated by the above-mentioned processing, and it puts under control of the 
output unit which can be opened only in the procedure of normal. The processing of 
which the scramble processing performed to the digital data inputted from the above- 
mentioned decode server is canceled with the scramble discharge key given from the 
above-mentioned decode server, The distribution approach of the digital data 
characterized by performing processing which outputs the digital data concerned with 
a predetermined output gestalt in the only output destination change of the digital 
data of which the scramble was canceled by the above-mentioned processing. 
[Claim 5] The upstream system which carries out multi-point distribution of the digital 
data with which cipher processing was performed to the specific person, Are the 
distribution approach of the digital data performed between the downstream systems 
of which cipher processing performed to the digital data which received distribution is 
canceled, and an upstream system puts under the control. It is a proper at the 
processing which enciphers digital data by the 1 st cryptographic key, and each 
specific person who is a distribution place. Or the processing which generates the 2nd 
cryptographic key of a proper in digital data, Digital data is another distribution path 



about the doubling key or its generating information on the lot generated from the 
processing which generates the doubling key of a lot based on the 2nd cryptographic 
key of the above, the 1 st cryptographic key enciphered by the 2nd cryptographic key, 
or its generating information and 2nd cryptographic key of the above. Processing 
distributed using what serves as another distribution path also in mutual, and 
processing which distributes the digital data with which cipher processing was 
performed are performed. In the bottom of control of the decode server which the 
downstream system which receives distribution of the digital data concerned can 
open only in the procedure of normal The 2nd cryptographic key is restored based on 
the doubling key or its generating information on the lot which received distribution 
through two or more distribution paths. The processing which cancels cipher 
processing performed to the 1st cryptographic key which received distribution, or its 
generating information, and restores the 1st cryptographic key, The processing of 
which cipher processing performed to the digital data which corresponds using the 1st 
restored cryptographic key is canceled, In the only output destination change of the 
digital data of which the processing which generates a scramble key and its discharge 
key locally on condition that the playback conditions attached to digital data are 
fulfilled, and cipher processing were canceled In the processing which decrypts the 
coding processing performed to the digital data concerned, and restores the former 
data of digital data, and the only output destination change of the restored digital data 
Perform processing which carries out scramble processing and outputs the former 
data of digital data using the scramble key generated in the above-mentioned 
processing, and it puts under control of the output unit which can be opened only in 
the procedure of normal. The processing of which the scramble processing performed 
to the digital data inputted from the above-mentioned decode server is canceled with 
the scramble discharge key given from the above-mentioned decode server, The 
distribution approach of the digital data characterized by performing processing which 
outputs the digital data concerned with a predetermined output gestalt in the only 
output destination change of the digital data of which the scramble was canceled by 
the above-mentioned processing. 

[Claim 6] The decode server which performs predetermined signal processing in 
response to distribution of the digital data with which cipher processing was 
performed, It is a downstream system in an electronic distribution system equipped 
with the output unit which outputs contents with a predetermined output gestalt. The 
above-mentioned decode server The code discharge section which cancels cipher 
processing performed to the digital data in the distribution phase, The scramble 
control section which generates a scramble key and its discharge key locally on 
condition that the playback conditions attached to digital data are fulfilled, The 
decryption section which decrypts the coding processing which is the only output 
destination change of the digital data of which cipher processing was canceled in the 
above-mentioned code discharge section, and is performed to the digital data 



concerned, and restores the former data of digital data, The scramble key which is 
the only output destination change of the restored digital data, and was generated in 
the above-mentioned scramble control section is used. It has the scramble 
processing section which carries out scramble processing and outputs the former 
data of digital data. The above-mentioned output unit The scramble discharge section 
which cancels the scramble processing performed to the digital data inputted from 
the above-mentioned receiving server with the scramble discharge key given from the 
above-mentioned receiving server, The downstream system in the electronic 
distribution system characterized by having the signal-processing section which is the 
only output destination change of the digital data of which the scramble was canceled 
in the above-mentioned scramble discharge section, and outputs the digital data 
concerned with a predetermined output gestalt. 

[Claim 7] The code discharge section which is a decode server in the electronic 
distribution system which receives distribution of the digital data with which cipher 
processing was performed, and performs predetermined signal processing, and cancels 
cipher processing performed to the digital data in the distribution phase, The scramble 
control section which generates a scramble key and its discharge key locally on 
condition that the playback conditions attached to digital data are fulfilled, The 
decryption section which decrypts the coding processing which is the only output 
destination change of the digital data of which cipher processing was canceled in the 
above-mentioned code discharge section, and is performed to the digital data 
concerned, and restores the former data of digital data, The scramble key which is 
the only output destination change of the restored digital data, and was generated in 
the above-mentioned scramble control section is used. The decode server in the 
electronic distribution system characterized by having the scramble processing 
section which carries out scramble processing and outputs the former data of digital 
data. 

[Claim 8] It is the circuit apparatus which realizes the function of the decode server 
in the electronic distribution system which performs predetermined signal processing 
in response to distribution of the digital data with which cipher processing was 
performed. The code discharge section which cancels cipher processing performed to 
the digital data in the distribution phase, The scramble control section which 
generates a scramble key and its discharge key locally on condition that the playback 
conditions attached to digital data are fulfilled, The decryption section which decrypts 
the coding processing which is the only output destination change of the digital data 
of which cipher processing was canceled in the above-mentioned code discharge 
section, and is performed to the digital data concerned, and restores the former data 
of digital data, The circuit apparatus characterized by having the scramble processing 
section which carries out scramble processing and outputs the former data of digital 
data using the scramble key which is the only output destination change of the 
restored digital data, and was generated in the above-mentioned scramble control 



section. 

[Claim 9] Code discharge processing in which cipher processing performed to digital 
contents in the distribution phase is canceled to a computer, The scramble control 
processing which generates a scramble key and its discharge key locally on condition 
that the playback conditions attached to digital data are fulfilled, As an only output 
destination change of the digital data of which cipher processing was canceled by the 
above-mentioned code discharge processing The decryption processing which 
decrypts the coding processing performed to the digital data concerned, and restores 
the former data of digital data, The scramble key generated in the above-mentioned 
scramble control processing as an only output destination change of the restored 
digital data is used. The record medium which is characterized by recording the 
program which performs scramble processing which carries out scramble processing 
and outputs the former data of digital data and in which computer reading is possible. 
[Claim 10] The code discharge section which is a decode server in the electronic 
distribution system which receives distribution of the digital data with which cipher 
processing was performed, and performs predetermined signal processing, and cancels 
cipher processing performed to the digital data in the distribution phase, The 
decryption section which decrypts the coding processing which is the only output 
destination change of the digital data of which cipher processing was canceled in the 
above-mentioned code discharge section, and is performed to the digital data 
concerned, and restores the former data of digital data, The decode server in the 
electronic distribution system characterized by having the scramble processing 
section which is the only output destination change of the restored digital data, 
carries out scramble processing and outputs the former data of digital data using a 
scramble key. 

[Claim 11] It is the circuit apparatus which realizes the function of the decode server 
in the electronic distribution system which performs predetermined signal processing 
in response to distribution of the digital data with which cipher processing was 
performed. The code discharge section which cancels cipher processing performed to 
the digital data in the distribution phase, The decryption section which decrypts the 
coding processing which is the only output destination change of the digital data of 
which cipher processing was canceled in the above-mentioned code discharge section, 
and is performed to the digital data concerned, and restores the former data of digital 
data, The circuit apparatus characterized by having the scramble processing section 
which is the only output destination change of the restored digital data, carries out 
scramble processing and outputs the former data of digital data using a predetermined 
scramble key. 

[Claim 12] Code discharge processing in which cipher processing performed to the 
digital data in the distribution phase is canceled to a computer, As an only output 
destination change of the digital data of which cipher processing was canceled by the 
above-mentioned code discharge processing The decryption processing which 



decrypts the coding processing performed to the digital data concerned, and restores 
the former data of digital data, The record medium which is characterized by 
recording the program which performs scramble processing which carries out 
scramble processing and outputs the former data of digital data as an only output 
destination change of the restored digital data using a predetermined scramble key 
and in which computer reading is possible. 

[Claim 13] The decode server which carries out [ having the scramble control section 
which generates the discharge key for the partial decryption by the side of the output 
unit of the digital data enciphered with the scramble key and the scramble key 
concerned for partial encryption of the digital data outputted to an output unit, on 
condition that the playback conditions which are the decode server which cancels 
cipher processing performed to the digital data which received distribution, and are 
attached to digital data are fulfilled, and ] as the description. 

[Claim 14] The circuit apparatus carry out having the scramble control section which 
generates in the discharge key for the partial decryption by the side of the output 
unit of the digital data enciphered with the scramble key and the scramble key 
concerned for partial encryption of the digital data outputted to an output unit from a 
decode server on condition that the playback conditions which are the circuit 
apparatus which realizes the function of the decode server which cancels cipher 
processing performed to the digital data which received distribution, and are attached 
to digital data are fulfilled as the description. 

[Claim 15] The record medium possible in computer reading which carries out [ having 
recorded the program which performs the scramble control processing which 
generates the discharge key for the partial decryption by the side of the output unit 
of the digital data enciphered with the scramble key and the scramble key concerned 
for partial encryption of the digital data outputted to an output unit from a decode 
server, on condition that the playback conditions attached to the digital data which 
received distribution are fulfilled by the computer, and ] as the description. 
[Claim 1 6] The output unit corresponding to the electronic distribution system carry 
out having the scramble discharge section which cancels the scramble processing 
which is an output unit corresponding to the electronic distribution system which 
outputs contents with a predetermined output gestalt, and is performed to the digital 
data inputted from a decode server with the scramble discharge key given from an 
above-mentioned decode server side, and the signal-processing section are the only 
output destination change of the digital data of which a scramble was canceled in the 
above-mentioned scramble discharge section, and output the digital data concerned 
at a predetermined output gestalt as the description. 

[Claim 17] The circuit apparatus carry out having the scramble discharge section 
which cancels the scramble processing which is the circuit apparatus which can carry 
contents in the output unit corresponding to the electronic distribution system 
outputted with a predetermined output gestalt, and is performed to the digital data 



inputted from the above-mentioned decode server with the scramble discharge key 
given from the above-mentioned decode server side as the description. 
[Claim 18] The record medium which is characterized by recording the program which 
makes a computer perform scramble discharge processing in which a predetermined 
scramble discharge key cancels the scramble processing performed to the digital data 
inputted from a decode server and in which computer reading is possible. 
[Claim 19] The decode server which performs predetermined signal processing in 
response to distribution of the digital data with which cipher processing was 
performed so that only a specific person could be reproduced, It is the signal- 
processing approach of the downstream system in an electronic distribution system 
equipped with the output unit which outputs contents with a predetermined output 
gestalt. The processing of which the above-mentioned decode server which can be 
opened only in the procedure of normal cancels cipher processing performed to the 
digital data in the distribution phase, In the only output destination change of the 
digital data of which cipher processing was canceled by the processing which 
generates a scramble key and its discharge key locally on condition that the playback 
conditions attached to digital data are fulfilled, and the above-mentioned processing 
In the processing which decrypts the coding processing performed to the digital data 
concerned, and restores the former data of digital data, and the only output 
destination change of the restored digital data Processing which carries out scramble 
processing and outputs the former data of digital data is performed using the 
scramble key generated by the above-mentioned processing. The processing of which 
the scramble processing to which the above-mentioned output unit which can be 
opened only in the procedure of normal is given to the digital data inputted from the 
above-mentioned decode server is canceled with the scramble discharge key given 
from the above-mentioned decode server, The signal-processing approach of the 
downstream system in the electronic distribution system characterized by performing 
processing which outputs the digital data concerned with a predetermined output 
gestalt in the only output destination change of the digital data of which the scramble 
was canceled by the above-mentioned processing. 

[Claim 20] It is the signal-processing approach of the decode server in the electronic 
distribution system which performs predetermined signal processing in response to 
distribution of the digital data with which cipher processing was performed. The 
processing of which the above-mentioned decode server which can be opened only in 
the procedure of normal cancels cipher processing performed to the digital data in the 
distribution phase, In the only output destination change of the digital data of which 
the processing which generates a scramble key and its discharge key locally on 
condition that the playback conditions attached to digital data are fulfilled, and cipher 
processing were canceled In the processing which decrypts the coding processing 
performed to the digital data concerned, and restores the former data of digital data, 
and the only output destination change of the restored digital data The signal- 



processing approach of the decode server in the electronic distribution system 
characterized by performing processing which carries out scramble processing and 
outputs the former data of digital data using the scramble key generated by the 
above-mentioned processing. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the distribution approach of digital 
data, and a distribution system. Moreover, this invention relates to the component 
engineering required for the distribution approach of digital data, and distribution 
system implementation. 
[0002] 

[Description of the Prior Art] All digital data (alphabetic data (for example, a text, a 
notation, a graphic form), audio data (for example, voice, a musical piece), a video data 
(for example, a still picture, an animation), audio data, the complex data (for example, 
a movie, a program) of a video data, program data, digital data of database data and 
others) are going to be distributed through a network or a record medium with 
progress of a digital technique. 

[0003] In addition, the digital data distributed may consist of two or more data files, if 
it may consist of a single data file. Moreover, there is a thing only including the 
information on single contents also about a data file, and there are some in which the 
information on two or more contents is included. Moreover, contents may be 
distributed by two or more digital data. 
[0004] 

[Problem(s) to be Solved by the Invention] On the other hand, since a perfect 
duplicate object can be created easily, if a malfeasance (for example, unjust decode 
playback, an unjust duplicate, sale through illegal channels) is performed, very serious 
damage will produce digital data. For this reason, making the structure which protects 
a contents provider (for example, a contents maker, the right person of distribution, a 
distribution entrepreneur) from a malfeasance is hurried. Since work takes huge costs 
and a huge help and immense damage arises by the malfeasance about the high 
contents (for example, movie) of asset value especially, making structure with a 
difficult malfeasance is called for. 

[0005] However, the present condition is that the structure to which the both sides of 
a contents provider — what has high defense capacity needs great plant-and- 
equipment investment, or some which there is comparatively little plant-and- 



equipment investment, and end have a problem in defense capacity — and a sink can 
be convinced is not established. 

[0006] For example, when it continues keeping the resistance over a malfeasance high 
or the high output technique of repeatability appears more, it is desirable that a latest 
technology can be introduced suitably, but in order to take the configuration which 
prepares all functions required for a sink side in an output unit, according to the short 
thing of a technical life, the change of the output unit itself is needed in the business 
model by which the current proposal is made. However, in the business model on 
condition of a change in the short period of time of an output unit, an understanding 
by the side of a sink cannot be acquired. Moreover, as the result, replacement of the 
technique which obsoleted cannot progress easily, and there is evil in which the 
danger that digital data suits a malfeasance increases. 

[0007] For this reason, a contents maker was not permitted offer of the high contents 
of asset value, the business model itself was not accepted in the sink side, but the 
problem of being unable to start operation of a system has arisen. 
[0008] In consideration of the above technical problem, this application specification 
is proposed about the component engineering which realizes them in the system list 
to which the malfeasance applied the distribution approach that a high defense 
function can be maintained over a long period of time by the rational countervalue 
very difficult moreover, and the approach concerned until it reaches [ from the 
distribution phase of digital data ] a final output phase. 
[0009] 

[Means for Solving the Problem] The following means are proposed in order to solve 
this technical problem. 

[0010] (1) Assume the distribution model which consists of each means below the 
distribution model assumed on this application specifications by the upstream system 
which performs processing mentioned later, and the downstream system. 
[001 1] What carries out multi-point distribution of the digital data with which cipher 
processing was performed is first assumed as an upstream system. For every digital 
data which is a candidate for distribution, although encryption processing here may be 
peculiar (namely, it enciphers by the cryptographic key of a proper for every digital 
data which is a candidate for distribution), it is not necessarily restricted to this. Of 
course, since the damage will arise only in the digital data unit concerned even if a 
malfeasance is performed if the thing of a proper is used for every digital data which 
is a candidate for distribution, there is an advantage which can minimize damage. 
However, when the case where the dependability of a system is high, and a simple 
distribution system are desired, cipher processing common about two or more digital 
data can be adopted. It depends on the request on business whether encryption 
processing [ which ] is adopted. Moreover, the distribution physically performed using 
a record medium besides the distribution of a mode performed through a transmission 
medium like distribution by distribution by broadcast or communication link is also 



included in multi-point distribution here. 

[0012] Moreover, an upstream system creates two or more key information on a 
proper to a distribution place or digital data with either of the approaches as shown 
below on the occasion of distribution of the cryptographic key used for encryption of 
digital data, and is a distribution path (the thing which differs in a medium physically, 
or thing which differs in a distribution time zone.) different from digital data about 
them, below the same, it is — the distribution place which corresponds through what 
serves as another distribution path also in between key information, i.e., the method 
distributed to a downstream system, is adopted. That is, unless all other key 
information is stolen, it enables it to prevent generating of damage, even when the 
key information distributed through one of paths by distributing key information 
through two or more paths is stolen. In addition, not only the cryptographic key itself 
but the generating information (for example, random number) is sufficient as the key 
information distributed. Moreover, key information divided the cryptographic key and a 
key and a partial key are sufficient as it. Incidentally a common key system or a public 
key system is sufficient as a cipher system. Moreover, these compound methods may 
be used. 

[0013] As an above-mentioned approach, the division pattern of a proper divides one 
cryptographic key for every distribution place, for example. Lot (not only a pair but 
three or more cases are included.) While generating the cryptographic key (the 2nd 
cryptographic key in a claim) from which a proper differs for every approach of 
generating partial key 2 distribution place While generating the cryptographic key (the 
2nd cryptographic key in a claim) from which a proper differs every approach 3 which 
generates what enciphered the cryptographic key (the 1st cryptographic key in a 
claim) used for encryption of digital data by the cryptographic key concerned digital 
data There is the approach of generating what enciphered the cryptographic key (the 
1 st cryptographic key in a claim) used for encryption of digital data by the 
cryptographic key concerned. 

[0014] In addition, it is not necessary to restrict to one the cryptographic key (the 
2nd cryptographic key in a claim) from which a proper differs for every distribution 
place, and it may be used two or more. In this case, what is necessary is just to carry 
out encryption of the 1 st cryptographic key twice or more (multiplex) by two or more 
2nd cryptographic keys. Anyway, there is no difference at the point that the 1st 
cryptographic key is enciphered once or more by the 2nd cryptographic key. 
Moreover, the various encryption technique, such as performing cipher processing in 
multiplex, can be considered by combining a cryptographic key (for example, the 
cryptographic key which does not depend on the difference in a distribution place, but 
is used in common, a cryptographic key common to the cryptographic key of a proper, 
and two or more digital data for every digital data, other cryptographic keys) other 
than the 2nd cryptographic key. 

[0015] The cryptographic key from which a proper differs for every division pattern of 



a proper or distribution place for every distribution place here may be assigned each 
time for every digital data which is a candidate for distribution, if it may be assigned 
almost universally for every distribution person (if it may not be based on the 
difference in digital data but the comparatively same cryptographic key as a long 
period of time may be used). Of course, from a viewpoint of the cure against a 
malfeasance, the latter is desirable. 

[0016] In addition, the approach of distributing physically using a record medium 
besides the approach of distributing electronically using a transmission network 
(network) is also included in the technique of multi-point distribution. 
[0017] Next, that from which the decode server which decodes the distributed digital 
data as a downstream system, and the output unit which outputs the decoded 
contents with a predetermined gestalt are separated physically is assumed. That is, a 
decode server restores the original cryptographic key from two or more key 
information that distribution was received through two or more distribution paths 
different from digital data, and considers what performs processing of which cipher 
processing performed to the digital data is canceled, and processing which carries out 
scramble processing of the digital data with which predetermined signal processing 
was performed for the output to an output unit. 

[0018] Thus, by having prepared the decode function of cipher processing apart from 
the output unit, it can do with the system configuration with which there are few 
updating burdens of a facility and they can be managed for a sink side. That is, also 
when changing a cipher system after the beginning of mission of a distribution system, 
as long as there is no trouble in the engine performance about the output unit which 
is unrelated to decode of cipher processing that what is necessary is to update only a 
decode server, it can be used as it is. Similarly, even when transposing an output unit 
to what has the more high engine performance, about a decode server without any 
problem, it can be used as it is. This structure is effective when reducing long-term 
employment cost. 

[0019] But only by separating a decode function and an output unit, although it will 
become a very defenseless distribution model to a malfeasance, even if the digital 
data which flows between a decode server and output units comes to hand unjustly, 
the contents itself can come to hand no longer by using the data which flow between 
a decode server and output units as the digital data by which scramble processing 
was carried out. 

[0020] In addition, the structure from which a malfeasance cannot arise in a decode 
server or an output unit is adopted. For example, except the procedure of normal, if it 
opens unjustly, the structure which cannot open the case of a decode server or an 
output server, and the structure which stops operating will be adopted. Moreover, the 
structure from which the cryptographic key which integrated-circuit-izes the specific 
processing facility performed in a decode server, and appears in process of 
processing, and raw digital data are made not to be taken out is adopted. It is possible 



to use the electronic key which only those who have rating opened, for example as a 
procedure of normal here hold, and a physical key. Moreover, as an action opened 
unjustly, it is possible to destroy a case, for example. 

[0021] (2) Explain a typical means to realize a distribution model, below a typical 
means to realize a distribution model. A distribution model here is premised on the 
distribution system which consists of an upstream system and a downstream system 
as mentioned above. Moreover, below, the distribution approach seen from the whole 
distribution model is explained. In addition, although it is expected that an upstream 
system and a downstream system have the common case where it is built by another 
entrepreneur, an employment gestalt in which the entrepreneur of an upstream 
system takes charge of even the processing to processing in which cipher processing 
performed to the digital data is canceled is not eliminated. 
[0022] Various gestalten can be considered in the management gestalt of an 
upstream system. For example, the case where the gestalt and two or more 
entrepreneurs to whom a single entrepreneur manages an upstream system manage 
an upstream system jointly can be considered. For this reason, each processing which 
constitutes each following means may be performed by not only when carried out by 
the single entrepreneur but two or more entrepreneurs. 

[0023] As a single entrepreneur, while having the right of distribution of digital data, 
what also undertakes the distribution enterprise of digital data is assumed here, for 
example. In addition, that it can consider that is single substantially may also be 
included in a single entrepreneur, for example, the tax law of a certain firm 
although it is not the older subsidiary, also when the associated company and 
subsidiary which are permitted capital-related [ fixed ] share and carry out processing, 
it thinks. But these are considered to be also operations by two or more 
entrepreneurs so that it may mention later. 

[0024] When an upstream system is carried out by two or more entrepreneurs, it 
depends on the request on business whether each processing facility can distribute to 
which entrepreneur. Therefore, the configuration of the concrete hardware used by 
each entrepreneur and the configuration of software can consider various things 
according to the combination of each processing. 

[0025] For example, the entrepreneur who has a right of distribution about processing 
until it enciphers digital data, and the processing which generates two or more key 
information that it responded to each distribution place performs, and if a distribution 
entrepreneur is made to perform only distribution of the enciphered digital data, that a 
cryptographic key (master key) can be known can do only with the entrepreneur who 
has a right of distribution. For this reason, in adopting this management gestalt, it can 
do with the system which is easy to hold safety for the entrepreneur who has a right 
of distribution. As an entrepreneur who has a right of distribution here, it thinks of the 
entrepreneur (if it may be an entrepreneur other than a contents maker, it contains, 
also when it is the same entrepreneur as a contents maker.) who acquired the right of 



distribution, for example from the maker of digital data. 

[0026] In addition, although reference is not made about digital watermarking with 
each following means, before enciphering digital data from prevention of a 
malfeasance or a specific viewpoint of an outflow path, it is desirable to put in digital 
watermarking of a proper. It is thought that it is actually put into digital watermarking 
in almost all cases. 

[0027] Moreover, it is free that a distribution entrepreneur and the manager of a 
transmission network perform other cipher processing separately on the occasion of 
distribution of the enciphered digital data. Moreover, it is desirable, when distributing 
key information and a phase hand checking that it is a Shinsei distribution place, and 
enciphering key information with the other party's public key on it in practice by a 
digital certificate (that in which the certificate authority which is the 3rd person 
engine which can trust it carried out the digital signature) etc. expects insurance. 
[0028] In addition, with the following means, the key obtained [ key / a "doubling key" 
and / doubling ] by dividing further in the key directly obtained from a cryptographic 
key by division processing shall be called "partial key." But any key is the same at 
the point which is a part of cryptographic key. Moreover, with the following means, the 
key used for enciphering a cryptographic key shall be called "multiplex key." In 
addition, naturally encryption processing of a cryptographic key is included, not only 1 
time but when carrying out in [ many times ] superposition like 2 times and 3 times. 
[0029] Moreover, when distributing key information in each means, it is also possible 
to use the same thing for the transmission network of key information physically with 
the transmission network of digital data. However, it does not carry out distributing 
digital data and key information at this time of day in that case, but each distribution 
time zone is shifted, and it is desirable to distribute in the condition same with 
distributing by alternative pathway in practice. If this carries out coincidence 
distribution of digital data and its key information through the same distribution path, 
since it can obtain a part of digital data and key information to coincidence by one 
malfeasance, it is for the danger that the code given to the part and digital data will 
be canceled to increase. 

[0030] In addition, in any [ of each means ] case, the downstream system shall know 
information required to restore a cryptographic key beforehand from the key 
information which receives distribution, or shall be notified from an upstream system. 
Of course, distribution and coincidence of key information are sufficient as the timing 
to which the information concerned is notified from an upstream system, and another 
timing is sufficient as it. 

[0031] (2-1) the upstream system which constitutes a distribution system from the 
1 st means [ 1 st ] of a means, and a downstream system — respectively — with, 
propose what performs lower processing. In addition, if an upstream system may be 
managed as mentioned above by the entrepreneur independent which has the right of 
distribution of digital data, it may be managed by the distribution entrepreneur who 



performs distribution of an entrepreneur and digital data which has the right of 
distribution concerned. Moreover, a downstream system consists of a decode server 
which cancels cipher processing performed to the digital data as mentioned above, 
and an output unit which outputs digital data with a predetermined output gestalt. 
These are the same also in other means to mention later. 

[0032] It is the lot (not only a pair but the combination of three or more pieces is 
included.) of a proper to each specific person who is a distribution place the 
processing enciphered by the cryptographic key to which an upstream system 
corresponds digital data under the control, and based on the above-mentioned 
cryptographic key. It is the same about other means. What performs processing which 
generates a doubling key, processing which doubles and distributes a key or its 
generating information using the generated thing which digital data is another 
distribution path and serves as another distribution path also in mutual, and 
processing which distributes the digital data with which cipher processing was 
performed is proposed. 

[0033] moreover, in a downstream system (prepared for each distribution place of 
every.) In the bottom of control of the decode server which can be opened only in the 
procedure of normal The processing which restores the cryptographic key of digital 
data [ / based on the doubling key or its generating information on the lot which 
received distribution through two or more distribution paths ], The processing of 
which cipher processing performed to the digital data which corresponds using the 
restored cryptographic key is canceled, In the only output destination change of the 
digital data of which the processing which generates a scramble key and its discharge 
key locally on condition that the playback conditions attached to digital data are 
fulfilled, and cipher processing were canceled In the processing which decrypts the 
coding processing performed to the digital data concerned, and restores the former 
data of digital data, and the only output destination change of the restored digital data 
What performs processing which carries out scramble processing and outputs the 
former data of digital data is proposed using the scramble key generated by the 
above-mentioned processing. 

[0034] Moreover, the thing perform the processing of which the scramble processing 
performed to the digital data inputted into the bottom of control of the output unit 
which can be opened only in the procedure of normal from the above-mentioned 
decode server cancels with the scramble discharge key given from the above- 
mentioned decode server, and the processing output the digital data concerned at a 
predetermined output gestalt in the only output destination change of the digital data 
of which the scramble was canceled by the above-mentioned processing proposes. 
[0035] In short, the 1 st means the cryptographic key used for encryption of digital 
data Divide into each distribution place (downstream system) under the division 
regulation of a proper, and the doubling key of a lot (for example, three pieces) is 
generated. The method which distributes them using what is a distribution path 



different from digital data, and serves as another distribution path also in both 
doubling keys, The playback system which outputs to an output unit what performed 
scramble processing to the digital data of which cipher processing was canceled using 
the cryptographic key restored from the key information which received distribution is 
combined. 

[0036] Although this 1st means explains from a viewpoint of signal processing, it is 
also possible to realize by the hardware configuration equipped with these processing 
facilities, and it is also possible to realize the same function as software processing. It 
is the same about other means to mention later. In this case, hardware and software 
(program product of the record medium which recorded the program which performs 
applicable processing on the computer, the program itself, and others) are prepared 
about each of an upstream system and a downstream system. In addition, to hardware, 
a component part (circuit apparatus in a claim) called others, interface boards, 
semiconductor integrated circuits, etc., such as a decode server and an output unit, 
can be considered. [ finished product ] 

[0037] By using this 1st means, unless the theft also of all the key information that 
remains even if the theft of either is carried out among two or more key information 
distributed through two or more distribution paths is carried out, the distribution 
model which can prevent the outflow of a cryptographic key can be offered. Since 
especially key information required for restoration of a cryptographic key even when 
the digital data with which the malfeasance person who stole a part of key information 
was enciphered when key information was distributed in a path (the case where it 
distributes in another time zone in time is included using the medium same as 
mentioned above.) different from digital data also comes to hand is distributed apart 
from digital data, the situation where raw digital data is decrypted is made more as for 
it to difficulty. 

[0038] Moreover, with this 1 st means, by having adopted the method which outputs to 
an output unit what carried out scramble processing of the digital data by which 
decode processing was carried out locally, even when using a decode server and an 
output unit as another equipment physically, the distribution model which can avoid 
certainly a possibility that raw digital data may flow out between the equipment 
concerned can be offered. And as the result, the development burden of a decode 
server or an output unit is mitigable. In this way, the fall of the price of a decode 
server or an output unit can be realized, and it can do with the system which is easy 
to introduce also for the user of distribution service. Moreover, also when long-term 
employment is taken into consideration, the replacement to a latest technology tends 
to progress at low costs, and desirable structure can be realized to an offer [ of 
service ], and user side. This effectiveness is the same about other means. 
[0039] In addition, although premised on the cryptographic key corresponding to 
encryption of digital data already existing with the 1st means, you may generate 
within an upstream system and the cryptographic key concerned may be given from 



the exterior of an upstream system. The thing of a proper is sufficient as a 
cryptographic key here at each digital data, and it may be common to two or more 
digital data. When using the former key, even if a cryptographic key is finally decoded, 
the damage can be limited to the digital data concerned. But even when using the 
latter key, the range where the damage at the time of a theft reaches can be limited 
by changing a key comparatively frequently. In addition, the explanation about the 
cryptographic key used for encryption of this digital data is the same about other 
means. 

[0040] Incidentally as the distribution approach of the key information in the 1st 
means, the following can be taken, for example. For example, the approach of 
distributing some doubling keys of a lot through a transmission network (network), and 
distributing others through a record medium can be taken. Thus, if a part of key 
information is distributed with the gestalt of the record medium which is a truth 
object, it is easy to discover the theft of key information, and the countermeasures 
over a malfeasance can be implemented promptly. 

[0041] Moreover, the approach of distributing some doubling keys of a lot through the 
1 st transmission network (network), and distributing others through the 2nd 
transmission network (network), for example can be taken. Thus, if all key information 
is distributed through a transmission network, time constraint which distribution of 
key information takes can be lessened. Moreover, key information can be distributed 
economically, in addition, the distribution of key information using the above 
transmission network (network) — facing — a digital certificate — using it — him — 
the technique of distributing the key information enciphered with the public key which 
is checked (check of a distribution place) and the attested distribution place exhibits 
is desirable. 

[0042] Moreover, the approach of distributing some doubling keys of a lot through the 
1st record medium, and distributing others through the 2nd record medium, for 
example can be taken. Thus, if all key information is distributed with the gestalt of the 
record medium which is a truth object, the theft of key information can be made much 
more easy to discover, and the countermeasures over a malfeasance can be 
implemented promptly. Of course, a physically different medium is used for two record 
media, needless to say, even when it is the same about the class and reading method 
of a record medium, it does not matter even if it differs. 

[0043] Here, to the record medium used for distribution of a doubling key, the medium 
(for example, a magnetic tape, a floppy (trademark) disk, a magnetic card) of a 
magnetic reading method, the medium (for example, CD-ROM, MO, CD-R, DVD) of an 
optical reading system, and semiconductor memory (a memory card (configurations, 
such as a rectangle mold and a square mold, are not asked.), IC card) and others can 
be considered. A mail system and a home delivery system are used for distribution of 
the record medium concerned. It thinks [ that a registered mail is chosen from a 
viewpoint of secrecy nature in many cases, and ] under the system of present. The 



publication about the record medium for this distribution is common also about each 
following means. Moreover, the same is said of the record medium in the case of using 
for distribution of digital data. 

[0044] Moreover, as the above-mentioned output unit, the recording device to an 
indicating equipment (for example, electronic equipment of a monitoring device, a 
television receiver, projector equipment, and a pocket mold), an airline printer, a 
loudspeaker, and a record medium etc. can be considered. Here, in the predetermined 
output gestalt in an output unit, if digital data is a video data, the display to the 
display screen and the projection to plane of projection can be considered. Moreover, 
if digital data is for example, audio data, the output which leads a loudspeaker can be 
considered. Of course, if it is audio data and complex data of a video data, two 
outputs will be performed to the coincidence. 

[0045] (2-2) the upstream system which constitutes a distribution system from the 
2nd means [ 2nd ] of a means, and a downstream system — respectively — with, 
propose what performs lower processing. 

[0046] The processing enciphered by the cryptographic key to which an upstream 
system corresponds digital data under the control, The processing which generates 
the doubling key of the lot of a proper based on a cryptographic key at each specific 
person who is a distribution place, The generated processing which doubles and 
generates further two or more partial keys about a part of key or its generating 
information, The processing which distributes the remaining doubling keys which were 
not used for generation of two or more partial keys concerned, or the generating 
information and these partial key of those, or the generating information of those 
using what digital data is another distribution path and serves as another distribution 
path also in mutual, What performs processing which distributes the digital data with 
which cipher processing was performed is proposed. 

[0047] moreover, in a downstream system (prepared for each distribution place of 
every.) In the bottom of control of the decode server which can be opened only in the 
procedure of normal Two or more partial keys which received distribution through two 
or more distribution paths, or the generating information of those, The processing 
which restores the doubling key which makes these and a group, or the cryptographic 
key of digital data [ / based on the generating information ], The processing of which 
cipher processing performed to the digital data which corresponds using the restored 
cryptographic key is canceled, In the only output destination change of the digital 
data of which the processing which generates a scramble key and its discharge key 
locally on condition that the playback conditions attached to digital data are fulfilled, 
and cipher processing were canceled In the processing which decrypts the coding 
processing performed to the digital data concerned, and restores the former data of 
digital data, and the only output destination change of the restored digital data What 
performs processing which carries out scramble processing and outputs the former 
data of digital data is proposed using the scramble key generated by the above- 



mentioned processing. 

[0048] Moreover, the thing perform the processing of which the scramble processing 
performed to the digital data inputted into the bottom of control of the output unit 
which can be opened only in the procedure of normal from the above-mentioned 
decode server cancels with the scramble discharge key given from the above- 
mentioned decode server, and the processing output the digital data concerned at a 
predetermined output gestalt in the only output destination change of the digital data 
of which the scramble was canceled by the above-mentioned processing proposes. 
[0049] In short, the 2nd means the cryptographic key used for encryption of digital 
data Divide into each distribution place (downstream system) under the division 
regulation of a proper, and it considers as the doubling key of a lot (for example, three 
pieces). That part (for example, two pieces) is distributed as it is (one piece in this 
case). For example, the method which divides, generates two or more partial keys, and 
distributes this, The playback system which outputs to an output unit what performed 
scramble processing to the digital data of which cipher processing was canceled using 
the cryptographic key restored from the key information which received distribution is 
combined. Of course, it is a distribution path different from digital data, and what 
serves as another distribution path also in between [ each ] key information is used 
for distribution of these key information. 

[0050] If this 2nd means is used, unless the theft also of all the key information that 
remains even if the theft of either is carried out among two or more key information 
distributed through two or more distribution paths is carried out, the distribution 
model which can prevent the outflow of a cryptographic key can be offered. And in 
the case of this 2nd means, since the distribution path of key information can be 
further increased rather than the 1 st means, the high distribution model of safety to a 
malfeasance can be offered more. 

[0051] In addition, a regulation common to all distribution places is sufficient as the 
division regulation used for generating the partial key of a lot from a doubling key, and 
the regulation of a proper is sufficient as it for every set of the distribution place 
which the regulation of a proper is sufficient as and was classified into each 
distribution place on condition that a specific area and others. Also in other means, it 
is the same. 

[0052] In addition, there is also the approach of carrying out the multiplex key of 
some of doubling keys besides [ which divides some doubling keys further ] an 
approach in the generation method of a partial key here. In the case of the latter, the 
cryptographic key used for the enciphered key information and its encryption serves 
as a candidate for distribution. It is the same about other means to adopt the same 
structure. 

[0053] Incidentally as the distribution approach of the key information in the 2nd 
means, the following can be taken, for example. For example, the approach of 
distributing some doubling keys through a transmission network (network), distributing 



some partial keys generated from other doubling keys with a transmission network 
(network), and distributing the partial key which remains with a record medium can be 
taken. Thus, by distributing a part of key information with the gestalt of the record 
medium which is a truth object, the theft of key information can be made easy to 
discover and the countermeasures over a malfeasance can be implemented promptly. 
In addition, needless to say, which key information is sufficient as the distribution by 
the record medium, and it can also distribute two kinds of key information on 
arbitration with a respectively different record medium. 

[0054] Moreover, the approach of distributing some doubling keys of a lot and all the 
partial keys generated from the doubling key which remains with a transmission 
network (network), for example can be taken. Thus, if all key information is distributed 
through a transmission network (network), time constraint which distribution of key 
information takes can be lessened. Moreover, key information can be distributed 
economically, in addition, the distribution of key information using the above 
transmission network (network) — facing — a digital certificate — using it — him — 
the technique of distributing the key information enciphered with the public key which 
is checked (check of a distribution place) and the attested distribution place exhibits 
is desirable. 

[0055] Moreover, the approach of distributing some doubling keys of a lot and all the 
partial keys generated from the doubling key which remains with a record medium, for 
example can be taken. Thus, if all key information is distributed through the record 
medium which is a truth object, the theft of key information can be made much more 
easy to discover, and the countermeasures over a malfeasance can be implemented 
promptly. Of course, the gestalten of a medium may differ and, as for the record 
medium used for distribution of key information, reading methods may differ, 
respectively. 

[0056] (2-3) the upstream system which constitutes a distribution system from the 
3rd means [ 3rd ] of a means, and a downstream system — respectively — with, 
propose what performs lower processing. 

[0057] The processing enciphered by the cryptographic key to which an upstream 
system corresponds digital data under the control, It is a proper at each specific 
person who is a distribution place. Or the processing which generates the 2nd 
cryptographic key of a proper in digital data, The processing the above 1 st was 
generated by whose 2nd cryptographic key of the above and which doubles and 
enciphers a key or its generating information, The processing which distributes the 
1st enciphered cryptographic key concerned, its generating information and 2nd 
cryptographic key of the above, or its generating information using what digital data is 
another distribution path and serves as another distribution path also in mutual, What 
performs processing which distributes the digital data with which cipher processing 
was performed is proposed. 

[0058] moreover, in a downstream system (prepared for each distribution place of 



every.) In the bottom of control of the decode server which can be opened only in the 
procedure of normal The processing which cancels cipher processing performed to 
the 1 st cryptographic key which received distribution, or its generating information 
based on the 2nd cryptographic key which received distribution through two or more 
distribution paths, or its generating information, and restores the 1 st cryptographic 
key, The processing of which cipher processing performed to the digital data which 
corresponds using the 1 st restored cryptographic key is canceled, In the only output 
destination change of the digital data of which the processing which generates a 
scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores the former data of digital data, and the only output 
destination change of the restored digital data What performs processing which 
carries out scramble processing and outputs the former data of digital data is 
proposed using the scramble key generated by the above-mentioned processing. 
[0059] Moreover, the thing perform the processing of which the scramble processing 
performed to the digital data inputted into the bottom of control of the output unit 
which can be opened only in the procedure of normal from the above-mentioned 
decode server cancels with the scramble discharge key given from the above- 
mentioned decode server, and the processing output the digital data concerned at a 
predetermined output gestalt in the only output destination change of the digital data 
of which the scramble was canceled by the above-mentioned processing proposes. 
[0060] The cryptographic key with which the 3rd means, in short, comes to encipher 
the cryptographic key (the 1 st cryptographic key) used for encryption of digital data 
by the 2nd cryptographic key, The method which distributes the 2nd cryptographic 
key used for the encryption using what serves as another distribution path also in 
each cryptographic keys of both, using a distribution path different from digital data, 
The playback system which outputs to an output unit what performed scramble 
processing to the digital data of which cipher processing was canceled using the 
cryptographic key restored from the key information which received distribution is 
combined. 

[0061] By using this 3rd means, unless the theft also of all the key information that 
remains even if the theft of either is carried out among two or more key information 
distributed through two or more distribution paths is carried out, the distribution 
model which can prevent the outflow of a cryptographic key can be offered. Since 
especially key information required for restoration of a cryptographic key even when 
the digital data with which the malfeasance person who stole a part of key information 
was enciphered when key information was distributed in a path (the case where it 
distributes in another time zone in time is included using the medium same as 
mentioned above.) different from digital data also comes to hand is distributed apart 
from digital data, the situation where raw digital data is decrypted is made more as for 



it to difficulty. 

[0062] In addition, in using the thing of a proper for each distribution person who is a 
distribution place as the 2nd cryptographic key, unless it carries out the theft of all 
the key information (the 1st cryptographic key enciphered as the 2nd cryptographic 
key) from a specific distribution person, the code given to the digital data cannot be 
canceled. That is, even if it carries out the theft of the 2nd cryptographic key of the 
proper addressed and distributed to a certain distribution person, and the 1st 
enciphered cryptographic key which was addressed and distributed to a certain 
distribution person, the 1 st cryptographic key cannot be taken out. Of course, if the 
theft of the enciphered digital data is not carried out, the theft of the digital data 
itself is not made. In addition, it is difficult to carry out the theft of all the data, before 
a malfeasance is revealed as a matter of fact, and can do with a system strong 
against a malfeasance. 

[0063] Moreover, even when the theft of the 1st cryptographic key enciphered by the 
2nd cryptographic key and 2nd cryptographic key concerned when the thing of a 
proper was used for digital data as the 2nd cryptographic key is carried out, the 
damage can be limited to specific digital data (of course, it will be the requisite that 
the theft also of the enciphered digital data is carried out). Needless to say, it is 
difficult to carry out the theft of all the data before disclosure of a malfeasance also 
in this case as a matter of fact, and can do with a system strong against a 
malfeasance. 

[0064] In addition, although it is needless to say, it is peculiar about each distribution 
person who is a distribution place as the 2nd cryptographic key, and if the thing of a 
proper is used also about digital data, it can do with a system with a more difficult 
theft. It depends on the employment policy [ whether which an above-mentioned 
cryptographic key is adopted ] of the economic merit of digital data, or digital data 
which is a candidate for distribution. 

[0065] Incidentally you may combine with the processing enciphered by the 
cryptographic key of other classes that what is necessary is just to perform 
encryption of the 1st cryptographic key once [ at least ] by the 2nd cryptographic key. 
Therefore, before enciphering by the 2nd cryptographic key, the 1 st cryptographic key 
may already be enciphered. Even in such a case, there is no difference on a technique 
in the 1st cryptographic key being enciphered by the 2nd cryptographic key. 
[0066] In addition, as the distribution approach of the key information in the 3rd 
means, the following can be taken, for example. For example, the approach of 
distributing the 1st enciphered cryptographic key through a transmission network 
(network), and distributing the 2nd cryptographic key through a record medium can be 
taken. Thus, if a part of key information is distributed with the gestalt of a record 
medium, it is easy to discover the theft of key information, and the countermeasures 
over a malfeasance can be implemented promptly. In addition, the approach of 
distributing the 1 st enciphered cryptographic key through a record medium contrary 



to an above-mentioned case, and distributing the 2nd cryptographic key through a 
transmission network (network) can also be taken. 

[0067] Moreover, the approach of distributing the 1 st enciphered cryptographic key 
through the 1 st transmission network (network), for example, and distributing the 2nd 
cryptographic key through the 2nd transmission network (network) can be taken. Thus, 
if all key information is distributed through a transmission network, time constraint 
which distribution of key information takes can be lessened. Moreover, key 
information can be distributed economically, in addition, the distribution of key 
information using the above transmission network (network) — facing — a digital 
certificate — using it — him — the technique of distributing the key information 
enciphered with the public key which is checked (check of a distribution place) and 
the attested distribution place exhibits is desirable. 

[0068] Moreover, the approach of distributing the 1st enciphered cryptographic key 
through the 1st record medium, for example, and distributing the 2nd cryptographic 
key through the 2nd record medium can be taken. Thus, if all key information is 
distributed with the gestalt of the record medium which is a truth object, the theft of 
key information can be made much more easy to discover, and the countermeasures 
over a malfeasance can be implemented promptly. Of course, a physically different 
medium is used for two record media, needless to say, even when it is the same about 
the class and reading method of a record medium, it does not matter even if it differs. 
[0069] (2-4) the upstream system which constitutes a distribution system from the 
4th means [ 4th ] of a means, and a downstream system — respectively — with, 
propose what performs lower processing. 

[0070] The processing whose upstream system enciphers digital data by the 1st 
cryptographic key under the control, It is a proper at each specific person who is a 
distribution place. Or the processing which generates the 2nd cryptographic key of a 
proper in digital data, Digital data is another distribution path about the doubling key 
or its generating information on the lot generated from the processing which 
generates the doubling key of a lot based on the 2nd cryptographic key of the above, 
the 1st cryptographic key enciphered by the 2nd cryptographic key, or its generating 
information and 2nd cryptographic key of the above. What performs processing 
distributed using what serves as another distribution path also in mutual, and 
processing which distributes the digital data with which cipher processing was 
performed is proposed. 

[0071] moreover, in a downstream system (prepared for each distribution place of 
every.) In the bottom of control of the decode server which can be opened only in the 
procedure of normal The 2nd cryptographic key is restored based on the doubling key 
or its generating information on the lot which received distribution through two or 
more distribution paths. The processing which cancels cipher processing performed to 
the 1st cryptographic key which received distribution, or its generating information, 
and restores the 1st cryptographic key, The processing of which cipher processing 



performed to the digital data which corresponds using the 1st restored cryptographic 
key is canceled, In the only output destination change of the digital data of which the 
processing which generates a scramble key and its discharge key locally on condition 
that the playback conditions attached to digital data are fulfilled, and cipher 
processing were canceled In the processing which decrypts the coding processing 
performed to the digital data concerned, and restores the former data of digital data, 
and the only output destination change of the restored digital data What performs 
processing which carries out scramble processing and outputs the former data of 
digital data is proposed using the scramble key generated in the above-mentioned 
processing. 

[0072] Moreover, the thing perform the processing of which the scramble processing 
performed to the digital data inputted into the bottom of control of the output unit 
which can be opened only in the procedure of normal from the above-mentioned 
decode server cancels with the scramble discharge key given from the above- 
mentioned decode server, and the processing output the digital data concerned at a 
predetermined output gestalt in the only output destination change of the digital data 
of which the scramble was canceled by the above-mentioned processing proposes. 
[0073] In short, the 4th means divides the 2nd cryptographic key, for example, uses it 
as the doubling key of a lot (for example, three pieces), and combines the playback 
system which outputs to an output unit what performed scramble processing to the 
digital data of which cipher processing was canceled using the method distributed 
with the 1st cryptographic key which had them enciphered, and the cryptographic key 
restored from the key information which received distribution. Of course, it is a 
distribution path different from digital data, and what serves as another distribution 
path also in between [ each ] key information is used for the distribution path of 
these key information. 

[0074] If this 4th means is used, unless the theft also of all the key information that 
remains even if the theft of either is carried out among two or more key information 
distributed through two or more distribution paths is carried out, the distribution 
model which can prevent the outflow of a cryptographic key can be offered. And in 
the case of this 4th means, since the distribution path of key information can be 
further increased rather than the 3rd means, the high distribution model of safety to a 
malfeasance can be offered more. 

[0075] In addition, the cryptographic key used for the key information which enciphers 
the 2nd cryptographic key besides [ which divides the 2nd cryptographic key ] an 
approach by still more nearly another cryptographic key, and is acquired from the 2nd 
cryptographic key under a predetermined division regulation as mentioned above as 
an approach of using for generating the doubling key of a lot, and its encryption is 
also included. Incidentally, a regulation common to all distribution places is sufficient 
as a division regulation, and the regulation of a proper is sufficient as it for every set 
of the distribution place which the regulation of a proper is sufficient as and was 



classified into each distribution place on condition that a specific area and others. 
Moreover, you may be the regulation of a proper at digital data. Of course, the system 
by which key information cannot flow out easily much more can be built by combining 
the regulation about these distribution place, and the regulation about digital data. 
[0076] In addition, the 2nd cryptographic key used with this 4th means also uses the 
same thing as the 3rd means. For example, the thing of a proper is used for each 
distribution person who is a distribution place as the 2nd cryptographic key. In this 
case, unless the theft of all the key information (the doubling key of the lot generated 
from the 2nd cryptographic key and the 1st cryptographic key enciphered by the 2nd 
cryptographic key) is carried out from a specific distribution person, the code given to 
the digital data cannot be canceled. That is, the 2nd cryptographic key of the proper 
addressed and distributed to a certain distribution person rather than the 3rd means 
can reduce much more the danger that a theft will be carried out. 
[0077] Moreover, even when using the thing of a proper for digital data as the 2nd 
cryptographic key, and the theft of all the key information is carried out, in addition to 
the ability to limit the damage to specific digital data (it to be the requisite that the 
theft also of the enciphered digital data is carried out, of course.), it can fall much 
more in possibility itself that the theft of the 2nd cryptographic key will be carried out. 
[0078] In addition, although it is needless to say, it is peculiar about each distribution 
person who is a distribution place as the 2nd cryptographic key, and if the thing of a 
proper is used also about digital data, it can do with a system with a more difficult 
theft. It depends on the employment policy [ whether which an above-mentioned 
cryptographic key is adopted ] of the economic merit of digital data, or digital data 
which is a candidate for distribution. 

[0079] Incidentally you may combine with the processing enciphered by the 
cryptographic key of other classes that what is necessary is just to perform 
encryption of the 1 st cryptographic key once [ at least ] by the 2nd cryptographic key. 
Therefore, before enciphering by the 2nd cryptographic key, the 1 st cryptographic key 
may already be enciphered. Even in such a case, there is no difference on a technique 
in the 1 st cryptographic key being enciphered by the 2nd cryptographic key. 
[0080] In addition, as the distribution approach of the key information in the 4th 
means, the following can be taken, for example. For example, the approach of 
distributing the 1 st enciphered cryptographic key with a record medium, distributing 
some doubling keys of the lot generated from the 2nd cryptographic key with a 
transmission network (network), and distributing the partial key which remains with a 
record medium can be taken. Thus, by distributing a part of key information with the 
gestalt of a record medium, the theft of key information can be made easy to discover 
and the countermeasures over a malfeasance can be implemented promptly. In 
addition, needless to say, which key information is sufficient as the distribution by the 
record medium, one kind of key information on arbitration can be distributed with a 
record medium, and the key information on other can also be distributed through a 



transmission network (network). 

[0081] Moreover, the approach of distributing the 1st enciphered cryptographic key 
and all the doubling keys of the lot generated from the 2nd cryptographic key through 
a transmission network (network), for example can be taken. Thus, if all key 
information is distributed through a transmission network (network), time constraint 
which distribution of key information takes can be lessened. Moreover, key 
information can be distributed economically, in addition, the distribution of key 
information using the above transmission network (network) — facing — a digital 
certificate — using it — him — the technique of distributing the key information 
enciphered with the public key which is checked (check of a distribution place) and 
the attested distribution place exhibits is desirable. 

[0082] Moreover, the approach of distributing the 1st enciphered cryptographic key 
and all the doubling keys of the lot generated from the 2nd cryptographic key through 
a record medium, for example can be taken. Thus, if all key information is distributed 
through a record medium, the theft of key information can be made much more easy 
to discover, and the countermeasures over a malfeasance can be implemented 
promptly. Of course, the gestalten of a medium may differ and, as for the record 
medium used for distribution of key information, reading methods may differ, 
respectively. 
[0083] 

[Embodiment of the Invention] (1) The fundamental example of a configuration of the 
business model which this application specification assumes to business model (1-1) 
general example drawing 1 is shown. This business model consists of a distribution 
person who is the informer of digital data, and a specific person who is the sink of 
digital data. In addition, drawing 1 expresses the case where it consists of two 
persons of the distribution entrepreneur 2 to whom a distribution person undertakes 
the distribution enterprise of the right person 1 of distribution, and digital data which 
has the right of distribution of digital data. Although it is thought that there is not 
little this also when the right person of distribution and a distribution entrepreneur are 
the same people, also when a distribution person is constituted by two or more 
persons more than it, it is because it is thought that it is not few. 
[0084] Moreover, the right person 1 of distribution also has the case of the 
consortium of the right person of distribution, and a contents maker, when it is the 
contents maker itself [ besides in the case of being those who yielded and received 
contents, i.e., the right of distribution of digital data from the contents maker ]. On 
the other hand, an individual and an entrepreneur (for example, theater entrepreneur) 
correspond to a specific person. 

[0085] As mentioned above, the case where an upstream system (seeing from data 
flow semantics of the system of the upstream) consists of a system of the right 
person of distribution and a distribution entrepreneur's system here, and a 
downstream system (seeing from data flow semantics of the system of the 



downstream) consists of a specific person's systems is explained. 
[0086] The digital data assumed for distribution has alphabetic data (for example, a 
text, a notation, a graphic form), audio data (for example, voice, a musical piece), a 
video data (for example, a still picture, an animation), audio data, the complex data 
(for example, a movie, a program) of a video data, program data, database data, and 
other digital data. Of course, such attached information (for example, there is 
information about ID (identification information on a medium) called metadata, 
photography time, a location, a person, a condition, etc.) may also be included. 
[0087] Generally, for distribution of digital data, the network 3 for high-speed 
distribution suitable for a transmission band distributing large mass data is assumed 
( drawing 1 ). In this drawing 1 , the system which distributes digital data for the digital 
data as contents to the specific persons A and B etc. through delivery and the 
network 3 for high-speed distribution is shown to the electronic distribution 
entrepreneur 2 from the contents work firm 1 . However, distribution with the gestalt 
by the record medium of CD-ROM, or DVD and others is not eliminated. A 
broadcasting satellite and the broadband-transmission network of an optical fiber and 
others are used for the network 3 for high-speed distribution. It gets down at least 
and these use about a direction the thing in which mass transmission is possible. But 
the bidirectional transmission network in which transmission in the uphill direction is 
also possible may be used. 

[0088] The data 8 of DS as shown in drawing 2 are distributed to the network 3 for 
high-speed distribution. Here, although picture 8A of a key is expressed to the data 8 
of drawing 2 , this expresses the case where a cryptographic key is hung uniquely, in 
order that a network provider (he is not a distribution entrepreneur) may secure the 
secrecy nature of the communication service which self offers. Therefore, this key 
may not be hung. 

[0089] But the right person of distribution who gives top priority to the safety to the 
malfeasance of digital data, and the distribution entrepreneur will choose as data 
uniquely the network operator who performs cipher processing also on the network, 
and are considered to choose the network operator who performs cipher processing 
with high nearby safety in it. In addition, although omitted in drawing 2 , when 
distributing data 8 in fact, a required header exists. 

[0090] The part of the contents surrounded with the broken line of drawing 2 is 
equivalent to the data distributed by the above-mentioned electronic distribution 
entrepreneur 2. In the case of drawing 2 , file allocation table (FAT:File Allocation 
Table) 8B which shows data or the storing information on a file, operating data 8C 
including the service condition (the refreshable period for every distribution place and 
distribution place and conditions of the count of playback and others) of digital data, 
image data 8D, and voice data 8E are stored in the data concerned. 
[0091] the picture of the key each data is locked here means that each [ these ] data 
is protected by cipher processing which the right person of distribution and the 



distribution entrepreneur performed by or the both co-operation one of ones of these. 
Here, generally as for the cryptographic key given to each data, the same 
cryptographic key is used. However, it is also possible to hang a cryptographic key 
which may adopt a different cryptographic key for every (every [ for example, ] image 
data) classification of data, and is different irrespective of the classification of data 
for every (every [ for example, ] image data and voice data which differs in a codec) 
data. 

[0092] As shown in drawing 2 , in this distribution model, the method which distributes 
a certain contents in a multi-format is adopted. That is, the approach of preparing and 
distributing two or more kinds of image data and voice data which differ in a coding 
decryption method (codec) about one contents which are the candidates for 
distribution is adopted. In the case of drawing 2 , signs that three kinds of image data 
which differ in a codec method about a certain image contents are distributed are 
expressed. As a codec method here, MPEG (Moving Picture Experts Group), and 
wavelet (Wavelet) and others can be considered, for example. 
[0093] Thus, image contents are encoded and distributed by two or more kinds of 
codec methods for giving a degree of freedom to the system configuration by the side 
of the specific person who receives distribution. Thereby, a specific person does not 
need to adopt the codec system of dedication only for use of digital distribution 
service, and can use the system to which self is used as it is. Thus, since the 
selection range of digital data will not be restricted if there is an advantage which is 
not restricted to what holds the system of specification [ a specific person 
(distribution place of data) ] when it sees from a distribution person side, and it sees 
from a specific person side, the distribution method by multi-format has the 
advantage which can use the existing facility effectively. 

[0094] The same is said of voice data 8E. In the case of drawing 2 , the data encoded 
by two kinds of codec methods are stored. There are for example, MPEG and others 
in a codec method here. 

[0095] In addition, in the case of the business model of drawing 1 , the data which can 
receive the home expressed as the specific person A are the image codec VCD1. The 
image data and the voice codec ACD1 which were encoded Since it is the encoded 
voice data, they are alternatively extracted based on the information on FAT out of 
the data 8 which received distribution, or are reproduced. The data which the 
entrepreneur who expressed the specific person B needs on the other hand are the 
image codec VCD2. The image data and the voice codec ACD2 which were encoded 
Since it is the encoded voice data, they are alternatively extracted based on the 
information on FAT out of the data 8 which received distribution, or are reproduced. 
But it must not always distribute in a multi-format and the information on the 
combination of the format made required for every distribution place may be 
distributed. 

[0096] It is explanation about the digital data with which the above receives 



distribution through the network 3 for high-speed distribution, next, conditional 
[ which is given to the digital data concerned ] — the distribution path of a 
cryptographic key required to cancel access processing (Conditional Access), i.e., 
cipher processing performed to the digital data, is explained. In drawing 1 , two, a wide 
area network (transmission medium) 4 and a record medium 5, are used as a 
distribution path of a cryptographic key. That is, drawing 1 expresses an example of 
the distribution method which adopts the method which distributes the part 
electronically through a wide area network 4 when you need at least two kinds of key 
information for restoring a common key, and distributes the part which remains 
physically through a record medium 5. 

[0097] In addition, the wide area network 4 here assumes the transmission network in 
which two-way communication is possible. For example, a public network (for example, 
the Internet network, an ATM network, a packet communication network) and a 
dedicated line network can be considered. Moreover, a record medium 5 assumes the 
medium of a magnetic reading method, the medium of an optical reading system, and 
semiconductor memory and others, as above-mentioned The means for solving a 
technical problem described. It is also as above-mentioned to use a mail system and 
a home delivery system for the distribution. 

[0098] In addition, in the following explanation, it is assumed that the cryptographic 
key given to digital data is common about all distribution places, and the key 
information on the lot distributed to each distribution place according to an individual 
is peculiar to each specific person. This is because the cryptographic key hung on the 
digital data cannot be restored, unless all the key information addressed and 
distributed to a certain specific person by adopting the key information on a proper 
for every specific person comes to hand. By adopting such structure, it is made as for 
this business model to a more difficult thing or all key information coming to hand 
unjustly with what requires time amount that all key information comes to hand 
unjustly. 

[0099] Incidentally in the above-mentioned case, the cryptographic key used for 
encryption of each digital data was made common to all distribution persons, but the 
cryptographic key used for encryption of each digital data can also be made into the 
thing of a proper for every distribution place. Moreover, in the above-mentioned case, 
the key information on the lot distributed to each distribution place according to an 
individual is considering as the thing of a proper at each distribution place, but it can 
also consider as the thing of a proper at each digital data. 

[0100] Incidentally, as for the cryptographic key hung on digital data, it is desirable 
that it is peculiar to the contents which are the candidates for distribution. Even if all 
key information flows out unjustly as mentioned above and this succeeds in decode of 
digital data, it is because damage can be limited to specific contents. Of course, it is 
not indispensable that the cryptographic key concerned is peculiar for every contents, 
and using a common cryptographic key is also considered about two or more contents. 



In short, the secrecy nature to a malfeasance should just increase as the whole 
system, and each cryptographic key is not limited to a specific regulation. Moreover, 
the height of secrecy nature changes also with contents which are the candidates for 
distribution, and changes also with policies by the side of a distribution person. 
[0101] Next, a distribution path is explained. Fundamentally, for distribution of key 
information, as shown in drawing 1 , what differs in a medium is assumed like a 
network and a record medium. This is based on the special feature of the following 
which each distribution path has. 

[0102] First, in the case of a network, it has the advantage that distribution of key 
information can be performed immediately. However, when the theft of the key 
information is carried out, there is a fault that discovery is difficult. On the other hand, 
although it has the fault that it takes predetermined time amount for a specific person 
to receive distribution of key information in the case of a record medium, since the 
theft of key information can be checked physically, there is an advantage of being 
easy to discover a theft. 

[0103] So, in many business models assumed on this application specifications, the 
combination of distribution through a network and the physical distribution by the 
record medium is assumed. But it is based on a general reason, and the above should 
just distribute all key information through a network, when the distribution using a 
network does not have fear of a malfeasance, either, or when difficult. Moreover, 
when there are period-allowances by distribution of digital data from distribution of 
key information, all the key information can also be distributed using a record medium. 
[0104] There is no constraint technical about the code technique used for cipher 
processing of digital data incidentally, and it is applicable also about various kinds of 
techniques in which it will appear in the future, not to mention various kinds of 
techniques known at the time of application. Since a cipher system is not asked, it 
can do with the business model which cannot be easily influenced of a technical life. 
Moreover, since the technique of the employment that time highest can always be 
chosen, it can do with a business model strong against the part and a malfeasance. 
[0105] Moreover, generally the key information distributed through two paths of a 
wide area network 4 and a record medium 5 in drawing 1 assumes the group of the 
doubling key (partial key) of a lot divided by the division pattern of a proper for every 
distribution place, or the group of the cryptographic key enciphered with the multiplex 
key of the proper generated for every distribution place, and a multiplex key, as 
explained in The means for solving a technical problem. 

[0106] (1-2) The concrete example of a business model is shown in example drawing 
3 . This is a thing about the business model which distributes movie contents 
electronically. There is nothing that that to which the both sides by the side of the 
theater which receives distribution with the entrepreneur who has the right of 
distribution of movie contents are fully satisfied does not have, and resulted in 
practical use, although, as for this kind of business model, various kinds of business 



model proposals are offered towards that implementation from the former. Then, it 
considers applying the distribution model of this application specification. 
[0107] In the case of the business model shown in this drawing 3 , the contents work 
firm 1 of drawing 1 changes to motion picture production company 1a, and changes 
the specific persons 6 and 7 who receive distribution of digital data to Theaters A and 
B. In addition, in the case of drawing 3 , the process (telecine process: Film to Video 
Conversion) 9 which changes into an electronic image the film image offered from 
motion picture production company 1a as a configuration peculiar to movie contents 
is expressed. Moreover, although not distinguished by a diagram, the movie theater 
where Theaters A and B are called a large-scale movie theater, a small-scale movie 
theater, and the so-called cinema complex is assumed. 

[0108] (2) The example of a functional-block configuration of the distribution system 
which realizes the example of distribution system above-mentioned business model is 
shown. In addition, each example of a system corresponds to either the 1st explained 
by The means for solving a technical problem - the 4th means. Of course, although 
there is also a publication partially limited to the specific function since it is an 
example of an operation gestalt, it is not restricted to these as above-mentioned. 
[0109] (2-1) The 1st example of a distribution system for realizing an above- 
mentioned business model to the 1st example drawing 4 of a distribution system is 
shown. In addition, the 1 st example of a distribution system corresponds to the 1 st 
above-mentioned means. The system concerned consists of an upstream system and 
a downstream system. Let an upstream system here be the complex system of the 
system the entrepreneur's [ who has the right of distribution of contents ] 1 , and the 
electronic distribution entrepreneur's 2 system. Of course, a single entrepreneur's 
system is not eliminated as mentioned above, and the complex system by three or 
more persons' entrepreneur is not eliminated. On the other hand, let a downstream 
system be the system of a proper for every specification person which receives 
distribution of digital data. 

[0110] (2-1-1) conceptual **** — explain the conceptual configuration of the 1st 
example of a distribution system concerned first. The 1st model which paid its 
attention to distribution of digital data, and the 2nd model which paid its attention to 
the sink side of digital data are contained in this 1st distribution system. 
[01 1 1] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the cryptographic key of a proper in each digital data, and 
the processing which enciphers digital data by the corresponding cryptographic key, 
The processing which generates the doubling key of the lot of a proper based on the 
above-mentioned cryptographic key at each specific person who is a distribution 
place, The generated processing which doubles and distributes a part of key or its 
generating information to each specific person through a transmission network, 
Generated processing which doubles and writes the remaining part in the record 
medium only for keys for the distribution in the gestalt of a record medium among a 



key or its generating information, and processing which distributes the digital data 
with which cipher processing was performed according to the distribution schedule 
are performed. 

[01 12] On the other hand, the downstream system received distribution through the 
transmission network, and performs processing which restores the cryptographic key 
of a proper to digital data [ / based on a part of key or its generating information, and 
the remaining part that received distribution with the gestalt of a record medium ], 
and processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled. 

[0113] The 1st model adopts the method which, in short, divides into each distribution 
place (downstream system) the cryptographic key used for encryption of digital data 
under the division regulation of a proper, generates the doubling key of a lot, 
distributes the part through a transmission network, and distributes the remainder 
with the gestalt of a record medium. 

[0114] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model The processing which restores the cryptographic key of a proper to 
digital data [ / based on the remaining part which received distribution through the 
transmission network and received distribution with a part of key or its generating 
information, and the gestalt of a record medium ], The processing of which cipher 
processing performed to the digital data which corresponds using the restored 
cryptographic key is canceled, In the only output destination change of the digital 
data of which the processing which generates a scramble key and its discharge key 
locally on condition that the playback conditions attached to digital data are fulfilled, 
and cipher processing were canceled In the processing which decrypts the coding 
processing performed to the digital data concerned, and restores digital data, and the 
only output destination change of the restored digital data Processing which carries 
out scramble processing and outputs digital data is performed using the scramble key 
generated by the above-mentioned processing. 

[01 15] At this time, the output unit of a downstream system adopts the processing of 
which the scramble processing performed to the digital data inputted from a decode 
server is canceled with the scramble discharge key given from the decode server, and 
the processing which outputs the digital data concerned with a predetermined output 
gestalt in the only output destination change of the digital data of which scramble 
processing was canceled by the above-mentioned processing. 

[0116] The 2nd model can be called what adopts the playback system which performs 
scramble processing to the digital data of which cipher processing was canceled using 
the cryptographic key restored in short from the key information which received 
distribution, and is outputted to an output unit. 

[01 1 7] In addition, whenever the scramble key and scramble discharge key which are 
generated by the decode server may be the same about the same digital data and 
cancel cipher processing, you may make it generate the key of a proper. As a cure to 



a malfeasance, latter one is desirable. 

[01 18] Moreover, as an output unit, the recording device to an indicating equipment 
(for example, electronic equipment of a monitoring device, a television receiver, 
projector equipment, and a pocket mold), an airline printer, a loudspeaker, and a 
record medium etc. can be considered. 

[0119] Here, in the predetermined output gestalt in an output unit, if digital data is a 
video data, the display to the display screen and the projection to plane of projection 
can be considered. Moreover, if digital data is for example, audio data, the playback 
which leads a loudspeaker can be considered. Of course, if it is audio data and 
complex data of a video data, two outputs will be performed to the coincidence. 
[0120] In addition, a component part like the circuit apparatus (for example, an 
interface board, a semiconductor integrated circuit, etc.) which realize an applicable 
function besides the so-called finished product is also contained in the above decode 
server and output unit. 

[0121] (2-1-2) In the case of system configuration drawing 4 , an upstream system 
consists of the contents server 1 1 , the contents coding section 1 2, the encryption 
section 13, the sending-out server 14, the contents management server 15, the key 
generating section 1 6, a distribution place management server 1 7, the doubling key 
generation section 18, and the write-in section 19. 

[0122] Although it does not dare specify whether each of these components in an 
upstream system are prepared in which system in an entrepreneur in drawing 4 , it is 
because it becomes the selection on business how this distributes each component 
to each entrepreneur. In addition, since the method of allocation of each component 
or arrangement is a matter which is common also about the example of an alien 
system, the term of a latter "employment gestalt assumed by each system" explains 
it separately. 

[0123] On the other hand, a downstream system consists of the receiving server 31, a 
read station 32, a decode server 33, and an output unit 34 (descrambling section 34A). 
Among these, the decode server 33 consists of a decode function part 35 (decryption 
section 35A, key restoration section 35B, contents decryption section 35C, scramble 
section 35D), a scramble control section 36, and the output log Management 
Department 37 further. 

[0124] In addition, it is also possible to realize each of these components as hardware 
of dedication, respectively, and realizing as one function of software is also possible. 
[0125] Moreover, the arrow head shown by the thick wire expresses among drawing 
the transmission line where transmission capacity is large, and the arrow head shown 
with a thin line expresses the comparatively small transmission line of transmission 
capacity. But it is the system configuration assumed at present, and it is relative 
whether transmission capacity is large or small. Moreover, the distribution path of the 
doubling key shown by the arrow head of a thin line at present is also good also as 
what has large transmission capacity. 



[0126] (2-1-3) **** of each function part — explain first each function part which 
constitutes an upstream system. The contents server 1 1 is equipment which 
considers are recording of the digital data which received offer through the record 
medium ( drawing 4 magnetic tape) or the transmission line as the main functions. For 
this reason, it has mass storage equipment. In addition, the server concerned takes a 
computer configuration. 

[0127] That is, the server concerned takes a configuration equipped with the 
processor which realizes a control function and a calculation function, the store which 
memorizes data required for activation of signal processing, the input unit which 
inputs data, and a program and a command from the exterior, and the output unit 
which outputs a processing result outside. 

[0128] The contents coding section 12 is equipment which considers coding 
processing of compression coding and others of digital data as the main functions. For 
example, coding processing of MPEG conversion, Wavelet conversion, and others is 
performed. In addition, two or more coding processings in which only one kind 
generally is not performed but coding processing is widely adopted at the time of 
employment are performed. Consequently, two or more coding processed data are 
generated to one digital data. In addition, processing which spaces through voice or 
image data and embeds information is performed between the contents server 1 1 and 
the contents coding section 12. This contents coding section 12 may be constituted 
using the hardware of dedication, and may be realized as treatment on the software of 
the computer by which the program which realizes a function equivalent to the 
hardware concerned is installed. 

[0129] The encryption section 13 is equipment which performs cipher processing to 
the digital data which received offer of the cryptographic key of a proper in contents 
from the key generating section 16, and contents coding processing ended using the 
cryptographic key concerned. The cipher system used here should just use what is 
widely adopted at the time of employment. 

[0130] For example, cipher processing of DES (Data Encryption Standard), and FEAL 
(Fast Data Encipherment Algorithm) and others is performed. Cipher processing here 
is performed according to an individual about each of operating data and contents 
data. If reference is made by reference, cipher processing about contents data will be 
performed for each [ which was generated in the contents coding section 12 ] coded 
data of every. 

[0131] In addition, the encryption section 13 may also be constituted using the 
hardware of dedication, and you may realize as a processing facility of software which 
makes a computer realize an equivalent function. 

[0132] the sending-out server 14 is equipment which realizes the function which 
accumulates the digital data (conditional — access processing was performed) with 
which encryption processing was performed so that only a specific person could view, 
listen or record in storage equipment, and the function outputted to the network 3 for 



high-speed distribution according to a distribution schedule. An output function here 
is realized by the sending set equipped with a broadband-transmission function or a 
rate control function. 

[0133] Although distribution of the data using the network 3 for high-speed 
distribution assumes the distribution of an are recording mold which now used 
Nighttime, streaming distribution etc. is assumed in the future when improvement in 
transmission speed is expected. 

[0134] In addition, when performing distribution of digital data with the gestalt of a 
record medium, the output function mentioned above is realized by the recording 
device which stores digital data in a predetermined record medium. 
[0135] The contents management server 15 is equipment which communicates with 
the contents server 1 1 and newly performs registration processing of reception beam 
contents, retrieval processing of contents, file division processing, and others. The 
server concerned also takes a computer configuration. In the server concerned, the 
cryptographic key information generated for every contents is managed. For example, 
the relation between contents and a corresponding cryptographic key is managed as a 
database. 

[0136] The key generating section 16 is a means which is a candidate for distribution 
to generate the cryptographic key of a proper for every digital data. The cipher 
system used for generating of a cryptographic key uses what is widely adopted at the 
time of employment. That is, unjust decode follows the newest difficult encoding 
technology. 

[0137] The distribution place management server 17 is equipment which manages with 
a database the information on the cryptographic key generated for every contents for 
every operating data of a distribution place, distribution conditions, and others, or 
distribution place. The information on an estimated usable period, and the count of 
output possible and others is included in distribution conditions here. Moreover, the 
server concerned also takes a computer configuration. 

[0138] The distribution place management server 17 can consider others, when 
preparing only in the system of the right person 1 of contents distribution, preparing 
only in the electronic distribution entrepreneur's 2 system, and preparing in both 
system. It is because it is a selection matter on business who, as for this, distributes 
the key information on a proper to each distribution place. However, it cannot so be 
overemphasized that there are few entrepreneurs who can know key information that 
the secrecy nature seen from the whole system increases. Although it is thought that 
it is generally arranged in the system of the right person 1 of contents distribution, 
according to the management gestalt of business, it may be arranged in the system of 
the entrepreneur of an electronic distribution entrepreneur and others. 
[0139] The distribution place management server 17 in the drawing of drawing 4 and 
others is constituted so that the output log of a downstream system may be gone up 
and it can receive through a circuit (the communication line of the Internet, or the 



telephone line and others is generally used.). The distribution place management 
server 17 manages the output hysteresis (output time, the count of an output, a 
period, incidental information (a number, an age group, etc. of the existence of a 
trouble, and a contents viewer) in addition to this) of a distribution place (addressee 
side) based on the output log concerned. For this reason, the distribution place 
management server 1 7 is equipped with a non-illustrated database or the output 
hysteresis function manager section. 

[0140] But these databases and the output hysteresis function manager section may 
be prepared apart from the distribution place management server 1 7. In addition, total 
processing (statistics processing is also included.) and analysis processing of an 
output log are good also as what transmits the result which could perform by the 
upstream system which received the notice of an output log, and the downstream 
system performed beforehand. 

[0141] Thus, by managing the output log (activation fact) of a downstream system by 
the upstream system, the circulation situation of contents is made as a monitor is 
possible. Moreover, it can be used for grasping a commercial-scene trend (a box- 
office record, epidemia, an inclination, others). But an upstream system here may be 
an upstream system of a wide sense, and may be entrepreneurs other than the 
entrepreneur who has the right of distribution of digital data, or an electronic 
distribution entrepreneur, for example, the entrepreneur who investigates the output 
trend of contents. 

[0142] In addition, the distribution place management server 17 does not need to 
perform reception of an output log, and other electronic equipment may receive. 
Moreover, an output log here needs to display no information (for example, output 
time etc.) mentioned above, and one of the arbitration or the combination of 
arbitration may be notified. By the way, although the case where begin drawing 4 and 
an output log is notified to an upstream system from a downstream system in each 
drawing is expressed, it is also possible to consider the distribution system which 
does not always need to notify and does not notify an output log. 
[0143] The doubling key generation section 18 is equipment which divides the 
cryptographic key A generated for every contents by the division pattern of a proper 
for every distribution place, and generates the doubling keys A1 and A2 of a lot. For 
example, if there are 1000 specific persons who become a distribution place, 1000 
sets of doubling keys A1 and A2 will be generated. The generated doubling key is 
given to the distribution place management server 17 and the predetermined message 
distribution processing section by the doubling key generation section 1 8. In the case 
of this system, the doubling key generation section 18 gives the doubling key A1 to 
distribution through a network in the non-illustrated communications department, and 
gives the doubling key A2 which remains to distribution through a record medium at 
the write-in section 19. 

[0144] The write-in section 19 is equipment for having received the notice and writing 



a key A2 in a predetermined record medium. The drive according to a record medium 
is formed in the write-in section 1 9. The medium of a magnetic reading method, the 
medium of an optical reading system, and the medium of semiconductor memory and 
others are used for a record medium. In addition, destination information required for 
distribution of a record medium is given from the distribution place management 
server 17. The same is said of the communications department which is not illustrated 
[ above-mentioned ]. However, in the case of the communications department, the 
address on a network is given. 

[0145] Next, each function part which constitutes a downstream system is explained, 
the receiving server 31 is equipment realized in the reception function of digital data 
(conditional — access processing was performed) to inwhich encryption processing 
was performed so that only a specific person might view, listen or record, the function 
which accumulates the digital data which received distribution in storage equipment, 
and the function outputted to the decode server 33 according to a playback schedule. 
A reception function here is equipped also with the function to perform the error 
correction included in received data. 

[0146] In addition, when receiving distribution of digital data with the gestalt of a 
record medium, the reception function mentioned above is realized by the reader 
which reads digital data in a predetermined record medium. 

[0147] A read station 32 is equipment for reading in a record medium the doubling key 
A2 distributed with the gestalt of a record medium. The thing according to a record 
medium is used for a drive here. Moreover, although not expressed all over drawing, 
the communications department is established in reception of the doubling key A1 
which receives distribution through a wide area network. 

[0148] While the decode server 33 performs processing of which cipher processing 
performed to the digital data is canceled, and processing which decrypts the coding 
processing performed to the digital data of which the code was canceled, it is 
equipment which performs local scramble processing so that the restored raw digital 
data may not be outputted to the equipment exterior as it is. 
[0149] The decode server 33 may be constituted using the hardware of dedication, 
and may be realized as a processing facility of software which makes a computer 
realize an equivalent function. Incidentally, if it opens unjustly, except the procedure 
of normal, the structure which cannot open the case, and the structure which stops 
operating will be used for the decode server 33 concerned, in order to protect digital 
data from the malfeasance by the malicious specific person. The existing technique is 
used about these structure. 

[0150] Especially about the decode function part 35 (decryption section 35A, key 
restoration section 35B, contents decryption section 35C, scramble section 35D), 
since important information (a cryptographic key and raw digital data) flows between 
each functional block, it is important, and the functional-block part concerned is 
semiconductor-integrated-circuit-ized, or the cure for eliminating a malfeasance will 



adopt the structure which cannot open the case, and the structure which stops 
operating except a regular procedure, if it opens unjustly. 
[0151] Here, decryption section 35A is a function part which cancels cipher 
processing (conditional access processing) performed to the digital data read from the 
receiving server 31 using the cryptographic key given from key restoration section 
35B. It can also realize by the hardware of dedication and the function concerned can 
also be realized as a function on software. 

[0152] Key restoration section 35B is a function part which realizes the function 
which restores the cryptographic key which can cancel cipher processing which 
received distribution through the network, received distribution with the gestalt of a 
key A1 and a record medium, and is performed to the digital data based on the key A2. 
As for the restored cryptographic key, period maintenance of predetermined is carried 
out under management of key restoration section 35B. The record medium of 
nonvolatile memory, and a hard disk and others is used for the check concerned. 
[0153] Moreover, key restoration section 35B reads operating data 8C attached to 
the digital data concerned, before decoding the code of the digital data read from the 
receiving server 31, and it also performs the judgment of whether the playback 
conditions (service condition) defined by the operating data 8C concerned are fulfilled 
at each time. 

[0154] Here, when playback conditions are fulfilled, while key restoration section 35B 
gives a code discharge enabling signal to decryption section 35A, it gives the 
generating signal or output enabling signal of a scramble key to the scramble control 
section 36. On the other hand, key restoration section 35B gives the generating 
inhibiting signal or output inhibiting signal of a scramble key to the scramble control 
section 36 while giving a code discharge inhibiting signal to decryption section 35A, 
when playback conditions are not fulfilled. 

[0155] The thing corresponding to the codec method with which every specific person 
has adopted contents decryption section 35C is used. The function concerned and 
realizing as hardware of dedication are also possible, and realizing as one function of 
software is also possible. The raw digital data before encryption processing is 
restored as a result of signal processing of contents decryption section 35C. 
[0156] Scramble section 35D is equipment for performing scramble processing, as the 
digital data restored by contents decryption section 35C is not outputted with a 
gestalt as it is. The function concerned and realizing as hardware of dedication are 
also possible, and realizing as one function of software is also possible. 
[0157] In addition, in the case of drawing 4 , it is also possible to form [ in / for the 
scramble control section 36 / the exterior of the decode function part 35 ] the 
scramble control section 36 as one function in the decode function part 35. 
[0158] The scramble control section 36 generates the descrambling key which makes 
a scramble key, this, and a pair, when generating of a scramble key is permitted by 
key restoration section 35B. In addition, the enabling signal given to the scramble 



control section 36 from key restoration section 35B may include information, such as 
not only the information mere authorization and that a permission is not granted but 
output time, and a period. Moreover, as a drawing destructive line shows, in making 
external connection of the scramble control section 36 to contents decryption 
section 35C and others, it attests each other between the function parts concerned, 
and a scramble key may be made to be published only when it is admited that the 
other party is Shinsei. 

[0159] in addition, for the generating approach of a scramble key and a descrambling 
key How (how to output the scramble key memorized fixed and a descrambling key) 
for it not to be based on the difference in contents, but to always generate the same 
scramble key etc., How (approach held while being generated at every output of new 
contents and fulfilling predetermined playback conditions) to generate a different 
scramble key for every contents etc., There is the approach (how to generate a 
scramble key which is different whenever it cancels the code of contents) of 
generating a different scramble key at every playback output etc. Injustice becomes 
difficult in the sequence of the 3rd approach, the 2nd approach, and the 1st approach 
at the order of the publication from a viewpoint of the defense function to a 
malfeasance. 

[01 60] Incidentally, the scramble control section 36 generates a scramble key and a 
descrambling key suitably also during the output to the output unit 34 of digital data, 
when adopting a commuter's ticket or the specification changed irregularly for a 
scramble key while outputting one contents. 

[0161] Moreover, although it is not drawn in the drawing of drawing 4 and others so 
that the output log Management Department 37 may be notified of generating 
situations, such as a scramble key, from the scramble control section 36, you may 
make it give the output log Management Department 36 this management information. 
By giving the output log Management Department 37 such information, a scramble key 
etc. can supervise whether it is what was generated unjustly. 

[0162] The output log Management Department 37 is equipment which manages the 
output log in an output unit 34 in order to supervise the unjust output from an output 
unit 34. The function concerned and realizing as hardware of dedication are also 
possible, and realizing as one function of software is also possible. The output log 
Management Department 37 notifies an output log to the distribution place 
management server 17 which constitutes an upstream system through a 
communication line. Consequently, each specific person's playback output situation 
can be separately supervised also by the upstream system. Moreover, it can use also 
for discovery of a malfeasance. 

[0163] In addition, although the output log here assumes the raw data generated or 
inputted by the downstream system, in the equipment of the output log Management 
Department 37 and others concerned, total processing (statistics processing) and the 
thing by which analysis processing was carried out are sufficient as it. Incidentally, 



when including incidental information, such as the number of contents viewers, and an 
age group, as information on an output log, the information concerned shall be given 
from non-illustrated an input means and a processor. 

[0164] Finally, the configuration of an output unit 34 is explained. The thing [ output 
unit / 34 ] according to digital data is used. If it is an image system, a display and 
projection equipment can be considered, and a loudspeaker can be considered if it is 
a voice system. Anyway, an output unit 34 is equipped with descrambling section 34A 
other than the original function part. 

[0165] Descrambling section 34A is functional equipment for canceling the scramble 
processing performed to the digital data given from the decode server 33. The 
function concerned and realizing as hardware of dedication are also possible, and 
realizing as one function of software is also possible. The descrambling section 34A 
concerned consists of a semiconductor integrated circuit and a board member. 
[0166] Also in this output unit 34, about the signal outputted from descrambling 
section 34A, since only a static protection feature like digital watermarking is given, if 
it opens unjustly, except the procedure of normal, the structure which cannot open 
the case of an output unit, and the structure which stops operating will be adopted. 
[0167] (2-1-4) Explain briefly distribution actuation of the digital data in the example 
of a distribution system of the distribution actuation 1st of digital data. In the system 
concerned, if new digital data is registered into the contents server 1 1 , the 
cryptographic key of a proper will be generated under management of the contents 
management server 1 5 at the contents concerned. Next, the created cryptographic 
key doubles, it is given to the key generation section 1 8, and the doubling key of a 
proper is generated by each distribution person with the division pattern of a proper. 
[0168] Here, the division pattern of a proper may be the same as each distribution 
person irrespective of the difference in contents, and a different division pattern for 
every contents may be adopted. Anyway, in the example of a system of drawing 4 , 
the doubling key of a proper is generated by contents for every specific person. 
[0169] Then, the generated doubling keys A1 and A2 are distributed in advance in 
advance of transmission of digital data. In the case of this system, the doubling key 
A1 is distributed for the doubling key A2 through a network with the gestalt recorded 
on the record medium. But it must not always be carried out in advance of 
distribution of digital data. A key required for discharge of cipher processing may be 
performed after distribution of digital data. 

[0170] The downstream system which received distribution of a key together with the 
digital data reads digital data according to a predetermined output schedule, and 
cancels cipher processing by the restored cryptographic key. Then, the thing 
concerning the codec method which suits a specific person's system configuration 
among the digital data of which cipher processing was canceled is decrypted 
alternatively, and scramble processing about a decode result is performed by the 
decode server 33. 



[0171] Then, from the decode server 33, the digital data with which scramble 
processing was performed is outputted to an output unit 34. In an output unit 34, 
discharge of scramble processing is performed by the descrambling key given from 
the scramble control section 36, and the output of contents is performed by the 
desired gestalt. In addition, this output situation is notified to an upstream system by 
the output log Management Department 37 as an output log. a notice here may be 
performed for every output of contents — it may carry out (that is, it is attached to 
one output and notified once), and the print-out of multiple times may be notified 
collectively (for example, an output situation list may be outputted to day by day 
[1]). 

[0172] (2-1-5) the effectiveness acquired by the 1st example of a distribution system 
-- as mentioned above, according to the 1st example of a distribution system, by 
having made the distribution path of a doubling key into plurality, even if the theft of 
one of the doubling keys is carried out, unless the theft also of another side will be 
carried out, the distribution model which can prevent the outflow of a cryptographic 
key can be offered. Since especially key information required for restoration of a 
cryptographic key even when the digital data with which the malfeasance person who 
stole some doubling keys was enciphered when a doubling key was distributed in a 
path (the case where it distributes in time when another is included using the 
transmission medium same as mentioned above.) different from digital data also 
comes to hand is distributed apart from digital data, it can avoid certainly the 
situation where raw digital data is decrypted. 

[0173] Moreover, by having adopted the method which performs scramble processing 
as the digital data of which cipher processing was canceled, separation with the 
server equipment which performs a decode function, with sufficient defense capacity 
over a malfeasance held, and the output unit which performs a regenerative function 
is realizable. 

[0174] It can be coped with by replacing only the decode server 33 to change the 
codec method dealt with when a cipher system with high safety appears by the 
employment back especially. Moreover, even if the codec method which a specific 
person deals with is what, since the data outputted to an output unit 34 from the 
decode server 33 are unified into the data by which scramble processing was carried 
out, they can share an output unit 34 by two or more codec methods. 
[0175] This also means that the development costs of an output unit 34 end few. or 
[ namely, / that it can open only in a regular procedure while carrying descrambling 
section 34A in the output unit 34 of a general-purpose mold ] — or since what is 
necessary is just to carry the structure which does not operate, low-pricing of an 
output unit 34 is realizable. Therefore, when an output unit with the high engine 
performance is developed by the employment back, or when what has high 
reappearance resolution is developed, for example, replacement of equipment tends to 
progress. 



[0176] In this way, it can be satisfied with coincidence of the safety to a malfeasance, 
and economical efficiency when employing a system. 

[0177] (2-2) The 2nd example of a system for realizing an above-mentioned business 
model to the 2nd example drawing 5 of a distribution system is shown. Drawing 5 
attaches and expresses the same sign with a corresponding point with drawing 4 here. 
The downstream system which constitutes the system concerned is the same as the 
1 st example of a distribution system so that drawing 5 and drawing 4 may be 
understood by comparison. In addition, the 2nd example of a distribution system 
corresponds to the 2nd above-mentioned means. 

[0178] (2-2-1) conceptual **** — explain the conceptual configuration of the 2nd 
example of a distribution system concerned first. The 1 st model with which its 
attention was paid to distribution of digital data also in this 2nd distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0179] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the cryptographic key of a proper in each digital data, and 
the processing which enciphers digital data by the corresponding cryptographic key, 
The processing which generates the doubling key of the lot of a proper based on a 
cryptographic key at each specific person who is a distribution place, The generated 
processing which doubles and generates further two or more partial keys about a part 
of key or its generating information, The processing which distributes the part or its 
generating information on the generated partial key to each specific person through 
the 1 st transmission network, Processing written in the record medium only for [ the 
remaining part or its generating information on the generated partial key / object / for 
the distribution in the gestalt of a record medium ] keys, Processing which distributes 
the remaining doubling keys which were not used for generation of a partial key or the 
generating information of those to a specific person through the 2nd transmission 
network, and processing which distributes the digital data with which cipher 
processing was performed according to the distribution schedule are performed. 
[0180] The partial key with which the downstream system received distribution 
through the 1st transmission network on the other hand, or its generating information, 
The partial key which received distribution with the gestalt of a record medium or its 
generating information, and the processing which received distribution through the 
2nd transmission network and restores the cryptographic key of a proper to a key or 
digital data [ / based on the generating information ], Processing of which cipher 
processing performed to the digital data which corresponds using the restored 
cryptographic key is canceled is performed. 

[0181] A regulation common to all distribution places is sufficient as the division 
regulation used for generating the partial key of a lot from a doubling key here, and 
the regulation of a proper is sufficient as it for every set of the distribution place 
which the regulation of a proper is sufficient as and was classified into each 



distribution place on condition that a specific area and others. Also in other means, it 
is the same. 

[0182] In addition, although some doubling keys are divided further and the key 
information for distribution is generated, it can replace with this, and the method 
enciphered with a multiplex key can also be adopted here. This modification is the 
same about other means to adopt the same structure. 

[0183] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model The partial key which received distribution through the 1 st 
transmission network or its generating information, and the partial key which received 
distribution with the gestalt of a record medium or its generating information, The 
processing which received distribution through the 2nd transmission network and 
restores the cryptographic key of a proper to a key or digital data [ / based on the 
generating information ], The processing of which cipher processing performed to the 
digital data which corresponds using the restored cryptographic key is canceled, In 
the only output destination change of the digital data of which the processing which 
generates a scramble key and its discharge key locally on condition that the playback 
conditions attached to digital data are fulfilled, and cipher processing were canceled 
In the processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated by the above-mentioned 
processing. 

[0184] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0185] (2-2-2) The difference between the example of a system configuration book 
system, and the 1st example of a distribution system The point that the partial key 
generation section 20 which was generated in the doubling key generation section 18 
and which doubles and divides a key A1 further was added, They are the point that 
the write-in section 21 for writing the partial key generated in the partial key 
generation section 20 concerned in a record medium and the read station 38 for the 
reading were formed, and the point which the partial change produced in the 
distribution approach of key information in connection with the key information 
distributed having been set to three. 

[0186] The partial key generation section 20 is equipment which was obtained by 
division processing of the doubling key generation section 18 and which doubles, 
divides some keys A1 by the predetermined division pattern, and generates the partial 
keys A1 1 and A12 of a lot. For example, if there are 1000 specific persons who 



become a distribution place, 1000 sets of partial keys A1 1 and A12 will be generated, 
but — not only when predetermined division patterns differ for every distribution 
place in this way, but all distribution places — being the same . Moreover, you may 
differ for every specific area or management group. 

[0187] The generated partial key is given to the distribution place management server 
17 and the predetermined message distribution processing section by the partial key 
generation section 20. In the case of this system, the partial key generation section 
20 gives the partial key A1 1 in the communications department which is not 
illustrated to distribution through a network, and gives the partial key A1 2 which 
remains to distribution by the record medium at the write-in section 21. 
[0188] The write-in section 21 is equipment for writing the partial key A12 which 
received the notice in a predetermined record medium. The drive according to a 
record medium is formed in the write-in section 21. The medium of a magnetic 
reading method, the medium of an optical reading system, and the medium of 
semiconductor memory and others are used for a record medium. In addition, 
destination information required for distribution of a record medium is given from the 
distribution place management server 17. The same is said of the communications 
department which is not illustrated [ above-mentioned ]. However, in the case of the 
communications department, the address on a network is given. 
[0189] In addition, a thing equipped with the drive according to the record medium 
which receives distribution is used for the write-in section 21 concerned and the read 
station 38 which makes a pair. 

[01 90] Moreover, although the doubling key A2 generated in the doubling key 
generation section 1 8 was distributed to the downstream system through the record 
medium in the 1st example of a distribution system, in the case of this 2nd example of 
a distribution system, the doubling key A2 is distributed through a network. 
[0191] The above is the difference between the 2nd example of a distribution system, 
and the 1st example of a distribution system. In addition, since there is no 
modification in any way about a fundamental system configuration, it performs like the 
1st example of a distribution system except distribution actuation of key information. 
[0192] (2-2-3) the effectiveness acquired by the 2nd example of a system — since 
two transmission networks (key information may be distributed when it differs on the 
same transmission network as the case where a different transmission network is 
used), and record media realize distribution of key information according to the 2nd 
example of a distribution system, i.e., since the distribution path of key information 
increases further rather than the 1st system, the malfeasance on a transmission 
route can offer a more difficult thing as mentioned above. 
[0193] (2-3) The 3rd example of a distribution system for realizing an above- 
mentioned business model to the 3rd example drawing 6 of a distribution system is 
shown. Drawing 6 attaches and expresses the same sign with a corresponding point 
with drawing 4 and drawing 5 here. In addition, the 3rd example of a distribution 



system corresponds to the 2nd above-mentioned means. 

[0194] (2-3-1) conceptual **** — explain the conceptual configuration of the 3rd 
example of a distribution system concerned first. The 1st model with which its 
attention was paid to distribution of digital data also in this 3rd distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0195] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the cryptographic key of a proper in each digital data, and 
the processing which enciphers digital data by the corresponding cryptographic key, 
The processing which generates the doubling key of the lot of a proper based on a 
cryptographic key at each specific person who is a distribution place, The generated 
processing which doubles and generates further two or more partial keys about a part 
of key or its generating information, The processing which distributes the part or its 
generating information on the generated partial key to each specific person through a 
transmission network, Processing written in the 1st record medium only for [ a 
remaining partial key or its generating information / object / for the distribution in the 
gestalt of a record medium ] keys, Processing which records on the remaining 
doubling keys which were not used for generation of a partial key or the 2nd record 
medium only for [ the generating information / object / for the distribution in the 
gestalt of a record medium ] keys, and processing which distributes the digital data 
with which cipher processing was performed according to the distribution schedule 
are performed. 

[0196] The partial key with which the downstream system received distribution 
through the 1st transmission network on the other hand, or its generating information, 
The remaining partial keys which received distribution with the gestalt of a record 
medium or the generating information of those, and the processing which received 
distribution with the gestalt of the 2nd record medium, and restores the cryptographic 
key of a proper to a key or digital data [ / based on the generating information ], 
Processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled is performed. 
[0197] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model The partial key which received distribution through the 1st 
transmission network or its generating information, and the remaining partial keys 
which received distribution with the gestalt of the 2nd record medium or generating 
information of those, The processing which received distribution with the gestalt of a 
record medium and restores the cryptographic key of a proper to a key or digital data 
[ / based on the generating information ], The processing of which cipher processing 
performed to the digital data which corresponds using the restored cryptographic key 
is canceled, In the only output destination change of the digital data of which the 
processing which generates a scramble key and its discharge key locally on condition 
that the playback conditions attached to digital data are fulfilled, and cipher 



processing were canceled In the processing which decrypts the coding processing 
performed to the digital data concerned, and restores digital data, and the only output 
destination change of the restored digital data Processing which carries out scramble 
processing and outputs digital data is performed using the scramble key generated by 
the above-mentioned processing. 

[0198] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0199] (2-3-2) The difference from the upstream system and the 2nd example of a 
distribution system in the example of a system configuration book system is the point 
of distribution of the doubling key A2 not being performed through a network, but 
realizing through a record medium like the 1st example of a distribution system. For 
this reason, about the distribution path of the doubling key A2, the same thing as the 
1 st example of a distribution system is used. 

[0200] The above is the difference between the 3rd distribution system and the 
example of a distribution system mentioned above. In addition, since there is no 
modification in any way about a fundamental system configuration, it is the same as 
that of the 1st distribution system or the 2nd distribution system except distribution 
actuation of key information. 

[0201] (2-3-3) the effectiveness acquired by the 3rd example of a distribution system 
— as mentioned above, since one transmission network and two record media realize 
distribution of key information according to the 3rd example of a distribution system 
(i.e., since the distribution path by the record medium increases rather than the 2nd 
example of a distribution system), the thing to a malfeasance which has high safety 
can be offered rather than it is easy to discover the theft of key information. 
[0202] (2-4) The 4th example of a distribution system for realizing an above- 
mentioned business model to the 4th example drawing 7 of a distribution system is 
shown. Drawing 7 attaches and expresses the same sign with a corresponding point 
with drawing 4 here. In addition, the 4th example of a distribution system corresponds 
to the 1 st above-mentioned means. 

[0203] (2-4-1) conceptual **** ~ explain the conceptual configuration of the 4th 
example of a distribution system concerned first. The 1st model with which its 
attention was paid to distribution of digital data also in this 4th distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0204] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the cryptographic key of a proper in each digital data, and 
the processing which enciphers digital data by the corresponding cryptographic key, 



The processing which generates the doubling key of the lot of a proper based on a 
cryptographic key at each specific person who is a distribution place, The generated 
processing which doubles and distributes a part of key or its generating information to 
each specific person through the 1st transmission network, Generated processing 
which doubles and distributes the remaining part to each specific person through the 
2nd transmission network among a key or its generating information, and processing 
which distributes the digital data with which cipher processing was performed 
according to the distribution schedule are performed. 

[0205] On the other hand, the downstream system received distribution through the 
1st transmission network, and processing of which the processing which restores the 
cryptographic key of a proper to digital data [ / based on a part of key or its 
generating information, and them which received distribution through the 2nd 
transmission network and the remaining part which makes a pair ], and cipher 
processing performed to the digital data which corresponds using the restored 
cryptographic key are canceled is performed. 

[0206] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Distribution was received through the 1st transmission network. A 
part of key or its generating information The processing which restores the 
cryptographic key of a proper to digital data [ / based on them which received 
distribution through the 2nd transmission network, and the remaining part which 
makes a pair ], The processing of which cipher processing performed to the digital 
data which corresponds using the restored cryptographic key is canceled, In the only 
output destination change of the digital data of which the processing which generates 
a scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated in the above-mentioned 
processing. 

[0207] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0208] (2-4-2) The difference from the upstream system and the 1st example of a 
distribution system in the example of a system configuration book system is the point 
generated in the doubling key generation section 18 that double and keys A1 and A2 
are distributed by each through a network. 

[0209] The above is the difference between the 4th distribution system and the 1st 



example of a distribution system. In addition, since there is no modification in any way 
about a fundamental system configuration, it is the same as that of the 1 st example 
of a distribution system except distribution actuation of key information. 
[0210] (2-4-3) the effectiveness acquired by the 4th example of a distribution system 
— since both of distribution of key information realizes through a network according 
to the 4th example of a distribution system, i.e., since all key information can 
distribute through the network which was excellent in the sex instancy, time amount 
until distribution of digital data is started from distribution of a key can shorten 
sharply compared with the case where key information is distributed using a record 
medium, as mentioned above. 

[021 1] (2-5) The 5th example of a distribution system for realizing an above- 
mentioned business model to the 5th example drawing 8 of a distribution system is 
shown. Drawing 8 attaches and expresses the same sign with a corresponding point 
with drawing 4 here. In addition, the 5th example of a distribution system corresponds 
to the 1st above-mentioned means. 

[0212] (2-5-1) conceptual **** — explain the conceptual configuration of the 5th 
example of a distribution system concerned first. The 1 st model with which its 
attention was paid to distribution of digital data also in this 5th distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0213] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the cryptographic key of a proper in each digital data, and 
the processing which enciphers digital data by the corresponding cryptographic key, 
The processing which generates the doubling key of the lot of a proper based on a 
cryptographic key at each specific person who is a distribution place, The generated 
processing which doubles and writes a part of key or its generating information in the 
1 st record medium only for keys for the distribution in the gestalt of a record medium, 
Generated processing which doubles and writes the remaining part in the 2nd record 
medium only for keys for the distribution in the gestalt of a record medium among a 
key or its generating information, and processing which distributes the digital data 
with which cipher processing was performed according to the distribution schedule 
are performed. 

[0214] On the other hand, the downstream system received distribution with the 
gestalt of the 1st record medium, and processing which restores the cryptographic 
key of a proper to digital data [ / based on a part of key or its generating information, 
and them which received distribution with the gestalt of the 2nd record medium and 
the remaining part which makes a pair ], and processing of which cipher processing 
performed to the digital data which corresponds using the restored cryptographic key 
is canceled are performed. 

[0215] (2) The decode server of the downstream system seen as the 2nd model 

[ 2nd ] of a model Distribution was received with the gestalt of the 1 st record medium. 



A part of key or its generating information The processing which restores the 
cryptographic key of a proper to digital data [ / based on them which received 
distribution with the gestalt of the 2nd record medium, and the remaining part which 
makes a pair ], The processing of which cipher processing performed to the digital 
data which corresponds using the restored cryptographic key is canceled, In the only 
output destination change of the digital data of which the processing which generates 
a scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated by the above-mentioned 
processing. 

[0216] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0217] (2-5-2) The difference from the upstream system and the 1st example of a 
distribution system in the example of a system configuration book system is the point 
generated in the doubling key generation section 18 that double and keys A1 and A2 
are distributed by each through a record medium. For this reason, in this system, the 
write-in section 22 for writing the doubling key A1 in a record medium, and this and 
the read station 39 which makes a pair are newly prepared. The configuration of the 
write-in section 22 or a read station 39 is the same as the configuration of other 
write-in sections or a read station. 

[0218] The above is the difference between the 5th example of a distribution system, 
and the 1 st example of a distribution system. In addition, since there is no 
modification in any way about a fundamental system configuration, it is the same as 
that of the 1st distribution system except distribution actuation of key information. 
[0219] (2-5-3) the effectiveness acquired by the 5th example of a distribution system 
-- as mentioned above, since both of distribution of key information is realized 
through a record medium according to the 5th example of a distribution system (i.e., 
since discovery of a theft can distribute all key information through an easy record 
medium), compared with the case where key information is distributed through a 
network, what has the more high safety to a malfeasance can be offered. 
[0220] (2-6) The 6th example of a distribution system for realizing an above- 
mentioned business model to the 6th example drawing 9 of a distribution system is 
shown. Drawing 9 attaches and expresses the same sign with a corresponding point 
with drawing 5 here. In addition, the 6th example of a distribution system corresponds 



to the 2nd above-mentioned means. 

[0221] (2-6-1) conceptual **** — explain the conceptual configuration of the 6th 
example of a distribution system concerned first. The 1st model with which its 
attention was paid to distribution of digital data also in this 6th distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0222] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the cryptographic key of a proper in each digital data, and 
the processing which enciphers digital data by the corresponding cryptographic key, 
The processing which generates the doubling key of the lot of a proper based on a 
cryptographic key at each specific person who is a distribution place, The generated 
processing which doubles and generates further two or more partial keys about a part 
of key or its generating information, The processing which distributes the part or its 
generating information on the generated partial key to each specific person through 
the 1st transmission network, The processing which distributes the partial key which 
remains, or its generating information to each specific person through the 2nd 
transmission network, Processing which distributes the remaining doubling keys which 
were not used for generation of a partial key or the generating information of those to 
each specific person through the 3rd transmission network, and processing which 
distributes the digital data with which cipher processing was performed according to 
the distribution schedule are performed. **. 

[0223] The partial key with which the downstream system received distribution 
through the 1st transmission network on the other hand, or its generating information, 
The remaining partial keys which received distribution through the 2nd transmission 
network, or the generating information of those, Processing which received 
distribution through the 3rd transmission network and restores the cryptographic key 
of a proper to a key or digital data [ / based on the generating information ], and 
processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled are performed. 
[0224] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model The partial key which received distribution through the 1st 
transmission network or its generating information, and the remaining partial keys 
which received distribution through the 2nd transmission network or generating 
information of those, The processing which received distribution through the 3rd 
transmission network and restores the cryptographic key of a proper to a key or 
digital data [ / based on the generating information ], The processing of which cipher 
processing performed to the digital data which corresponds using the restored 
cryptographic key is canceled, In the only output destination change of the digital 
data of which the processing which generates a scramble key and its discharge key 
locally on condition that the playback conditions attached to digital data are fulfilled, 
and cipher processing were canceled In the processing which decrypts the coding 



processing performed to the digital data concerned, and restores digital data, and the 
only output destination change of the restored digital data Processing which carries 
out scramble processing and outputs digital data is performed using the scramble key 
generated by the above-mentioned processing. 

[0225] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0226] (2-6-2) The difference from the upstream system and the 2nd example of a 
distribution system ( drawing 5 ) in the example of a system configuration book 
system is the point that the partial key A1 2 generated in the partial key generation 
section 20 is distributed through a network. 

[0227] The above is the difference between the 6th example of a distribution system, 
and the 2nd example of a distribution system. In addition, since there is no 
modification in any way about a fundamental system configuration, it is the same as 
that of the 2nd distribution system except distribution actuation of key information. 
[0228] (2-6-3) the effectiveness acquired by the 6th example of a distribution system 
— since all three distribution of key information realizes through a network according 
to the 6th example of a distribution system, i.e., since all key information can 
distribute through the network which was excellent in the sex instancy, time amount 
until distribution of digital data is started from distribution of a key can shorten 
sharply compared with the case where key information is distributed using a record 
medium, as mentioned above. 

[0229] Furthermore, since the number of the key information distributed is three, 
compared with the case where key information is distributed for two key information 
through a network, what has the more high safety to a malfeasance can be offered. 
[0230] (2-7) The 7th example of a distribution system for realizing an above- 
mentioned business model to the 7th example drawing 10 of a distribution system is 
shown. Drawing 10 attaches and expresses the same sign with a corresponding point 
with drawing 6 and drawing 8 here. In addition, the 7th example of a distribution 
system corresponds to the 2nd above-mentioned means. 

[0231] (2-7-1) conceptual **** ~ explain the conceptual configuration of the 7th 
example of a distribution system concerned first. The 1 st model with which its 
attention was paid to distribution of digital data also in this 7th distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0232] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the cryptographic key of a proper in each digital data, and 
the processing which enciphers digital data by the corresponding cryptographic key, 



The processing which generates the doubling key of the lot of a proper based on a 
cryptographic key at each specific person who is a distribution place, The generated 
processing which doubles and generates further two or more partial keys about a part 
of key or its generating information, Processing written in the 1st record medium only 
for [ the part or its generating information on the generated partial key / object / for 
the distribution in the gestalt of a record medium ] keys, Processing written in the 
2nd record medium only for [ a remaining partial key or its generating information / 
object / for the distribution in the gestalt of a record medium ] keys, Processing 
which records on the remaining doubling keys which were not used for generation of a 
partial key or the 3rd record medium only for [ the generating information / object / 
for the distribution in the gestalt of a record medium ] keys, and processing which 
distributes the digital data with which cipher processing was performed according to 
the distribution schedule are performed. [0233] The partial key with which the 
downstream system received distribution with the gestalt of the 1 st record medium 
on the other hand, or its generating information, The remaining partial keys which 
received distribution with the gestalt of the 2nd record medium, or the generating 
information of those, Processing of which the processing which received distribution 
with the gestalt of the 3rd record medium, and restores the cryptographic key of a 
proper to a key or digital data [ / based on the generating information ], and cipher 
processing performed to the digital data which corresponds using the restored 
cryptographic key are canceled is performed. 

[0234] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model The partial key which received distribution with the gestalt of the 
1st record medium or its generating information, and the remaining partial keys which 
received distribution with the gestalt of the 2nd record medium or generating 
information of those, The processing which received distribution with the gestalt of 
the 3rd record medium, and restores the cryptographic key of a proper to a key or 
digital data [ / based on the generating information ], The processing of which cipher 
processing performed to the digital data which corresponds using the restored 
cryptographic key is canceled, In the only output destination change of the digital 
data of which the processing which generates a scramble key and its discharge key 
locally on condition that the playback conditions attached to digital data are fulfilled, 
and cipher processing were canceled In the processing which decrypts the coding 
processing performed to the digital data concerned, and restores digital data, and the 
only output destination change of the restored digital data Processing which carries 
out scramble processing and outputs digital data is performed using the scramble key 
generated by the above-mentioned processing. 

[0235] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 



predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0236] (2-7-2) The difference from the upstream system and the 3rd example of a 
distribution system in the example of a system configuration book system is the point 
that the partial keys A1 1 and A12 generated in the partial key generation section 20 
are distributed by each through a record medium. For this reason, in this example of a 
system, the write-in section 22 for writing the partial key A1 1 in a record medium, 
and this and the read station 39 which makes a pair are newly prepared. The 
configuration of the write-in section 22 or a read station 39 is the same as the 
configuration of other write-in sections or a read station. 

[0237] The above is the difference between the 7th example of a distribution system, 
and the 3rd example of a distribution system. In addition, since there is no 
modification in any way about a fundamental system configuration, it is the same as 
that of the 3rd distribution system except distribution actuation of key information. 
[0238] (2-7-3) the effectiveness acquired by the 7th example of a distribution system 
— since all three distribution of key information is realized through a record medium 
according to the 7th example of a distribution system (i.e., since discovery of a theft 
can distribute all key information through an easy record medium), compared with the 
case where the path which distributes key information through a network is included, 
what has the more high safety to a malfeasance can offer as mentioned above. 
[0239] (2-8) The 8th example of a distribution system for realizing an above- 
mentioned business model to the 8th example drawing 1 1 of a distribution system is 
shown. Drawing 1 1 attaches and expresses the same sign with a corresponding point 
with drawing 4 here, the example of a system concerned — the 1- to the above- 
mentioned — unlike the 7th example of a distribution system, the cryptographic key 
of digital data is not divided but the cryptographic key concerned is enciphered with 
another multiplex key of a proper for every distribution place. That is, the 8th example 
of a distribution system corresponds to the 3rd above-mentioned means. 
[0240] (2-8-1) conceptual **** — explain the conceptual configuration of the 8th 
example of a distribution system concerned first. The 1 st model with which its 
attention was paid to distribution of digital data also in this 8th distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0241] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the 1 st cryptographic key of a proper in each digital data, 
and the processing which enciphers digital data by the 1st cryptographic key, The 
processing which is the 2nd cryptographic key of a proper and generates the thing of 
a proper at digital data to each specific person who is a distribution place, The 
processing which enciphers the 1st cryptographic key or its generating information, 
and is distributed to a specific person through a transmission network by the 2nd 
cryptographic key, Processing written in the record medium only for [ the 2nd 



cryptographic key / object / for the distribution in the gestalt of a record medium ] 
keys and processing which distributes the digital data with which cipher processing 
was performed according to the distribution schedule are performed. 
[0242] A downstream system cancels cipher processing performed to the 1 st 
cryptographic key which received distribution through the transmission network based 
on the 2nd cryptographic key which received distribution with the gestalt of a record 
medium on the other hand, or its generating information, or its generating information, 
and performs the processing which restores the cryptographic key of a proper to 
corresponding digital data, and processing of which cipher processing performed to 
the digital data which corresponds using the restored cryptographic key is canceled. 
[0243] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Cipher processing performed to the 1st cryptographic key which 
received distribution through the transmission network based on the 2nd 
cryptographic key which received distribution, or its generating information with the 
gestalt of a record medium, or its generating information is canceled. The processing 
which restores the cryptographic key of a proper to corresponding digital data, and 
the processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled, In the only output 
destination change of the digital data of which the processing which generates a 
scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated by the above-mentioned 
processing. 

[0244] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0245] (2-8-2) a system configuration — the 1- of the above-mentioned [ the 8th 
example of a distribution system ] as mentioned above — differ in base example [ 7th 
/ of distribution system ] mode of processing. For this reason, the multiplex key 
generation section 23 which generates the multiplex key B of a proper at a 
distribution place in the 8th example of a distribution system, The key encryption 
processing section 24 which enciphers a cryptographic key A with the multiplex key B 
concerned, The write-in section 25 used for writing the multiplex key B in a record 
medium, and distributing it and the read station 40 which makes this and a pair are 
replaced and used for the doubling key generation section 18 in the 1st example of a 



distribution system, the write-in section 19, and a read station 32. 
[0246] The multiplex key generation section 23 is equipment which generates the 
cryptographic key B of a proper for every distribution place to the cryptographic key 
A generated for every contents. For example, if there are 1000 specific persons who 
become a distribution place, 1000 kinds of multiplex keys B will be generated. In 
addition, the multiplex key B may generate and use a different multiplex key B for 
every contents, if the distribution place is the same and there is also an approach 
using the always same multiplex key. From a viewpoint of safety, the latter is 
desirable. Moreover, a different key for every specific area or management group may 
be used. 

[0247] The key encryption processing section 24 is equipment which enciphers a 
cryptographic key using the multiplex key of a proper for every distribution place. The 
cryptographic key enciphered in the key encryption processing section 24 is 
distributed to the downstream system which corresponds through a network from the 
non-illustrated communications department. 

[0248] The configuration of the write-in section 25 and a read station 40 is the same 
as the above-mentioned write-in section and a read station. But being written by 
reading and the write-in section 25 and the read station 40 differs from the above- 
mentioned example of a distribution system at the point which is a multiplex key. 
[0249] (2-8-3) Explain briefly only a different part from the example of a distribution 
system of [ 1 st ] the distribution actuation of the digital data in the example of a 
distribution system of the distribution actuation 8th of digital data. That is, although 
the cryptographic key concerned was doubled, and it gave the key generation section 
18, it doubled with it and the key was generated in the 1st example of a distribution 
system when the cryptographic key A of a proper was generated to contents, in the 
case of this example of a system, a cryptographic key A is enciphered using the 
multiplex key B of the proper generated for every distribution place, and it distributes 
to a downstream system through a network. Moreover, the multiplex key B used for 
encryption of the cryptographic key A concerned is addressed to the distribution 
person who corresponds, respectively, and it distributes with the gestalt of a record 
medium. 

[0250] In addition, the generated multiplex key B is managed by the distribution place 
management server 1 7. The above processing actuation is a primary difference with 
the 1 st system. 

[0251] (2-8-4) the effectiveness acquired by the 8th example of a distribution system 
-- as mentioned above according to the 8th example of a distribution system By 
having carried out to two, the cryptographic key A which had the key information 
distributed to the specific person who manages a downstream system enciphered, and 
the multiplex key B, and having considered as the configuration which distributes 
them through two or more paths Even if the theft of one of the key information is 
carried out, unless the theft also of another side will be carried out, the distribution 



model which can prevent the outflow of a cryptographic key can be offered. 
[0252] And since it distributes with the gestalt of the record medium which is easy to 
discover a theft about a multiplex key, when it becomes clear that the theft of the 
multiplex key was carried out by the malfeasance, it can stop distributing the 
enciphered cryptographic key A which is performed through a network, and the safety 
to a malfeasance can be maintained by resuming from the procedure which distributes 
another multiplex key B as a record medium. 

[0253] Of course, since the downstream structure of a system is the same as the 1 st 
example of a distribution system, excelling also in the economical efficiency for 
employment is the same as that of the 1st example of a distribution system. 
[0254] (2-9) The 9th example of a system for realizing an above-mentioned business 
model to the 9th example drawing 12 of a distribution system is shown. Drawing 1 2 
attaches and expresses the same sign with a corresponding point with drawing 1 1 
here. In addition, the 9th example of a distribution system corresponds to the 4th 
above-mentioned means. 

[0255] (2-9-1) conceptual **** — explain the conceptual configuration of the 9th 
example of a distribution system concerned first. The 1 st model with which its 
attention was paid to distribution of digital data also in this 9th distribution system, 
and the 2nd model which paid its attention to the sink side of digital data are 
contained. 

[0256] The processing whose upstream system seen as the 1st model generates the 
1st cryptographic key of a proper in each digital data, The processing which enciphers 
digital data by the 1st cryptographic key, and the processing which is the 2nd 
cryptographic key of a proper and generates the thing of a proper at digital data to 
each specific person who is a distribution place, The processing which enciphers the 
1 st cryptographic key or its generating information, and is distributed to a specific 
person through the 1st transmission network by the 2nd cryptographic key of the 
above, The processing which generates the doubling key of the lot of a proper based 
on the 2nd cryptographic key at each specific person who is a distribution place, The 
generated processing which doubles and distributes the part or its generating 
information on a key to each specific person through the 2nd transmission network, 
Generated processing which doubles and writes the remaining part or its generating 
information on a key in the record medium only for keys for the distribution in the 
gestalt of a record medium, and processing which distributes the digital data with 
which cipher processing was performed according to the distribution schedule are 
performed. 

[0257] On the other hand, the downstream system received distribution through the 
2nd transmission network. Some keys Received distribution through the record 
medium and the 2nd cryptographic key is restored from the remaining part of a key. 
The processing which cancels cipher processing performed to the 1st cryptographic 
key which received distribution through the 1st transmission network, or its 



generating information, and restores the cryptographic key of a proper to 
corresponding digital data, Processing of which cipher processing performed to the 
digital data which corresponds using the restored cryptographic key is canceled is 
performed. 

[0258] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Received distribution through the 2nd transmission network, 
received distribution through some keys and a record medium, and the 2nd 
cryptographic key is restored from the remaining part of a key. The processing which 
cancels cipher processing performed to the 1st cryptographic key which received 
distribution through the 1 st transmission network, or its generating information, and 
restores the cryptographic key of a proper to corresponding digital data, The 
processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled, In the only output 
destination change of the digital data of which the processing which generates a 
scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated by the above-mentioned 
processing. 

[0259] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0260] (2-9-2) The difference between the example of a system configuration book 
system, and the 8th example of a distribution system The point that divided the 
multiplex key B generated in the multiplex key generation section 23, and the doubling 
key generation section 26 which generates the doubling key B1 and B-2 of a lot was 
added, it was generated in the doubling key generation section 26 concerned — 
doubling — some keys — it is the point that the write-in section 27 for writing B-2 in 
a record medium and the read station 41 for the reading were formed. 
[0261] The doubling key generation section 26 is equipment which divides the 
multiplex key B generated for every distribution place by the division pattern of a 
proper for every distribution place, and generates the doubling key B1 and B-2 of a 
lot It is also possible to use a division regulation common about all distribution places, 
and the division regulation of the doubling key generation section 26 is possible also 
for assigning the division regulation of a proper for every distribution place, and can 
also change these division regulation per contents. Moreover, a commuter's ticket or 



changing irregularly are also possible also during distribution of contents. Moreover, it 
is also possible to assign a different division regulation for every specific area or 
management group. 

[0262] The configuration of the write-in section 27 and a read station 41 is the same 
as other write-in sections or a read station. In addition, since there is no modification 
in any way about a fundamental system configuration, it is the same as that of the 8th 
example of a distribution system except distribution actuation of key information. 
[0263] (2-9-3) According to the 9th example of a distribution system, divide the 
multiplex key B into the doubling key B1 and B-2 of a lot as mentioned above, the 
effectiveness acquired by the 9th example of a distribution system — in a network 
one side Since the configuration which distributes another side with a record medium 
is adopted, in addition to distributing what sent and divided the multiplex key B itself, 
compared with the 8th example of a distribution system, what has the more high 
safety to a malfeasance can be offered by increasing a distribution path from two to 
three. 

[0264] (2-1 0) The 1 0th example of a distribution system for realizing an above- 
mentioned business model to the 10th example drawing 13 of a distribution system is 
shown. Drawing 13 attaches and expresses the same sign with a corresponding point 
with drawing 12 here. In addition, the 10th example of a distribution system 
corresponds to the 4th above-mentioned means. 

[0265] (2-10-1) conceptual **** — explain the conceptual configuration of the 10th 
example of a distribution system concerned first. The 1st model which paid its 
attention to distribution of digital data, and the 2nd model which paid its attention to 
the sink side of digital data are contained in this 10th distribution system. 
[0266] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the 1st cryptographic key of a proper in each digital data, 
and the processing which enciphers digital data by the 1st cryptographic key, The 
processing which is the 2nd cryptographic key of a proper and generates the thing of 
a proper at digital data to each specific person who is a distribution place, The 
processing which writes the 1 st cryptographic key enciphered by the 2nd 
cryptographic key or its generating information in the 1st record medium only for keys 
for the distribution in the gestalt of a record medium, The processing which generates 
the doubling key of the lot of a proper based on the 2nd cryptographic key at each 
specific person who is a distribution place, The generated processing which doubles 
and distributes the part or its generating information on a key to each specific person 
through a transmission network, Generated processing which doubles and writes the 
remaining part or its generating information on a key in the 2nd record medium only 
for keys for the distribution in the gestalt of a record medium, and processing which 
distributes the digital data with which cipher processing was performed according to 
the distribution schedule are performed. 

[0267] On the other hand, the downstream system received distribution through the 



transmission network. Some keys Received distribution through the 2nd record 
medium and the 2nd cryptographic key is restored from the remaining part of a key. 
The processing which cancels cipher processing performed to the 1st cryptographic 
key which received distribution through the 1st record medium, or its generating 
information, and restores the cryptographic key of a proper to corresponding digital 
data, Processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled is performed. 
[0268] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Received distribution through the transmission network, received 
distribution through some keys and the 2nd record medium, and the 2nd cryptographic 
key is restored from the remaining part of a key. The processing which cancels cipher 
processing performed to the 1 st cryptographic key which received distribution 
through the 1st record medium, or its generating information, and restores the 
cryptographic key of a proper to corresponding digital data, The processing of which 
cipher processing performed to the digital data which corresponds using the restored 
cryptographic key is canceled, The processing which generates a scramble key and its 
discharge key locally on condition that the playback conditions attached to digital 
data are fulfilled, In the processing which decrypts the coding processing which is the 
only output destination change of the digital data of which cipher processing was 
canceled, and is performed to the digital data concerned, and restores digital data, 
and the only output destination change of the restored digital data Processing which 
carries out scramble processing and outputs digital data is performed using the 
scramble key generated by the above-mentioned processing. 

[0269] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0270] (2-10-2) The difference between the example of a system configuration book 
system and the 9th example of a distribution system is the point of not performing 
distribution of the enciphered cryptographic key A through a network, but carrying out 
through a record medium. For this reason, in the case of this example of a system, it 
differs in that the write-in section 28 and a read station 42 are newly formed. Since it 
is the same as other write-in sections or a read station, the configuration of the 
write-in section 28 and a read station 42 is omitted. 

[0271] In addition, since there is no modification in any way about a fundamental 
system configuration, it is the same as that of the 8th example of a distribution 
system except distribution actuation of key information. 

[0272] (2-10-3) the effectiveness acquired by the 10th example of a distribution 
system — as mentioned above, according to the 10th example of a distribution 



system, as compared with the case where the part to which the enciphered 
cryptographic key A is distributed through a record medium, and the key concerned 
are distributed through a network, the early detection of a theft becomes possible, 
and the effectiveness of being easy to take cures, such as modification of a 
cryptographic key, can be expected. 

[0273] (2-11) The 1 1th example of a distribution system for realizing an above- 
mentioned business model to the 1 1th example drawing 14 of a distribution system is 
shown. Drawing 14 attaches and expresses the same sign with a corresponding point 
with drawing 1 1 here. In addition, the 1 1th example of a distribution system 
corresponds to the 3rd above-mentioned means. 

[0274] (2-11-1) conceptual **** — explain the conceptual configuration of the 11th 
example of a distribution system concerned first. The 1st model which paid its 
attention to distribution of digital data, and the 2nd model which paid its attention to 
the sink side of digital data are contained in this 1 1th distribution system. 
[0275] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the 1st cryptographic key of a proper in each digital data, 
and the processing which enciphers digital data by the 1st cryptographic key, The 
processing which is the 2nd cryptographic key of a proper and generates the thing of 
a proper at digital data to each specific person who is a distribution place, The 
processing which enciphers the 1st cryptographic key or its generating information, 
and is distributed to a specific person through the 1st transmission network by the 
2nd cryptographic key, Processing which distributes the 2nd cryptographic key to a 
specific person through the 2nd transmission network, and processing which 
distributes the digital data with which cipher processing was performed according to 
the distribution schedule are performed. 

[0276] The processing of which the processing by which the cryptographic key of a 
proper restores to the digital data which cancels cipher processing performed to the 
1st cryptographic key which received distribution through the 1st transmission 
network on the other hand based on the 2nd cryptographic key in which the 
downstream system received distribution through the 2nd transmission network, or its 
generating information, or its generating information, and corresponds, and cipher 
processing which are performed to the digital data which corresponds using the 
restored cryptographic key cancel performs. 

[0277] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Based on the 2nd cryptographic key which received distribution 
through the 2nd transmission network, or its generating information The processing 
which cancels cipher processing performed to the 1st cryptographic key which 
received distribution through the 1 st transmission network, or its generating 
information, and restores the cryptographic key of a proper to corresponding digital 
data, The processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled, In the only output 



destination change of the digital data of which the processing which generates a 
scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated by the above-mentioned 
processing. 

[0278] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0279] (2-11-2) The difference between the example of a system configuration book 
system and the 8th example of a distribution system is the point of not performing 
the multiplex key B through a record medium, but carrying out through a network. 
Except it, since it is the same as the 8th example of a distribution system, it is the 
same as that of the 8th example of a distribution system except distribution actuation 
of key information. But it is desirable to encipher and distribute with the public key 
which the distribution place exhibits, after checking the other party's justification by a 
digital certificate etc. on the occasion of distribution of the multiplex key B. 
[0280] (2-11-3) the effectiveness acquired by the 1 1th example of a distribution 
system — since the technique of distributing the multiplex key B through a network is 
adopted as mentioned above according to the 11th example of a distribution system, 
time amount until distribution of digital data is started from distribution of a key can 
be shortened sharply. 

[0281] (2-12) The 12th example of a distribution system for realizing an above- 
mentioned business model to the 1 2th example drawing 15 of a distribution system is 
shown. Drawing 1 5 attaches and expresses the same sign with a corresponding point 
with drawing 1 1 and drawing 1 3 here. In addition, the 12th example of a distribution 
system corresponds to the 3rd above-mentioned means. 

[0282] (2-12-1) conceptual **** — explain the conceptual configuration of the 12th 
example of a distribution system concerned first. The 1 st model which paid its 
attention to distribution of digital data, and the 2nd model which paid its attention to 
the sink side of digital data are contained in this 1 2th distribution system. 
[0283] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the 1st cryptographic key of a proper in each digital data, 
and the processing which enciphers digital data by the 1st cryptographic key, The 
processing which is the 2nd cryptographic key of a proper and generates the thing of 
a proper at digital data to each specific person who is a distribution place, The 



processing which enciphers the 1st cryptographic key or its generating information, 
and is written in the 1 st record medium only for keys for the distribution in the gestalt 
of a record medium by the 2nd cryptographic key, Processing written in the 2nd 
record medium only for [ the 2nd cryptographic key / object / for the distribution in 
the gestalt of a record medium ] keys and processing which distributes the digital 
data with which cipher processing was performed according to the distribution 
schedule are performed. 

[0284] The processing of which cipher processing performed to the 1st cryptographic 
key which received distribution with the gestalt of the 1 st record medium based on 
the 2nd cryptographic key in which the downstream system received distribution with 
the gestalt of the 2nd record medium on the other hand, or its generating information, 
or its generating information is canceled, and the processing which restores the 
cryptographic key of a proper to corresponding digital data, and cipher processing 
performed to the digital data which corresponds using the restored cryptographic key 
are canceled performs. 

[0285] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Based on the 2nd cryptographic key which received distribution 
with the gestalt of the 2nd record medium, or its generating information The 
processing which cancels cipher processing performed to the 1 st cryptographic key 
which received distribution with the gestalt of the 1st record medium, or its 
generating information, and restores the cryptographic key of a proper to 
corresponding digital data, The processing of which cipher processing performed to 
the digital data which corresponds using the restored cryptographic key is canceled, 
In the only output destination change of the digital data of which the processing which 
generates a scramble key and its discharge key locally on condition that the playback 
conditions attached to digital data are fulfilled, and cipher processing were canceled 
In the processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated by the above-mentioned 
processing. 

[0286] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0287] (2-12-2) The difference between the example of a system configuration book 
system and the 8th example of a distribution system is the point of not performing 
distribution of the enciphered cryptographic key A through a network, but carrying out 
through a record medium. Except it, since it is the same as the 8th example of a 



distribution system, it is the same as that of the 8th example of a distribution system 
except distribution actuation of key information. 

[0288] (2-12-3) the effectiveness acquired by the 12th example of a distribution 
system — as mentioned above, since both of distribution of key information is 
realized through a record medium according to the 12th example of a distribution 
system (i.e., since discovery of a theft can distribute all key information through an 
easy record medium), compared with the case where key information is distributed 
through a network, what has the more high safety to a malfeasance can be offered. 
[0289] (2-13) The 13th example of a distribution system for realizing an above- 
mentioned business model to the 13th example drawing 16 of a distribution system is 
shown. Drawing 1 6 attaches and expresses the same sign with a corresponding point 
with drawing 12 here. In addition, the 1 3th example of a distribution system 
corresponds to the 4th above-mentioned means. 

[0290] (2-13-1) conceptual **** — explain the conceptual configuration of the 13th 
example of a distribution system concerned first. The 1st model which paid its 
attention to distribution of digital data, and the 2nd model which paid its attention to 
the sink side of digital data are contained in this 13th distribution system. 
[0291] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the 1 st cryptographic key of a proper in each digital data 
at somewhere in a system, The processing which enciphers digital data by the 1st 
cryptographic key, and the processing which is the 2nd cryptographic key of a proper 
and generates the thing of a proper at digital data to each specific person who is a 
distribution place, The processing which enciphers the 1 st cryptographic key or its 
generating information, and is distributed to a specific person through the 1 st 
transmission network by the 2nd cryptographic key, The processing which generates 
the doubling key of the lot of a proper based on the 2nd cryptographic key at each 
specific person who is a distribution place, The generated processing which doubles 
and distributes the part or its generating information on a key to each specific person 
through the 2nd transmission network, Generated processing which doubles and 
distributes the remaining part or its generating information on a key to each specific 
person through the 3rd transmission network, and processing which distributes the 
digital data with which cipher processing was performed according to the distribution 
schedule are performed. 

[0292] On the other hand, the downstream system received distribution through the 
2nd transmission network. Some keys Received distribution through the 3rd 
transmission network and the 2nd cryptographic key is restored from the remaining 
part of a key. The processing which cancels cipher processing performed to the 1st 
cryptographic key which received distribution through the 1 st transmission network, 
or its generating information, and restores the cryptographic key of a proper to 
corresponding digital data, Processing of which cipher processing performed to the 
digital data which corresponds using the restored cryptographic key is canceled is 



performed. 

[0293] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Received distribution through the 2nd transmission network, 
received distribution through some keys and the 3rd transmission network, and the 
2nd cryptographic key is restored from the remaining part of a key. The processing 
which cancels cipher processing performed to the 1st cryptographic key which 
received distribution through the 1st transmission network, or its generating 
information, and restores the cryptographic key of a proper to corresponding digital 
data, The processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled, In the only output 
destination change of the digital data of which the processing which generates a 
scramble key and its discharge key locally on condition that the playback conditions 
attached to digital data are fulfilled, and cipher processing were canceled In the 
processing which decrypts the coding processing performed to the digital data 
concerned, and restores digital data, and the only output destination change of the 
restored digital data Processing which carries out scramble processing and outputs 
digital data is performed using the scramble key generated by the above-mentioned 
processing. 

[0294] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0295] (2-13-2) The difference between the example of a system configuration book 
system and the 9th example of a distribution system is the point of having generated 
from the multiplex key B, and not using a record medium for distribution of key B-2, 
but carrying out through a network. Namely, it differs in that distribution of three key 
information is altogether performed through a network. Except it, since it is the same 
as the 9th example of a distribution system, it is the same as that of the 9th example 
of a distribution system except distribution actuation of key information. 
[0296] (2-13-3) the effectiveness acquired by the 13th example of a distribution 
system — since all three distribution of key information is performed through a 
network as mentioned above according to the 13th example of a distribution system, 
compared with the case where key information is distributed using a record medium, 
time amount until distribution of digital data is started from distribution of a key can 
be shortened sharply. 

[0297] Furthermore, since the number of the key information distributed is three, 
compared with the case where key information is distributed for two key information 
through a network, what has the more high safety to a malfeasance can be offered. 
[0298] (2-14) The 14th example of a distribution system for realizing an above- 



mentioned business model to the 14th example drawing 17 of a system is shown. 
Drawing 1 7 attaches and expresses the same sign with a corresponding point with 
drawing 13 here. In addition, the 14th example of a distribution system corresponds to 
the 4th above-mentioned means. 

[0299] (2-14-1) conceptual **** — explain the conceptual configuration of the 14th 
example of a distribution system concerned first. The 1st model which paid its 
attention to distribution of digital data, and the 2nd model which paid its attention to 
the sink side of digital data are contained in this 14th distribution system. 
[0300] (1) The upstream system seen as the 1st model [ 1st ] of a model The 
processing which generates the 1 st cryptographic key of a proper in each digital data, 
and the processing which enciphers digital data by the 1st cryptographic key, The 
processing which is the 2nd cryptographic key of a proper and generates the thing of 
a proper at digital data to each specific person who is a distribution place, The 
processing which writes the 1st cryptographic key enciphered by the 2nd 
cryptographic key or its generating information in the 1 st record medium only for keys 
for the distribution in the gestalt of a record medium, The processing which generates 
the doubling key of the lot of a proper based on the 2nd cryptographic key at each 
specific person who is a distribution place, The generated processing which doubles 
and writes the part or its generating information on a key in the 2nd record medium 
only for keys for the distribution in the gestalt of a record medium, Generated 
processing which doubles and writes the remaining part or its generating information 
on a key in the 3rd record medium only for keys for the distribution in the gestalt of a 
record medium, and processing which distributes the digital data with which cipher 
processing was performed according to the distribution schedule are performed. 
[0301] On the other hand, the downstream system received distribution through the 
2nd record medium. Some keys Received distribution through the 3rd record medium 
and the 2nd cryptographic key is restored from the remaining part of a key. The 
processing which cancels cipher processing performed to the 1st cryptographic key 
which received distribution through the 1st record medium, or its generating 
information, and restores the cryptographic key of a proper to corresponding digital 
data, Processing of which cipher processing performed to the digital data which 
corresponds using the restored cryptographic key is canceled is performed. 
[0302] (2) The decode server of the downstream system seen as the 2nd model 
[ 2nd ] of a model Received distribution through the 2nd record medium, received 
distribution through some keys and the 3rd record medium, and the 2nd cryptographic 
key is restored from the remaining part of a key. The processing which cancels cipher 
processing performed to the 1st cryptographic key which received distribution 
through the 1 st record medium, or its generating information, and restores the 
cryptographic key of a proper to corresponding digital data, The processing of which 
cipher processing performed to the digital data which corresponds using the restored 
cryptographic key is canceled, In the only output destination change of the digital 



data of which the processing which generates a scramble key and its discharge key 
locally on condition that the playback conditions attached to digital data are fulfilled, 
and cipher processing were canceled In the processing which decrypts the coding 
processing performed to the digital data concerned, and restores digital data, and the 
only output destination change of the restored digital data Processing which carries 
out scramble processing and outputs digital data is performed using the scramble key 
generated by the above-mentioned processing. 

[0303] At this time, the output unit of a downstream system performs the processing 
of which the scramble processing performed to the digital data inputted from a 
decode server is canceled with the scramble discharge key given from the decode 
server, and the processing which outputs the digital data concerned with a 
predetermined output gestalt in the only output destination change of the digital data 
of which scramble processing was canceled by the above-mentioned processing. 
[0304] (2-14-2) The difference between the example of a system configuration book 
system and the 1 0th example of a distribution system is the point of having generated 
from the multiplex key B, and not using a network for distribution of a key B1, but 
carrying out through a record medium. Namely, it differs in that distribution of three 
key information is altogether performed through a record medium. For this reason, in 
the case of this example of a system, the write-in section 29 and a read station 43 
are newly formed. Since it is the same as other write-in sections or a read station, 
the configuration of the write-in section 29 and a read station 43 is omitted. 
[0305] Except it, since it is the same as the 10th example of a distribution system, it 
is the same as that of the 10th example of a distribution system except distribution 
actuation of key information. 

[0306] (2-14-3) the effectiveness acquired by the 14th example of a distribution 
system — as mentioned above, since all three distribution of key information is 
performed through a record medium according to the 14th example of a distribution 
system (i.e., since discovery of a theft can distribute all key information through an 
easy record medium), compared with the case where the path which distributes key 
information through a network is included, what has the more high safety to a 
malfeasance can offer. 

[0307] (3) employment gestalt the 1- assumed in each example of a system — in the 
14th example of a distribution system Any of the function part which constitutes an 
upstream system are performed within the system of the right person 1 of distribution, 
or [ that any are performed within the electronic distribution entrepreneur's 2 
system ], although the viewpoint of the technical effectiveness accepted from the 
system configuration concerned explained, without considering as a problem (without 
making into a problem whether to be carried out by the either when an upstream 
system is employed by three or more persons) Here, it explains what kind of 
difference arises in the effectiveness on business about the employment gestalt 
assumed. 



[0308] The safety of the upstream system seen from the right person of distribution 
is explained especially here. It cannot be overemphasized that priority may be given to 
the safety which the right person of distribution of contents was for thinking that a 
malfeasance receives damage in many cases, but looked at this from other 
entrepreneurs depending on the business model. 

[0309] Drawing 18 is summarized from a viewpoint of how the contents coding section 

1 2, the encryption section 1 3, and the key generating section 1 6 (indirectly the 
doubling key generation section (partial key generation section) and the multiplex key 
generation section (the doubling key generation section)) are arranged among the 
function parts which constitute an upstream system. However, the case where the 
number of the key information distributed is two is shown by drawing 18 . When three 
or more kinds of key information is distributed, the part "one [ part ]" was written by 
drawing 1 8 means "at least one. 

[0310] (3-1) the employment gestalt of the 1st employment gestalt 1st — both the 
generating person of a cryptographic key A the executor of coding processing and the 
executor of cipher processing — although — it is the case where he is a right person 
of distribution (namely, when the contents coding section 12, the encryption section 

13, and the key generating section 16 are formed in the system side of the right 
person of distribution), and consider the case where the right person of distribution 
also performs distribution of key information. 

[031 1] Here, generating of key information assumes the case where the right person 
of distribution who is a distribution subject carries out. That is, the case where the 
right person of distribution also performs the doubling key generation section 18 (the 
partial key generation section 20 is also included depending on the example of a 
system.), the multiplex key generation section 23, and the key encryption processing 
section 24 (the doubling key generation section 26 is also included depending on the 
example of a system.) is assumed. 

[0312] In this case, the electronic distribution entrepreneur's 2 system will perform 
only business which distributes the digital data with which cipher processing was 
performed to a specific person. That is, only the sending-out server 14 will belong to 
the electronic distribution entrepreneur's 2 system. 

[0313] If such an employment gestalt is taken, the person in the position in which the 
cryptographic key (master key) used for encryption of digital data can be known can 
do it only with the right person 1 of distribution. Since this does not need to take into 
consideration any danger that a cryptographic key will flow out outside through the 
electronic distribution entrepreneur 2 from the viewpoint of the right person 1 of 
distribution, it has the advantage that contents can be offered in comfort. 
[0314] (3-2) Consider fundamentally the case where the distribution subject of key 
information becomes the bottom of the 1st employment gestalt with the right person 
1 of distribution, and two persons of the electronic distribution entrepreneur 2, with 
the employment gestalt of the 2nd employment gestalt 2nd. 



[0315] For example, although it doubles in the 2nd example of a distribution system 
( drawing 5 ) and the right person 1 of distribution performs generation and 
distribution of a key A2, the case where the electronic distribution entrepreneur 2 
performs distribution of the processing which generates the partial keys A1 1 and A12 
from the doubling key A1, and the generated partial key can be considered. In addition, 
when the same, the 3rd example of a distribution system ( drawing 6 ), the 6th 
example of a distribution system ( drawing 9 ), and the 7th example of a distribution 
system ( drawing 10 ) can be considered. 

[0316] Moreover, for example, also when [ which was generated ] doubling and making 
the electronic distribution entrepreneur 2 perform only writing to the record medium 
of a key or a partial key, and distribution, it thinks. In this case, the 1st example of a 
distribution system ( drawing 4 ), the 2nd example of a distribution system ( drawing 
5 ), The 3rd example of a distribution system (when reaching partial key A12 in 
drawing 6 or writing in the doubling key A2), The 5th example of a distribution system 
(when doubling by drawing 8 and writing in a key A1 or A2), The 7th example of a 
distribution system (when writing in any one key information or any two key 
information by drawing 10 ), The 9th example of a distribution system, the 1 0th 
example of a distribution system (when doubling by drawing 12 and writing in key B-2) 
(when writing in the cryptographic key or doubling key B-2 enciphered by drawing 1 3 ), 
There are the 12th example of a distribution system (when writing in the 
cryptographic key enciphered by drawing 15 ) and the 14th example of a distribution 
system (when writing in any one key information or any two key information by 
drawing 1 7 ). 

[0317] Since the person in the position in which the cryptographic key (master key) 
used for encryption of digital data also as such an employment gestalt can be known 
turns into only a right person of distribution of contents, he can do it with an 
employment gestalt safe for the right person of distribution. 

[0318] In addition, although the right person 1 of distribution performs encryption and 
distribution of a cryptographic key A to what can secure safety as compared with the 
existing distribution model although dependability falls a little compared with the 
above thing in the 9th example of a distribution system ( drawing 1 2 ), the case to 
which it doubles and the electronic distribution entrepreneur 2 carries out distribution 
of a key where it is generated with generation of the doubling key B1 of the multiplex 
key B and B-2 can be considered. 

[0319] The 10th example of a distribution system ( drawing 13 ), the 12th example of 
a distribution system ( drawing 15 ), the 13th example of a distribution system 
( drawing 16 ), and the 14th example of a distribution system ( drawing 17 ) can be 
considered to the same thing as this. 

[0320] (3-3) Consider fundamentally the case where the distribution subject of key 
information becomes the bottom of the 1st employment gestalt with the electronic 
distribution entrepreneur 2, with the employment gestalt of the 3rd employment 



gestalt 3rd. . 
[0321] For example, in the 1st example of a distribution system ( drawing 4 ), although 
the right person of distribution performs generating of a cryptographic key, the case 
where the electronic distribution entrepreneur 2 performs processing which receives 
and doubles the generated cryptographic key and generates keys A1 and A2 can be 
considered. In any case of the example of a system, this is considered. Even when 
taking this employment gestalt, the safety of a system can be secured as compared 
with the existing distribution model. 

[0322] (3-4) the 4- the 6th employment gestalt — the employment gestalt of these 

- the 1- unlike the 3rd employment gestalt, consider the case where the electronic 
distribution entrepreneur 2 performs encryption processing. That is, it is the case 
where the electronic distribution entrepreneur 2 receives a cryptographic key from 
the right person 1 of distribution, and performs cipher processing. In addition, in these 
examples, the right person 1 side of distribution shall perform coding processing. 
[0323] In these cases, it is not because it is [ whether the distribution subject of key 
information is only the right person 1 of distribution, you are only the electrons 
distribution entrepreneur 2, or ] the both, but the person in the position in wh.ch a 
cryptographic key can be known despite a join office turns into the contents work 
firm 1 and two persons of the electronic distribution entrepreneur 2. However, as 
compared with the existing distribution model, the safety of a system is securable 
also in this case. 

[0324] (3-5) the 7- the 9th employment gestalt — the employment gestalt of these 

- the 4- further in addition to the 6th employment gestalt, consider the case where 
the electronic distribution entrepreneur 2 also performs activation of coding 
processing. With these employment gestalten, any longer, because the right person 1 
of distribution is generating the cryptographic key, it does not pass over him, but it is 
not because it is [ whether the distribution subject of key information is only the right 
person 1 of distribution, you are only the electronic distribution entrepreneur 2, or ] 
the both, but the person in the position in which a cryptographic key can be known 
despite a join office turns into the right person 1 of distribution, and two persons of 
the electronic distribution entrepreneur 2. However, as compared with the existing 
distribution model, the safety of a system is securable also in this case. 

[0325] (3-6) the 10- the 12th employment gestalt — with the employment gestalt of 
these the electronic distribution entrepreneur 2 generates a cryptographic key, and 
encryption of digital data considers the case where the right person 1 of distribution 
who received the notice of a cryptographic key from the electronic distribut.on 
entrepreneur 2 carries out. The person in the position in which a cryptographic key 
can be known despite a join office turns into the right person 1 of distribution, and 
two persons of the electronic distribution entrepreneur 2 irrespective of who 
becomes the distribution subject of key information also in this case. However, as 
compared with the existing distribution model, the safety of a system is securable 



also in this case. 

[0326] (3-7) the 1 3- the 1 8th employment gestalt — the inside of these — the 1 3- 
the 15th employment gestalt is the case where the electronic distribution 
entrepreneur 2 carries out generation and encryption processing of a cryptographic 
key, and the right person of distribution performs only coding processing, moreover, 
the 16- the 18th employment gestalt is the case where the electronic distribution 
entrepreneur 2 performs both generation of a cryptographic key coding processing 
and encryption processing. 

[0327] Those who are in the position in which a cryptographic key can be known 
despite a join office irrespective of who becomes the distribution subject of key 
information in any case of an employment gestalt turn into the right person 1 of 
distribution, and two persons of the electronic distribution entrepreneur 2. In addition, 
as compared with the existing distribution model, the safety of a system is securable 
also in this case. 
[0328] 

[Effect of the Invention] (1 ) According to invention according to claim 1 to 5, generate 
two or more key information on a proper to each distribution person, and the key 
information on these plurality so that it may be a distribution path different from 
digital data and may become another distribution path also in both key information 
That is, by distributing according to an individual using two or more distribution paths, 
that all information required to restore a cryptographic key comes to hand at once 
can realize the difficult distribution approach. Moreover, an unjust duplicate can 
realize the difficult distribution approach also on the transmission line which connects 
an output unit to a decode server by constituting from a decode server which 
performs and outputs scramble processing to the digital data of which cipher 
processing was canceled in the downstream system, and an output unit of which the 
scramble processing concerned is canceled. 

[0329] (2) According to invention according to claim 6, an unjust duplicate can realize 
a difficult downstream system also on the transmission line which connects an output 
unit to a decode server by constituting from a decode server which performs and 
outputs scramble processing to the digital data of which cipher processing was 
canceled in the downstream system, and an output unit of which the scramble 
processing concerned is canceled. 

[0330] (3) According to invention according to claim 7, from the output signal, the 
unjust duplicate of digital data can realize a difficult decode server. Moreover, 
according to invention according to claim 8, the same function as the decode server 
of claim 7 is realizable only by carrying the circuit apparatus concerned in electronic 
equipment. Moreover, according to invention according to claim 9, even if it does not 
use a dedicated device, the same function as the decode server of claim 7 is 
realizable. Moreover, according to invention according to claim 10, a realizable decode 
server is [ the same function as the decode server of claim 7 ] easily realizable by 



combining with a scramble control section separately. Similarly, according to invention 
according to claim 1 1, the same function as the decode server of claim 7 is realizable 
only by carrying in electronic equipment, combining a circuit apparatus and a scramble 
control section concerned separately. Moreover, according to invention according to 
claim 12, by combining with the program as which a computer is operated as a 
scramble control section, even if it does not use a dedicated device, the same 
function as the decode server of claim 7 is realizable. Moreover, according to 
invention according to claim 13, a realizable decode server is [ the same function as 
the decode server of claim 7 ] easily realizable by combining with invention according 
to claim 10. Similarly, according to invention according to claim 14, the same function 
as the decode server of claim 7 is realizable only by carrying in electronic equipment, 
combining separately a circuit apparatus and a circuit apparatus according to claim 1 1 
concerned. Moreover, according to invention according to claim 15, by combining with 
a program according to claim 12, even if it does not use a dedicated device, the same 
function as the decode server of claim 7 is realizable. 

[0331] (4) According to invention according to claim 16, from the input signal, the 
unjust duplicate of digital data can realize a difficult output unit. Moreover, according 
to invention according to claim 17, the same function as the output unit of claim 16 is 
realizable only by carrying the circuit apparatus concerned in electronic equipment. 
Moreover, according to invention according to claim 18, even if it does not use a 
dedicated device, the same function as the output unit of claim 16 is realizable. 
[0332] (5) An unjust duplicate can realize the signal-processing approach in a difficult 
downstream system also on the transmission line of a decode server and an output 
unit by according to invention according to claim 19, adopting the structure by which 
a decode server performs and outputs scramble processing to the digital data of 
which cipher processing was canceled, and adopting the structure which cancels the 
scramble processing to which another side and an output unit are given to the digital 
data, and is outputted with a predetermined output gestalt. 

[0333] (6) According to invention according to claim 20, from the output signal, the 
unjust duplicate of digital data can realize the signal-processing approach in a difficult 
decode server by adopting the structure by which a decode server performs and 
outputs scramble processing to the digital data of which cipher processing was 
canceled. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a conceptual block diagram explaining the concept of the distribution 



system concerning this invention. 

[Drawing 2] It is drawing showing the DS of the data distributed in the network for 
high-speed distribution in the distribution system concerning this invention. 
[Drawing 3] It is drawing showing the case where the distribution system concerning 
this invention is applied to movie contents. 

[Drawing 4] It is the block diagram showing the 1st example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 5] It is the block diagram showing the 2nd example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 6] It is the block diagram showing the 3rd example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 7] It is the block diagram showing the 4th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 8] It is the block diagram showing the 5th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 9] It is the block diagram showing the 6th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 10] It is the block diagram showing the 7th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 11] It is the block diagram showing the 8th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 1 2] It is the block diagram showing the 9th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 13] It is the block diagram showing the 10th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 14] It is the block diagram showing the 1 1th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 1 5] It is the block diagram showing the 12th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 1 6] It is the block diagram showing the 13th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 1 7] It is the block diagram showing the 14th example of the distribution 

structure of a system in the gestalt of operation of this invention. 

[Drawing 18] It is drawing which displayed the employment gestalt common to each 

distribution system shown as an example of a configuration of the gestalt of operation 

of this invention. 

[Description of Notations] 

1 Contents Server, 12 Contents Coding Section, 13 Encryption Section, 14 sending- 
out server, 15 A contents management server, 16 Key generating section, 17 18 A 
distribution place management server, 26 The doubling key generation section, 19, 21, 
22, 25, 27, 28, 29 The write-in section, 20 The partial key generation section, 23 The 



multiplex key generation section, 24 Key encryption processing section, 31 A 
receiving server, 32, 38, 39, 40, 41, 42, 43 Read station, 33 A decode server, 34 
Output unit, 34A The descrambling section, 35 A decode function part, 35A The 
decryption section, 35B The key restoration section, 35C The contents decryptio 
section, 35D The scramble section, 36 scramble control section, 37 Output log 
Management Department 
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immLzftj3T%x<77y7imm®t*$i7L%zt 
iB«^§ttTp/f^©^i^saa^^'n-r^tt?iBffl->xx 

Z\ 

MIS^T-xV v^/Ux-* lcSS*tiftB»*[ia*»K 



«*fwcx ^ 5 v^/ua t *©«n»a t *gm«K4B8 

±iBBi^»»si?T-ss^fflatf»i^?tifcx-i'v ; ^;Ux- 
£©pt-©ajxi$re£oT\ ^'Kx-r^ii/x— saeffi 
srtiTi^siWfbfflssa^bu x^v^ux-*© 
7Er-**a7tr«a^b»ts 

S^?^ftx-fv > ^;Ux-'S'©Bi-©ttS735tT-$oTv 
±fBX X 7 V X'/Ufc OMHCfc^T^Eg* tlft X ? 5 > X 

iw*mi\ xv->^;ux-^©7cx-^^xx5>x 

xVi>^/ux-?tcws-r^^^ft*Wc:*n^ 
ztz&mzzt^yyfrmtzaMmmtzmmmz. 
^mzM'yyyimmmt. ±b m»»i»sas-p 

Bi^ffiS|^p^tlftxVi>^/bx-^©l>i-©ttJ7]$fe 
<h LI, SiSx-f-^^^x-^ltBS^tlTl^W^bSa 

S^a^bU X-l-V^^^X— $f©7CX-^*a7C"f5 

a^fbsaats a^hftxv^^i/x-*©*— ©as 

7J?E t LTv ±KX?5 V^/WMafflSKS^TfiS;* - 
tlft X 7 7 > X/ ba^ffl l\ xVS>*Jl>x-£©7tx- 
* £X * 7 V ^UffiS t T tBXTT § X 7 5 V 

[»*a 1 o ] Bi^saa©is?tiftxV -x?;i/x— ? 
©E«€Sitms«)ffl*«ia*asr*«?Effl5/xx 
/^icfcntsa^ti— /^$^t, 

±iBBi^i?i«^T-ii^saa* ,i »pf*tiftxV> > ^/Ux- 

*ftT^*1^bffla*a^bL^ xf ^7/bx—?© 

7tx-*£a7cr3a^fbSi£\ 

aTcStiftx-f^^^T-^oa-HCfflT^SfeTSoT* 
X75>X/Ua^fflt\ x-f-^/Ux— ?©tcx— 

zt^y7immLTiiiti?%*<7^y7imm^£z 
fijtsctsitafriaTiBfls/xxAicfiwsa^ 

1 1 ] Bt^aastDfifc^rftftxy v-^iUx-^ 

r^u:fii**aw-/^<o««*ssi-r*iaBS«T* 

?tiTi^^b«ia=&a^bL. xVv^i/x-s© 
7ux-**a7cr*a^b*ts 
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* * x *? 5 y 7i u saa l t m -h t z> x o => y 7; usa as& 

)\,7-$0M.-<r>mi%t LT> SKx-f S?*/I/t-i £ 

v*iv7-*<»m.-<»mt]%tLTs yffl&nw^v? 
immm-\ 3] EflfcSttfc^-rs^ji/x-^fciKr 

r-f VMM* *ff£*fl= ff*fc* *i« C t 

mmmtmoxv? yyimt mmxt? yyimum 
\m<om^tt&t%w?yy)mw®itffi7L%z 

£ftmc awwtosfflfiSBfctaastiSTVs? 
$)i,7-*omm^itf8cDz<7 : yy7imt%mz.? 
=j y 7im?mmtz titer 4 s>* jut*-* © mass 

iP»« * § c t 1 1 % m b&b. 
-^<ompm^itm<Dx<7^y7imt^my<7^yy 

y - * Mfr B y Rlfg&f 3H$»»o 
*B?Effl->XxAttf&©tti73«BT?26oT» 

±mx<7 3 y yumm^T'X i^y yntm^ntc 9 

*5C£*^£T*«?EfcS>X^*hS<&ai73S 

Mo 



BT'SoT, 

^ 5 C £ * t -T 5 @i§gMo 

x-£Kj&?*lT^3X^5y:7VWaa£\ F/r!££>7.'7 

^ v ^/iammk * ^> Tis?i$-f * x 5 > yiwmmm 

a v tfa-* ic*fT*-es 7n ?5 A*EB Lfcc 

[H5R« 1 9 ] tfff£TM* 5 «fc 5 \ZV6&& 

7 i >y*aarsma8B£««*5«?Efl5'X7 i A 
iE«©#«stc<fc?T©*Mi*^ft±Ef»-9-- a - 

*\ EBSB-Px-f v'^ibx-^le^^ti/iBf^Sfla^ 
8?P£<r3$aa<!:, rV 5>*;Ur-* 

fainter *-y$)\sT-$<Dm—<OfttlfaZlS^T, a 

Esaa-pajadrtifex^? t=v veil 

tlT^*X^5>^W0a*. ±Ea»+J— 
«M3fli->^7 l AU:6l**T3IHI->X^Afl!>ffl|4MW* 

cDEfi^§WTm^©^saa^Hffr5*?E«->x 

iE«0#tt* «fc -3 T©*Ei* RJlBft ±Efl»-?-' < 
*\ EfflfSHrPT-f 5?*/Ut-4« *ifc«HWBI£ 

#mrcstiz z t *%mcz? 5 > ^; wit 
£^^mwtt±fi8-r5saa<»:> Bi^saa*w?n/cx 
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x-*£775>7Vl/jaJ8LTtH7J?" ssBat^sfr-r 

sc£*it«£T*»xE«-7xyAfca3tts«»y-- 
[^ropai&iftw] 

[00 0 1] 
[0002] 

f-f^/l/r-^ 7«K IB 

m s tfxW— ?" n±m> wsm , *-r 

^*x-9£tfx*x-9tf)*S£x-9 W 
9, JKi!#«) s 7q?'3Ax-7v f-^-Xf- 

[0003] ftfeiHl**i*T-f -7$;Ux-*Mu *- 
% = * 1b □ v x > 7 Bil&o xV -7' $ ; 1/ t - 9 

[0004] 

e*s*i#, Eft***) £«HT*ttffl*fty#a 

EMi«SL^>x77 (0JtL«\ KO) KH^LTt^ 
[0 0 0 5] LfrU RWPlg^tfBt^OB^^aK* 
#0DjR^6^i#7 5 ^5.fc3Sti:ffl^li5*iz:*tlTL^^ 

[0 0 0 6] ffiiTitf, ■*JEfimcttt%ti&*m<U i 5 
marc y , «t y H^ttcK^m^awtfJHftfcJi^ictt 

MMf©aiB«IAT**C U\t*» 
fg£ftTl^e7*7*x/UT*ligtt#«Jfc^&&*& 

3 If^Xtx/UTWu gtt#ffll©Ji*«§3 Z£i$T* 



v xf 79 /l/x-9 #*3EfT»fc* 3 fePi 

[0 0 0 7] «jiffii0)iS^=I>x>7Offi 
tttf 3>fV 7 SMWKBtt 5 n& fro Tc y , £7* 7 
^x;Ug{*tf§tt#flJ£SW"A*i-5*l?\ 77xA©M 

[0 0 0 8] «Pj3ffl«iJ.X±©IifI£#liU xV7 
[0009] 

[0010] ( 1 ) *«l!Bttl»?«irr 5Efc*r;U 
A £ T»>7x A t TflWEtfftSEfltt^U^aS f 
[0 0 1 1] fT±aSflJ77x/xi:LT, fl»Jflg©« 

x-^»tc@***>© Crftt>?EfflWftT**r-f-^ 

A\ LfcEttfclBSfctV ^ EfflW*T«5r 
■r -7^;Ux-9fflcffl*© i fc<D«ffiffl-rtH#, ^iESSS 
!b^nTt^cDM^MxV79^x-9^4TL 
fr£i;%^feA6, a**«/Jx{bT*5*"JjSS«*5. fe^s 
U 77xA©«tt^iS^Ji^Wl^E«77xA 

ftiiflDWHMaa*»ffl'r*«^fc«y»*o ^-rticw 

fee CT?©**6jilE<HCB» »3SK«J:*E«^ii«lEJ: 
%mm<D& 3 KfiSJItttni UTff 3M«OE«©ffi, 
IBii«# ; &ffl^T!f!!5SWlc^3Efflt.§«tlSo 
[0 0 12] ±»>7xA(i, xV79/Ux- 

;Ux-9lc@*©«Soaiff6^JiLs **lS£xV 

EflHSEWSWCt"***©. JMTH 
tJS:5t,©*iii:T»*5-r5Efl^ f **J-STatffl|-> 

xx^icEffl-r5*s*«ffl-r *o f ftfc-s. ww* 
sa©«tt*ai;TEfli-r*ctJE«j:y. ^-r*i^©« 

£o\zt%» ftfeE^nsaiiffflB, Biw^t^ 
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[0 0 13] ±SB©£JS4:LTW\ 
-m 6f» 31lJ}(±©Ji£fcS**l4. ) 

2) Rfift«l<:@£(?)5itt3iqNHI (H«^lcfi(t«* 

1©Bg*H» £B8*<tLfcfc©££l8T*£j2: 

3) xVS^bx-2«fc@:fi©fl&Slii^li 

TxV *J*I\/t— 9©B§^bfc«E LfcSSHHI (M»H 

[0 0 14] &fei3«5fe«lc@W<DS^^Bt^l (II* 
Efc33W-*JIS2©flHW» « % 10lcH4«&Rtt«:<2 
OiX±^ffl LTfcJllA, CO^ «B»(0SS2©«*a 
T«1<DBI^^2[H]J-X± ($■) Bi^b-Ttl«'Sl\ 

i^ftuc Lit. x 1 (Dm^mftm 2 ©bw«t 1 @w 

±*Wb*#i*jSi'Wi^l*»l\ 2 ©Bg^gt.!; fcfc 

©xy^/ux-*(c±tii©«*m *©f6oiiH«) 

*#sa«^b#as«fA6ti«. 
[0015] zcT'omimmimGcomiJW-yt' 
mm^mim w© % nmmit* wamwz s 

«te*jySTSftT^4*£fcStiHr (xVv^Ux- 

^■©•JtijyaTSft^ii^t.**. «oti, *iEtT&*t 

«©ii£frSte&#tfSl$ u\ 
[0 0 16] ftfi»i||jABfllO#S(ca« ffiasn] (*y 

#£^T«IWtcl3ffi?3£;£fca£*i3„ 
[0 0 17] T»J->Xx/A<tLT^ E«*nfc 

□ > x > '> *HH£flMB*Tffl*r * til *JgK £ tf*9ft 

xV 5?*/UT-5r i»ai©lMS0Efll«tt*ai: 

xV te«*ftT^*WWra*JM*t*» 

s<h> p/T^cDfi^sascoss*tifcxV 'j^^T-^m 

"t3fc©£#*.3= 

[0018] c©j:3tci«^a<oa*«ig*ffi*s« 

£ Italics^ 3 <fc 5 (c Ltc Z. t it <£ y , ffliJtc t o 



[0 0 19] to it, «**!fe£!tia*!l**fc#* 
L fc left Wi^IEffJft fcfct L T«i&T»fl»«ftE« : E x 
J U £ * o T L $ ? 1i\ m^V—J tt&1]%&t<D®*TlS. 

n^x-^^x^^v^/i/Saa^n/cxvy^/Ux-'j' 

«!:-r5c:<!:lCcJ:y, «W-/^lH*Wit©lll«3lft 
§ xV 5>* /Ux— ? **IElE A# LT fc □ yf > y Sft 
£A#T-# &1><J: 5 left oTi^*. 

[0020] a^+t-/^ai7]^aiefc^Tfc^ 

[002 1] (2) Kffi*x/b£IIS-f 
fio uCTtDiBft^xyl/t^ Mii©<fcdK±-MJ->X 

mttZo s/ti-xT?ii> le^itxvu^ttfrs^fcsfl 

[0022] ±mrsZTh<Dmmmiam*mm 
mestizo mxit. m-0mm6#±mi*sxTix 
«axtwm j pmk<omMtmm lt±-»>xx 

^fatT%<s an»OWI*lcJ: -aTfrtoti^Ji^fc 

$yt#5o 

[0023] cc-p^-ros^tLTtt. #iJx«; x 
-rv-^^x-^OK^^-r^ttt^ xV-^/Ux 
-*©E«Wifcf55fc©«£J£r*. ^fc*-©«^ 
^icttHJtWlcm-t^ft-rcttfTSSfcWfc^** 
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[0 0 2 4] ±3WU5/XxAjtNi»©***lcJ:-3T* 

mistime &Bmm#^*tio>9mz\zmvmt 
[oo2 5] fl*i& T-f-^/i/x-^tiwfk-r** 

Sfco^T(4Eie*£5*****tf*fjU iSli 

3Kf*£s w^it (7x^-1) *Hiyfi*ottEts 

£5* LTtt* mtfxV ^Ux-*<DS'J 
feS#5Efcft«:*Sfc»*# (□VT'vyldfNftttW 

[0 0 2 6] ftfiWTO##ST«v tt?»#Ui:oi/> 

[0 0 2 7] Bi^kS-tlfcx-f v^/l/x— £0E 

Jf^fctHIBtt* «xlP« (flWP?*4S3#*B8-p 

©4jBB«-«iifl!a*iewbUTi6< c ttfftfttwr* 
[0028] ftfiWTw^STtis »|iJ5aaiCctoTBi 

^-r^o tott, ^■fnoat.BHMi«)-»»T** 

&&\ Bf^CDBg^kSaStt 1 @©&&S"f 20, 30 
£^3*3lc#ttlsM«ttfcfT3ii£fcS&«**i3. 
[0 0 2 9] Sfe^Sfcfi^TSMtaSEflfS*^ 

©n &k«:xV tumntzmmiizmm 

±, sjiiiSTKfiirsot i^«ott«Brsflt*ff 3 c t 
tint li\ ctitts xV5>*/i/T-* £*©«««£ 



ft&TxV S^/Ut-* £Wt«©-»*HBSKA#? 

[0 0 3 0] &33£#8©i/»rft©J§£te*K T-MJv' 

^ft^t©^^ ±>MW->XxZ*frSSKff 
l^U B!l©*<<5>'7"T i fc&l\, 

[0031] (2-D gnosis 

Ml (D#STtts E«->Xx/x*«Wt-r«±3MI->^T 
*><0*mM?%<, fits. ±5i!ffliJ->XrAttfflilC)J;3 

ic, xv /ux-* ©bkw**? 5*n#maT-a 

tlS^tSSp £/fc, T3lffliJ->X7 1 Attffia!cDct:3 
[0 0 3 2] ±atflJS/ZxAtf*©#J»"F(C£l , >T» x 

(-**©*& 3ffl«t±©i&*£fc-&fca&. as© 
#8Hco^Tnc. ) £ 

£ ttHI©EflWHS?* o ffiSlcfc^T fc»J©E<B« 

BtjacstiOjsffl^TEffi-rsfflats bwwwo** 

*l/cx -r S JZ /Ur- £ £Kffi f 5 fias £ i> t o 

[0 0 3 3] SfcT-3!tffl->XxZx «H«©Efll*«Kia 

^OSJSPTlcfcl^T, *»©Effl«B*ii C 
TEffi*S^fc-«0^t>-&«Xtt*©*41ta**^ 

fiO"Ts Matex-f y*;Ux-$f left* tlT^*ffWfc» 
m&'&mt Lv xV ;bx— ©7cx- £ *Wzt%> 

x^^;Ux-'?(D7tx-^^x^3>7;i'j!aaLTt±i 

[0 0 3 4] «fciE«©#«*K«fc'3TO*H&Rnigft 
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ti« xV *j* to 1 ?-* (castiTv*** 5 >7/waa 

£s ±E«*tfwtfrS#AS*ifcX?5>7 p Jl/*l*a 
lCcfcoT»K1"5Ma<i:, ±iB®3TX?5>7Vl/#» 

RxV5>*/Ux-**m;£©ttJ7Dra«?iti*jT3*aa£ 

[0 0 3 5] *i ©#£8tt^ir3lC, xV s>'£/Ux-* 
©W^b(efiMLfcPf^SI£, SEffift (T»h>Xr 
U) KH*©5MWSWJ-WMWLTHi 3ffl) © 

£*Hi»££jSU *ftS£xV>>*;l/x--*i:li8'J© 
Effl«tt?*oT» #fo-eafflSfc33^Tt>SJ©EflHl 

[0 0 3 6] C©» 1 0#STttfi*Ca©ajS*»6ltt 

wlti^6\ c*is©sa3i«tg£«*.3M-K7i7 

«2T*f6©#Sfcoivr*>H»?S*. A 
-Kfi7 J f'V7h'7i7 (aVfcfa-^lcRajflS* 
*fT***rP^7A*IB«LfcEaaHt. 7n?7A 
gtt*©ffis©7n?5A7n#? h) t*±»>7xxZ. 
£T»^XxA©^*l?'*UCO^Tffl«-r3o 
- K7i7£W:, ^+t-/^th73^S«tl^fc^EgD a p 
©ffiU -fV*-7i-X#-K^¥3W**»0iS9t^ 
ofdMM (W»«lc*iW*l3B»«) tf**6*i 

So 

[0 0 3 7] frfr^Ml ©#®£ffl^3£<L:U:cfc l A ft 

ft* l^H y Bg^cD^ttJ^R6±T^ *Effl*x/l/*« « 
ftlC* 8f1f$B£x •< >J*l\/T-*t «gij<7)«ffi 

w»KEflir«*&*«t?. ) -eEflrr *«£kw\ a 

;l/x-*£tA#Lfcif£-^ fl»a©«7cfc£SRi: 

[0 0 3 8] $&c©ai ©#8?13\ ffi^sanDrftfc 
xV5?*/Ux-**BffiWU:;**5V:OUi0gLfcfc© 

tl^MlllciHiaT'SSffi^txiUSSWT^So Lfrfc 

^cDsm^LT, aa?-/waia«B©aa*fl*« 

TRUSTS* B!«^-t;x<0Wffl*tEi:oTti*AL 



£u:fcasr©a«^©a*»*tffc^«fli?it*g < , 

*^*»«ttf6©#afc-3^T*.ra«?a& 

[0 0 3 9] &fcfg 1 CDlUTtt, x-f v^l/x-*© 

iKBf^ai±±M->7.xArtT^LT i ta^ 
U ±^->ZxA©tt»«fcy5*.S*l« 1 fc©"?*>a 

Ttifi^U att©xV5>*/l/T--*fc*lfli©t>©T?fc 

ai\ M#©a^iiffl-r^^tc(i, urease t*a 
-^tcaarsci:*"?**. ^tt, &#©a£fig 

ET5»£?*k ibR«a*Ka*SM-r4Ci:l!:«fcy 

liffi©#Sl;: o i%T t» So 
[0 0 4 0] H*IC» 1 ©#SlC*iW-5Blf«fl)Eflr& 
SltLTtts flX.tf%©£3& < e>©*&y*«. 

«\ -ao^t>ti:ao-w*eaaH (*y 1-7-- >) £ 
suteau *©«*EB«it«ai;TEar«£a 
*gy*«. c©«»:5t::ait«©-w**<**?s*E 

[0041] $fc<?jx.«; -a©£*>i*«©-»«* 1 

ya*. c©*5^T©aflHB*eaM*ai;TE« 
r * «iMi<oB«(c»r*^««w«*^«: < 

©fiiMH h 7-?) *ffll"fcaiWM>E«U:*L 
Ttiv ffilitWWFIiHIWfcafll LT*A«B (Eftft© 
OB) *frt\ BE^tifbEfflftiS^HTSfiaanf 

**bLfcait«*Effii-*a£©#5£tfa* u\ 
[0042] *fca*.i*, -fi©£*>-&a©-«*« 1 

CMBaiWMc^LTlMIU ^©ft!j£m2©13Sl«ft£ 

^LTEar*3Era«8ya«. c©.t?fc£T©am 
«*ai«T»*Ea«»©»a-MHir*t» aura 
©Ha**y-a»aL*<-p*» TiEfraK«r*» 

K3S*t^#<«BT#*. 2 0©fB§t»ia* 

*attfc*&*»K**ffiffiT*. f5m*<v ibs 
«#«DW*aJWRy*a(c , 3^T(*ni;-p , b, s^o 

[0043] cc?, ^■«i©Efflic«ffl-r*Eaa 
mztt. a*R*ay#d©8ft ^«x- 

7, 7P7b- (§1M x-fX^, «**-K) s 

3**a*ay35a©«» cd-rom, m 

Ov CD-R, DVD) % ¥i^t'J Wt'JA-K 

{mm. jEmm*a&ttmbiti\ ) » i ca- 
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mmttftfflmz&mtz. mnom&xit, mw.it 

£fc, Tf'JZlVT— ?©E 
«KEl^i§£©Kit&«co^Tfcll«T-£5o 

[0044] LTttaE5?8« 

I3aaf*^©K»iS»*tf*a.Sft*. CCT\ *73g 
■lc33«-*Bri£©U*U&IS(::H\ r-r 5>*JUt-*#«I 

^©euAW^sft*, $fcxf *j*iw->. $imz.\t 

*£T-*TS*llf, *©H&3K2 0©tti*jtffifoft 

*o 

[0045] (2-2) ^2©#|g 
m 2 ©#8?tt. K#->Xxl>£*l)rf 3±»fflih>Xx 

^©s-jisrrs,, 

[0 0 4 6] ±^J$/XxAtf*©SJW"FU:a3l'»7\ r 
BW«*Sl::E<i5fc-pS**1Si£#fc@*l©-tt©Sfo 

SI^»©f5i^tt*©*£1»«£EftSff*ra 
£tV S J*\W—. S» fcttSI©EflMH&?SoT» tlSfc 

flUMaswastifcx-f^^/ur-^SEii-rste 
[0047] sfcT»>xxiA m*omm%mm 
tmm-i ^©wsTfce^T, «ii©E{iss&£>i u 

TEffl*SWfea»©»»«Xtt*©5e*flWBi:x Cft 
r*5>*/UT-*©i«^««7Gr5ft3i:» «7c*ti 

ifl^*ftfcxVS>^^x--j!©Pi-©tiJ737clCfcUTv 

^MxV-^^x-^ieffljftTi^^bSaa^^ 
ibu ?^~j$i\s?-$<»jb?-$->zm.ji?% l !mt. 

±KJa3-e£$£ftfcx<^>7/u« ; &fflo\ 71-^ 

[0 0 4 8] SfcjE«©^*fc<fcoT©*Bfli*Rni6ft 



ft * x -f * tcfflstiT ^ « x 9 =? y 7imm 
»» jjeawtf- / eftfcx ? =5 y 1 1 umvm 
Kk-oxmut^mt, ±t mwex t^y 7iutm 

^ft/cri'v'^/Ur— ?©»i-©til73^^fc^Tv 1 

Kr-f^/UT— ?^m^©!a7Dm«7ta73-r*«iai: 

[0 0 4 9] *2©#Stt«rSlC Tf v^/l/T-* 

©B»*fbic«fflLfci«<Hi*v &mim (t»j->X7 

A) lcU^©»|iJ^|iJT-5rlOLT-ffl (ffi|*(f 31H) © 
U *©— SP («IAtf2lH) tt^-©$SIB{f 

u *©« (c©*£m) ««y*tf»sjLTaa©» 

f86^^7c?ft/cBi^=&fflt^saa©fti»^ftfcx 
-r^/u?— Sftcx^5>^/usaassfsLfc i b©«ai73 

S«lctiiaT*S£#S£*IB*£k-efc , fc©'eS5. 
$nSi, Eti5Wf«©EflHctt» tVv^x-^I* 

ai©EflNHi?s y v froawwifiEBjcfefTt.ai 

©EfWIi&tS**©*^?"*. 

[0050] ^«sB2©#a*ffl^n«, «ij©ia« 
«ss*ai;TEii?ft*a»©«itffl©3«i'»rti*( k fl { 

£it£ftfc<>: LTt.»5^T©ai1llffl i fcMSlt*ftftt , 'IB 

yws«©«ai*i»±T**Efli^r^*a«T**. 

Lfrt,C©M2©#$©iI£Ktt, »lO#SJ:yt,E 
fc«1«B©EfHIB*i|l*tf*fc», *y^iEff»lC» 
T*fi£tt©»l^Eflrc7 ? /l/«««T**. 

[0051] r S 3s£b-eMfrZ-mn®ftM*3i®Tz 

flt^U SEflHfefcHWWSJiyPt.Sl/'U 
©flfi©ftttTK»*ftfcEflJt©«^«»cH*©«iy? 

[0 0 5 2] ttfeCE?©»««©£fi£S3£tea\ £t> 

^a©H»*Etc»iyr**s6©fflk #t>-e&©-S5£ 
*«arr ^at**. »#©*£> Bg^kjftfcati 
at*©n»fbic«fflLfc«*i^Effl*nii:*4. n 

[0 0 5 3] H*JC*2(0#SlCfiW-*fWta©Efll* 

wr» ^t>*a©-a5*eaaH »-yh7—?) ^iiur 

»**(t«Tas*E«i»©»«TEflrr * c t "rait 

«fc*EfStt^rft©ffliss-e | t.a^u «s©2as© 
aita**ft^su©E»Jsw*T«ffr « c <t 

*o 

[0054] sfc^xtf, HB©^t)-&a©-»t» a 
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7-?) TiMlf £©£3K£T© 

mt momimzmtzm mmm*'m < 

BE«*ftfcE«5fctf aM^SiiMtteW^b Lfc 
[0 0 5 5] ftefliJAtf* -eo^tni«oH»t. st 

y--ji$8jaua<?s, ^jEffatc^fcttifiK*^ 

[0056] (2-3) S3©#K 

[0 0 5 7] ±-MJ->XxA*^0»J®Tlcfc^T. 5 s 

z\zmMo>n2o>msm*f$£.?%ym£s ±ieiS2© 

BH*aXB J tfl)*41t«t±IBJII 2 OflHWBU**©* 

ait «*xv ^;ur-* ti,mv>mmm&T*&?T. 

[0 0 5 8] $fcT»>XxA (ffl*©EffiifcSteR 
&«5§-y— /^J^TlCJJt^Ts *»©Effi*ltt«I V 

T-*ic»**iTt^flHWia*«ii«r4*Mii% xV 

©yB7]$t(cfc^T, SKxVS^Ux-^KfiS^tlT^ 

*w^bJaa*a^bL» xV-;>'$7Ux--£©7tx-$ 
©asjifctcajuT, ±iB5aa?^)S^ tifcx* 5 > ?vu 

[0 0 5 9] *fciEJ9IO#«l*(cJ:-3Tfl)*ll»RrWl: 



ft* xV s>* / Ux*- * icttsftr 1^* * * 5 v 7 vwas 

tCcfcoTSprt^Saa.!:. ±f3Sa3T'7.?5>7VUtf» 

^^^©^n^f^o 

[0 0 6 0] M3<35#IStiS-r5lC s x-f^/Ux— 5* 
®IB^bfcflEBLfcli&*» (»1©flW» £tl2©W 
*Wrefl»fbLT&*Wra«i:* *0)«^WCffifliLfe 

fro, WWfflSfcfc^Tt,8y®Effi«i&i:ft 
*t,©*ffl^TE«-r«*3i:» E«*SttfcMMB# 

[0061] frfr%m3<D$®zm^z>ztiz&v. m. 
Sfosfflgss^s i;TEffisrft*«»©Mt $s©? % l/» 

ft&l^H y fl««©3lf tH*l»±?S 5E«*x;l/£Jl ft 
T't5„ #te, iltPB£xy^/Ux-*<httSI©iIi& 

SHfSilixV y^/Ux— ? i ttHKcEfi* ft*fc»* £ 

©xv 5>*/UT-*#«*ffc*ft*»«** y bwwet 

[0 0 6 2] ttfsKMDWmt LTEft*fcT355*E 

^:T©«1SI8 (*2©W^£:B»fb*ftfc*1©fl» 
^) £&itl.&LMl t A x>^2/Ux-$ldfc2rftTl/> 

Effi*ftfcH*r©*2©WH3«4\ £3K«#t£?STT 
EfltfftfcBfi^bSftfc* 1 ©BSHHfcfe&liLfci: UT 

*i©flHHi«Biymrci:tt?*ftt% m w 
^fb^tifcx-r 5>*/Ur-$"MBi LSttti^x-r 
;bx-*i#©5SltttTt*i\ ^fcs £T©x-** 

y, ^IEfi»lC»^->XxAt-p*5o 
[0 0 6 3] $fc^2©Bg^li:LTx'f-^/l'X-'S! 
lca^©t,©*fflf*Jf^lctt, m2©Bf^i:a'K^ 
2©Bg#ST-Bf^b*tlfcS 1 ©flH»»tfiaii<!r*lfc« 
^T't, ^©^^^©x-f-^^x— ? (^lis Bf 

) tcK^T'tSo ma$"et.^<s £©!§£•*>£ 
H»T*ys T-iEfimzft^ZTkt-ezZo 

[0 0 6 4] JB2©BW»tL, 
TEflifP*«*Efil#tco^T@*T»yv frOxV 
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mmtzmt. mm*?**?* s>* ji/x— *©«» 

[0 06 5] H&lCft 1 ©BHMI©WWbtt* 2 ©B§^ 

mt^< (tt 1 0ff*.«'&<^ fte©«s©n§^aT-Bg 

i^Tt.ai\ £©j;3&ii£T-t!gi ©Bg^a#sg2© 
[0066] 3 ©#«k j3W-*aita©Effl*» 

SUTIBflU W2©lflHMI*IB»«#*iii:TiB«-r 
5*S*«yf8S. E©«fc5lcBtitffl©-W*ES«M* 
©JUfg-eElrf^s «t«©iSil*»J&LJB<s *IE 

«^ttts«ic, WHWbs nfe* i ©bw«£e»mm* 

£JIi;TE«U *24>MH9M*fio&M »7 h7- 

«ii;TEffl-r 

[0 0 6 7] *fc«3ltf, WMrfTtlfc* 1 OBS^i* 
JSloeSSKJ (*yh7-*) fcilCTEflU M2© 

«K§«*jB2oe«« »yh7-« auTWir 

®UTi3«-T5<!;, MWBOEimcHrSBIHWMtt* 

*4jii«Tat^bLnjBW*i3fflrr«ftiJo#atfa 

[0 0 6 8] Steffil*^ flHSfbSftfc* 1 ©Blas- 
ts 1 ©E«IIK*:*ft LTEffi U S2 ©Bg4§a£JS 2 £0 

t. aif«i©ia«*J:y-a«ftLa<T*, *iht» 

KSW*«tt««^*#<««T«*. 2 0©I3 
[0 0 6 9] (2-4) m4©#|g 

*4«)?ft?tt, Eflh> x x a *«fi8r * ±aw -> x x 

A£T^S'Xx^©*ft^fttfWT©^£JSfiT* 
[0 0 7 0] ±-3SfJ->XxAA^(DWTle*>^T, x 

izm%<D%2<DvmM*%£tmmt. ±Em2©ng 
*m*£ic-m(D-£toim*£i&?zymt, mom 

ESB2 0BHMI^64/«**lfc-HH©^to-«iXH:*0 



ft£tt Sfi^x-r y^/Ux-S £ ttHlOEflMia?* o 

mtzumt. Bg^saa©Bi?nfcxVv ; ^/Ux-^^ 
E«T*®3<t£iift"f*t©££igrf*o 

[0 0 7 1 ] SfcT>ItJ->XxA (fl4©EfiJfc«KK 
l+Stl*. ) W*. IE«l<0*«* d: o T <0^IHi* RTtti 
KlS&n-i \*© WRCfcl^T, «ifc©E«iS&£>I C 

Sg 2 ©Bi^a£<iE^ LTv Ell£gtf fcSB 1 ©Bf5«X 
I**©«ffi1IHiJc«**iT^*»WW*l(»U Si 

©Bg^stgTtrsfflst* aTt* tifcn i ^Bi^s?- 
£*»t*«hi£x x>^*/ux-*u:ttJi-t*s£& 

fttfSWt* ft* ' t ttfcfrlcz * 7 > ?>a<h *©flH* 
xV >>$Ul/x~ $*©Pi-©fcti73£K£^T, i»xV v>" 

* ;ux— £ ftTcsiw^bJoatai^b u xV 

V$}\,T-$<»K?-$*'&jt?Z> l ®m£.-. «7C?ft/c 
x-fv^^/Ux— ?fl)*-(DI±i7D5felcfc^T, ±E*BSfc 
fi^T4Jffi*ftfcX^7V^;Mi*ffit\ xV v^/Ux 

[0 0 7 2] SftiE«©#tt*lc«fcoTO*lii*RrlBft 
ft* x /Ux- * ftT^S X ? =y y filWm 

P^S-ft/cxV y^/l/x— ?<DPi-(Dtti7]5 i El;:fc^T, =M 

[0 0 7 3] S40#ISBSf *tCs H20Bi^«^J 
JtHT^tlLTHB (#iJ^«'3ffl) O^to^ai: U ^ft 
b^Bg^b^tifcM 1 ©Bg^ai:WeS€"ri.7DiCi:s 
E«*SW-fcjHlia3!)^5a7L*ftfcBB^«*ffl^l«*ffl 
S©»P«*ftfcx^v ? ^/l'x-^t<:X^7>7/USQS5& 

■a-fctwT-S*, ^iiv c^6aif?SwS1I«8tei*. 

x-r y*;ux-* i: fct»j©E««»-p« y s j&osatif 

|g;fli:P4^fcl>TtSy©E«gK<!:^ ; S i fc© : &ffiffl"r 

* 0 

[0074] frfr**4©#a*ffloft», mmmm 
yBg-^a©asai'&i56±T^*E« : Ex;i/«a#tT-**o 

Lfrt£©3l4©3M£©i§£K«s S3©#ScfcytM 
r * fi^ttOK^Eflt x ; *o 

[0075] s£m2©ng^a^6-ffl©^*3-a:a^£ 
2 ©Bg^a=&^sijr *7j&©f& m 2 ©Bi^ 
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tmiuz&mLftMRm&*>%tso awe mmwnt 

Efflifc«>ll£*U:E*0EE"P 1 t»Sl\i v^U 
**E*£totf«C4:lcJ:y t j:y-stai«a©aitaiL 

[0 0 7 6] &J3Cfl!>*4©#grcBl/>**2©llW« 

&§^g|<!: LTEfflft?<B*SE«*KH*©t.<D£ffl^ 
3o £©if£v #5t©Effi#fr6£T©§l1fa (JI2© 

TW^b*ftfcw i ©ahwb «aEL*^Hy* x-r 

totk M 3 (D^fScfc U fc**E{i*te*37TE«* tlfc 
[0 0 7 7] SfcSlOW^tLTr-fS^JUx-* 

icH^tiOSfflcsa^icH:, ^To«if assail* 

[0 0 7 8] §331-9 *Tfcftt\tfc «2©flW«i:L 
5?£/l/x-$tc^TfcB£© i k©'&ffli/tftffs J:yi£ 

iKDHLt^xxAi:?**. ±3©^-rn©i^fsi£ 

[0079] HMtfg 1 <OBHMi©BS^btt« 2 ©Bf^§- 
^Tt>Sl\ £©£5 fc*£?fcS& 1 ©Bi^fiitf » 2 © 

[0080] &35*4©#aic£tt5ait«©Efifi;£ 

«HWb*tifc*l©*MI*ES«f*TEfllU SI2© 
(*»h7-9) ?E«U »SflS^ai«EtHlX»7E 

»{*©»»TE«-r * c t T«itaoaii*3e^ < 
< , iB^iSfttcj: sEfitti^-rnos 

flHBTfcft^U ft*® 1 WRO«flHa*E»«IM*?E 
[008 1] *fcfi»j7ll#, BWfbStlfcE 1 ©BHHI 



*2©*^fr53=fiBSftfcHH©#totf»0£T 

scse c*yh7— » *acTEflrr»35i£*«y 
*«. zozoiz^Tommmzmmm (*-yh7- 

S^LTEftrSi, iWOHIEWSW 

< */awiww!>Efliaiisw*iic*tt 

ItaroEflUcRLTttv ffil *tf«?EBB»*«E UT* 
AWE (E«{fc©WB) *trt\ BE**ifcE«Jfc:(Mi 

wr44iMETiB^(bL/-caflia*Effi-r«ft^o#a 

[0 0 8 2] £fcff%(& W^btfhfcJS 1 ©KHWI 
«t. «2©liB^^5a«*ftfc-l§©^to^«O^T 

*E«WMHii:TEfflrr**it*ay»«. c©£? 

©&»*J:y-E«J&LS<?S* ^iEfTjftKS*-r*» 

sw*i^*<*«it?*4. toft. Ei»a©E«u:flWB 

r*E»«#W:*ftWl«l#©»«fl { JI«:oTCTt.S 
[0 08 3] 

( i - 1 ) -mm 

* ©3 y #T*«Efll#i, s>*/ux-* ©sw-# 

-^/ux-^ <oE*s«*wr «e»s«* 1 1 5V 

hJ^^WtA>KJ:-3TEfl«3(W)l)a**i*»& 1 b / >* 
[0 0 8 4] E&Sft# 1 tt3 VrV'yiHfMHPS 

avf/y, -r ^to? 7>r 9 ^ /Ux- ^ ofitgw^n y 
mm) ^a-rso 

[0 0 8 5] ±JBLfcJ:dK» CCT'tt±5SfJ->7.xix 
( r- ^ <D-3Sti6^ 6 H.T±)jM<D -> X x^cDfii*) « 

[0 0 8 6] Efift&tca^T^TVv^l/x-- 

x^x-^ k am. mm) , *-? 

4*t-$ mxxt* ips mm » tft7-$ («y 

»±B, HE) . t-T^tr-^i^r- 

^©a^x-^ («i^ht. me. imms) . zfw?^ 
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*tmm% i d m»±<ommm » me his* si 

S„ 

[0 0 8 7] —me* rVv^JUx— 5f©IBfSiai* e 

E«ffl*y H7— ?3*aser* (bid . cohiic 

33^Ttt> □ VrV'J'IMfNSttl #S»FiEfl*»#2 
leuvxvyi: LTOtV v^l/x— * y s Siiie 

Il*yh7-^3«yU, WE* A. BWCtVSJ 

CD-ROM^DVD ^-OfftcDgBS^ftlC «fc 

3 fclfc tti3«S*jfc7 7- -f / ^(DflSCDEWaeaHH* 
fiOTlTSo cn6tt'>ft<tt.Ty*lPlK-3^T*8* 

[0 0 8 8] KiBEffllffl*y h7— >31CB» mUCTik 

Lfc*5&T-*^©r-*8tfiHl*ti*. 

T\ H2©7 f -*8(CH:aM)»8A**LTt' k «tfx C 
h7~ 7««* (KHMH«?a^) tfi£© 

w^*»i*-exfl>iwtt«i«r*n:»jcaiK 

[0089] 7V5>*/Ux-*©TiEfT*U: 

7— 7*35 U »Jfi 
*tt©«i'»«M«Hl*W5-r«**y r-7-^7*i!#£S 

iR-rstwt^jtenSo ^fcH2iefc^Tt* : iBSLT 

l^Sjb\ UPgHctex-* 8 £iEirrs±?-#gft'vy y 

[00 90] H 2 ©»«?H$*lfc**©ffl#tf ±E« 
?KfllWI#2fr6S!fll*tl*x-^lCffla-r«„ H2 

«*Sir77"f/U7Q^—- >3>T-7/l (F A T : Fi 
le Allocation Table) 8Bt. 7-<V$H>T-$0)fc 

mm (Eflwt, Kffift*©s£^JBM;sttffi£iiia 

*©ffe©*ft) t^feWir-* 8 C t. BM»t-*8 
D £, tHr-^ 8 E ctf»i?tlt^5. 
[00 9 1 ] £CT&x-2lC&tt5tlTVS«©g£ 

ftfr©— £KJ:oT\ Xtt^W^CDtgiblCcfcoT) © 

<t) (c||ft«VM«aHt«C&<bRl1BTS«. 
[0 0 9 2] BUiaj*?-*^ COKfl^T/l/TTtt, 



»*3>x>'y*7;l/x7*-V>;/ h?IE«-f STiiC^ 

ftflSl©R§l t-$HP«Bt-**ES L TEfltf S * 

Tn-x-y ^^SMtJUcr* 3aS©BS«.x-*M« 

Tt*. 0!liLl£* MPEG (Moving Picture Experts Gro 
up) v 7i-Y7b-yh (Wavelet) *©ffijfiNf*.S*l 

So 

[0 0 9 3] ccfc^JcBJmavrWSUBWKIca 
-x> y**STlWftUB11T*©(** ISffifcSttS 

t&TZZo C©<fc?tfU ^l^lt-^v htCcfcSiB 
flTJiCli, B3«#©flJ#5J&*i:fcJ£# (x~?©E« 

it) tf»t«)->XT^«Mrr* , b©KBisti*^jja 
#« y s ©»6ms £ xv *j9i\,T-* ©as? 
mm tf pi e tun ^/c t6nffoBM««!tt}Sffi 

#35 So 

[0 0 9 4] #*7 J -*8ElE'3l"TfcmitrPS*. El 
2<DJf^s 2«Si©a-xy?;S^Tl^<b£ftfcx- 

MPEG*©fltfW6*. 

[0095] ftfc@ 1 ©tf^x^x/u©^ 

A t « L fcfliA* tf BflRTIBft r - * tt* WH>ry 
7 V C D i T'ft^-fbSftfcW&x-* tfp3-77 
^7ACD1 TW^b*tlfc«?ST-*?*«fctt» * 
*l6tflB«£gtffex-£ 8©4"frS F AT©1t«£S 

v c d 2 t^nzi-Tv t 

A C D 2 T^kJn/c^x-'J'TSSfci*. 
StfBfflttaH-feT— 5« B«DW6 F A TCDfPMrgl;: 

®RWtcttffi?nsxi*s^nSo tottme^u 

r 7 * - V y h TBBft L * ti«ra 5 ft i^ta It Tii ts. ^ 

[0 0 9 6] W±#»afflB«ffl*'yh9-^3*^LT 
Mi«SttS7 : Vv ; ^/bx-^f::o^Tc7)iJ0^7-33So 
SKx-f^^^x-^ttSS^tiT^S^ft^t^ 
7-b7s5aS (Conditional Access) . fftto?f J 'f> > ^ 
/I/ x— 5» icjfi* tiT ^S Bi^SaS^SI^I- S © 

OKflMiBStLTs l£«*yh7-f (€38*1*) 4t 
raW»5©20*E^T^*. fftto-Bv HI It. 
3i«*«7cr*©l«:^ft< it,2WS©affifflS- J »Ei: 
f SH^iefct^T, *©H8*l£«*y h 7-^74^ 
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LT*F«fcEfflU H5H»SfBa»#5*iii;T* 
gWlcEffiT«*5£*«fflT5E«£3©HW*Sfo L 

[0 0 9 7] &&\ CC"W)l£8*y r- 7-?4 1*7X73 

h«» ATM1, 7tt-yHM 

©BB***T3fci6©#SteT&'«fc<J:3tt:s KMItE 

*ay *«©«(*» ^ii*ffiysao«H*s 

[0 0 9 8] ftfc*WT©WWTW:, T-fS^/pT-^fc 
f SC£ TP* ««1*S#lcJiSTTlB«*tift^TOSIfll 

^Bi^ffl^aTcT^^i^atc-rs/cfeTSSo £©£ 

3&tta*£SUBf* C£T\ COIf S^X^TiUk 

£T©aflHB**IEU:A#1-*©KB$H*B1-*t>©£ 

[0 0 9 9] HWEfaasWa^fctt. StVv^M/t- 
*©B^WCffifflT*«^*£Effi*U:«afcfc©i: 

J&Dii^tctts £Eaftlcffl8!JU:Effl;!rft*-a©a« 
a##EaSfclcH£©t»©£: LT^S^s Sr-f *J*)\> 

[0 10 0] HWC, xV^/Ux-^te&ttSft^Bg 
3«& Effitt*?&*=lV7 L V'yicBa&'E>®'?&S 

*«£#£© □ > r KBS?* 5 fci&T* *. 4D 

lis sawwaff avr >y«ciWrp»*c fc«*a 
T*«£<s aB®avTvyicwT*a©Ba«*a 

Ett©i§£ ttEfflM*?* SaVr'/V It * ^TtS& 
EfflNMI©#U->-KJ:oTt.ll«:*. 

[0101] *(cEfflMHn=o^TKwr*. 

C*itt*Effi«»©*lf*BrF©ft»fcS-3< 
[0 10 2] $?\ *v H7— f©«^s gttPg©l3ft 

ctucau Ea«#©a£, «ita©Effitti*£#tf 



A#T33^lcffi5£©B5M*»1"*£:l , '3fcj££ : rr3 
6\ mig©MMSWc«fgT3£ttf?t3fc*6 

[0 10 3] *aW«»7a3ET*^<©fcf5? 
*X*T/U?tt» *•> (*7-?*ftLT©Effi£s E8 

a#u:**wittftEat««»*to**ajE"*"*. t 

-7£teofcEflT*t*IEff&©fc*tltffcl^n^il 

afta^icB. *T©anra**yh7-^*^LTE 

«-r*ltfJ:t\ aifa©Ea6 N 6r-f5?*;l/T- 
[0 10 4] H^tC. tVS^/I/x— £©B§#fiJ3(Cffi 

fflr sis^aaico^TttatBttftSJfiBft < * mas 
b$*q 6*iT^**a©sti5B«aa© c tastewi*?* 

tz°zz>« *tc, aicassaawoaafcasrc** 
tctb. toft. yfjE^mz^k^j^x^Tiit^ 

[0 10 5] SfcB1tf*^TlE**y K7-*4£E 

ti$i# 5 1© 2 ^(Dmmm izzmmz tisaa aw\ 
aa*»ar */£46©#aicfe». N TKw Lfcd; 5 e 

a ©a, xw\ E«ftSKa4**ift@^© 
£Ba?B^t*ftfcHHsa£*aa©«*-«tt:w:a 
ar*. 

[0 10 6] (1-2) IWJ 

□vxvy^awicEar^if^x^T/wco^T 

©^©T-S^o tl©il©tfv > ^.X : Ef ? ;l/li^*6 N 6?-© 

aaica»t«iot:^*z i ET/ua/j { aa**iTi , »* 

Jb\ ttHaVTVyCEaaSETaaaStEflteS 
ltS«afll©)R**+#tc»E*-e:« i E.©tt4<*ffltE 
IofctOttSL\ *aWtt»©Ea j Er;He 
afflTSCi***.*. 

[0107] c©a 3 ic^t tf-^x^^u©^ a 
1 ©□>x> , y$w^ai ttw®w^tti aicsb 

y, t*5**/I>t s -*©IHI*»W'*»IE*6. 7l**J 
a A. BltSfci. 0 3S:fc\ B3©a£» KHlIVxV'y 

iciwiftajat lt, aaafKfeai a^saetsn* 
7 -r ;^aa«i?aa(caa'r«xa (xu->*i 

e : Film to Video Conversion) 9^aLT^5o $fc 

HT-tiEsyLTt^^6\ ij«A, Btt^aa^naa 
[0108] (2) mm^xTkm 
?%tcti><D^&T<mwLtzm 1 ~«4©#a©^rn* v 
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leasts**. «oft mMBmmT'&zfrzwftmam 

£©«Bfclfi3£LfclB«t>*4!ft wMvmv £ft6tc 

[oio9] (2 - 1 ) mi ©ie«->xxi^j 

04 IC, ±$©t^*XtxVU£IPlt~3fca6©S£l (7) 
Effl5>XxAB*3Vr. fc33»1 ©IBIffXxAflMM 

»©« 1 ©#aic*K5-r*. im->X7 i ^tt±«->x 

^xrwt a>x>'y©E*S***?-*»*#i©>' 
XxAfc«?Effl*«B2©S/*x^©tt£S/*xA£ 
T*. aBroaa.fcSfcili-BBSas/axAfcSHST 

^S/Ux-^EflfcSttSISitSftfcS*!©^? 1 
[0 110] (2-1-1) 

©e«*;*xab©«£«js*wet*. 

1 ©E«->XxAU:tt. xV S^/l/x-^OEB 
leg § LfcB 1 ©^x/lxt, x-f y*;bx— ?©§W"# 
BlClti LtcWiKD^Tfrttj^ZtlZo 

[0 111] (1) Slff)ix)b 
m 1 (D^Tlbt LTmfc±»»J5/Xx/*B. SxV 5?* 

*&WcEflft?S**ftJ£*U:lS*©Hi©£fciifll 

«E»«tt©»»?©EfflBfc»WS©IB««Wc»* 
[0 112] -73, T»J->XfiMl £2S««Ii;T 

[0 113] BKDtx^ttS-rS^ x>S?2M/x- 

[0 114] (2) E2© : ExVU 
» 2 ©* x/U £ LTl,ft;T»J->X ' * 

ita©-ai5i:K«af*©jBiBT?Efli*sw-fc»y<oa5» 
£*»csmst* xV $>*/ux— * im%<Dvs%m*m 

xV tc#S-r«H^#!t)Wc**i3 c 



tznmt* af^sasjbWS-ti/txV y$/Ux-$© 

Pi-0Dfii735fetcfc^Ts iExV^Ux-^KSSStl 

t ^ « fiHWbSBa* Wb u ^ffiTt 

■T^fiaSi:, «^ft/cxVS>'$JUx-£©i«--©ai7J 

i\ xVs^/Ux-^sx^v^/w^LTatfj*"* 

[0 115] E©£ST3M->*x£©tH:fcSBW\ « 
^-/WeA73S-^5xVv ! ^;Ux-^(CSg?tlT^ 

* 5 >7VUSaa3bWTmfcxV VWr— £©!«-© 

[0 116] «2©*xJU««-r*lC* EBSSttfcB 
xVv^/Ux— *fcX*7>7/WQS*«LTlWj»B 

[0117] a^-AT4j«ri7^7>7*/i' 

LTttBB©* B* U\ 
[0 118] $fc, WfcSBt LTW*jr8B (li 

b, m^mom^m) » mmm. tm-h. iebb 
[0119] ai*«BiEfitt*ms©u^»» 

Ittt, tV S>*/Ux-**WJ*tf fcfx*x-*?»:h. 

«\ s^bs's©*/^ ai?B'N©aBtf*A6n«. 

f fcxV V*l\,T-*ftMZ.\i£*-Tr<(*T-*?&tl 

tt % zt:-*£ai;T©is£tf*a.6*i4. #jft =t- 

x -f * x- * £ tfx* x- * ©«£x- * ?**ltf » 
©BBSU: 2 0©tb7D*M : rfetl^o 

[0120] as, w±©a*t>— /^ai*SBictt» 
t^s^jts©^ 8iBB£&&-r*isiB&B (B 
-r>^7x-x*-K^¥^*aiH]^) ©=fc 

[0 12 1] (2- 1 -2) i/XxL.tM 

y-iu 4t. ziyryvmmv- ai 5<t, s?eigp 

1 BB«*«ait-/n 7«h, ^fc-WBSBKasi 8 

[0 12 2] E|4T*t*, ±3SfflO->Xx/*lCj5W5Ctl6 
©*«^5*tf^m©li«#rt*>XxZ*lcHW6ti* 
fr***TWwLTl'»ftl^ Ctitt*Bfi8BB**B 
WM K if© J: 3 Kffitt? ^ 6Si t: '-y* X±©3JK t a 5 
tc&T&Zo ftfe«IWaSI6©K»XW:EB©tt33tts 
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[0 12 3] TmrsZT-Ut. Sffi+I— -K3 1 

t. mm.33 2ts m^t)—j^3 3t, mtimw3 4 

"6, «^+f-M'3 3tt, JEKft4ttflg&3 5 tfg^bSB 
3 5 A, Si*l7cS3 5B, HVxV^a^bgPS 5 C. 
X^7>^/Ugl?3 5D) X-?5>^Vb$iJM3 6 
ttj7DP^Sgi53 7 t^ifi!c^i»o 

[0124] as, ztiztD&ffi&Lmmttznztimm 

7hfi 7©-atgi: Lzmmt % z. 1 1 bJ&T&Z, 
[0125] stem*, ±«Tv^-r^epi*e^SMCD^ 
* ^ esiB*« LTfe y « inire^rfcsittea&s*© 
itisw'j^fft^ejSiBssE ltv*. t -a (k t»3Wjansa 

[0 12 6] (2-1-3) S*MEW©«WL 

7) ^MSSSSfcil tTJMHtWtfcr* v^jUt-*© 
h L/-y»«*fll7{.*. ftfcSKtf- /Wa>lia-: > 

[0127] -r^-s, *wnMB&*ft 
«i&**sw-*»s«ii£» A»*Hi©jifTfc£«K:x 

[0128] nvxvy^^bapi 2tes tVS>*/Ut* 
HST*35*. fliltf. M P E GSlft^W aveletl 
ttHKfc 1 «S7£W-jW5fc*i3©T«ft < . ilffllSfclE 

ig^s^tjsaaiis im3>tV'W-/^ 1 
yyft-i-fbSfl 1 2ii, fsc/wF^i/^ffl^TM 

©V7 h^x7 7 ±©5aSi:LTIIllLT i £,Sl\ 
[0 12 9] V^btfl 3t*. E££ffi1 6^63>x 

□ >x>7?f ^b*aa©»7 LfcxV v^/i/x-* ten 



[0 13 0] DES (Data Encryption Standa 

rd) s FEAL (Fast Data Encipherment Algorithm) 
?-©ffi©Bi^SElSAWf £ *l3„ £ E ?©BWJQStt, 

4nc-3^T©B»*aa»» a>x>y^bffli 27a 

[0 13 1] SfiBH^bSBI UWOM-K^iT* 
V 7 h 7 x 7©SaS«tg<!: LT*H LTt 
[0 13 2] igaStr-Kl 41*. #3£#©*fl««BXtt 

•trzfflatfttSftfc) r-f^/Ur-**xhu-5?* 

253, ^^T-©tti7J«tgi*, fi»«eS6«i6^U-h3 

[0 13 3] Si3SEflNl* , y K7-*3*Jl^fcT-* 
©Efttt5!£©i: C 3«IH**JE Lfc*«Si©E««* 
eaBS*©iRi±i8 t ffl^**i*»3lEl!:fe^ 

riix h y-5>?E<iS<E.ssrr*. 
[0134] &*>\ r-f-^/i/T— 9©iHi*EMift 

T-**»fs©Eajii*iEtttt-r«Ess«7iiK*ti 

So 

[0 13 5] n>x> i y«7-/\'1 5tt, 3Vf>7 
+f-/\'1 1 fciMU «rfclcS««-fc3VrVy©aa 

zmm%mw.?&%o %mv—/^ □ > t° j.-$m® 

[0 13 6] mmSLtfl 6 It, EflB*ftT«*T-f^ 
»©«Scffiffl*ti*l«^*iC«ilffl^cflI<SM**i 

[0 13 7] Efll*Wl^-/n 7tt, 3>T>y*K 

l fcB§^s©itii?- r-^^-xtCcty Bar 5 sst- 

CCT-©E«^ft[ettffifflRltBSSF^, aj73RlSB[Hl 

[0 13 8] iBfflrcSa-y— A'1 7tt, □Vx>yEI& 
*» 1 ©->X^fC©*lftlJ-«Ji$s tt?E1I¥H#2 
©->7v7 1 Atc©^ISl7i.Ji^ ^©vXxA^tcKlT 
5H^-?-©fifi6^x.5tl«o Ctili^Bffi$tlc@^©il 
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[0 1 3 9] 04 ; ?-cDflficDilffite3bHti 1 iB<i7 l £ ! iS- , t- 
M'l 7t4, T-»J->XxA©!ii73P^±y[5]li (—IS 

«jt«SU— ;ti 7(4, aBEffl*n^c«^TB«St 

(9fl*J» ©mams (aj73Bm, milk 

[0 140] t,-3tts E*ISt-v 5"^-X^Hj73^S 
gffiifgSIStt, WlfttW- M'1 7<!:SiJlc|SttStiT 

[0141] Cl<0<J;3tCT>JSffliJv'XxAW£t573n^ (X 

[0 14 2] J&fc\ ai*Pya)SfflttKfll5fe*a^— A' 
1 7 6MTfe^<T i fcg<x fl&flDl^aHTCgfiLTtiS 

T% EI4^45>Slll!:j3^Ttiti373P^ : &T-»J->X7 1 

[0 14 3] 1 814, 

fi8**lfeBHMIA*EfflJfe*lcH*©»l!l/^-V7» 
SOU -fiO^toitllA 1 Ktf A 2«Mt?glT'S 
So ffilAtfv iHIifefc**WJ6#JtM OOOAl^txtf, 
1 0 0 0 A 1 »tfA 2tf£A«tl«. £f& 

1 8lCcfcoTI3ffl?t 

i 7 tmfevmm&mmzS-z-ZhZo c<d 
•>xfi,©)i^ £t>-y*g=jawi 8(4, sbVMAi 

a*^bti«A2=&3Ba«#*^LrciEflSfflic»a 

BP1 9 £4*.*. 



[0 14 4] *&fl!1 914, »B*S^t3ttA2 

1 9K(4, mmmttvitMmmtmttZM. e 

flt*M*K& Bt«BI*Ky ftSWMKU* 

[0 14 5] T3SfJ->^x/*^«fig-r«^«g® 
*WBW*. S«-9— M'3 1 (4, 

[0 14 6] &fc\ rVS^/UT-^Eflfcieafltf* 
©JBJKTSlt* J§£. M2E L fcSfflttijgli tV /Ux 

So 

[0 14 7] RIM! 3 214, E»«#0»»TEfll*n 
Ztth&mA 2 *Ea«#* v 6«*IX*/-c46©S«T** 
So CCTBIbttflllEtts K»«f*fc£i;fct»©tffll^ 

[0 14 8] a^-/(3 3(i, xV 5>*Jl/T-*ld« 
[0 14 9] «^-/S"3 3(4, IfflOA-K 1 ?!?* 

-ars v 7 h ■> x ztDsaaatgi LTH3S urta 
t\ mmcmm^v— 3(4, )r«©#s#icj:* 
JFiE^jft^s r-r 'JZfrT—fi zumtztcisb, mmco 

Hsr*tiM^L«:<3S:*tt«*«awr4. iinero 

[0 15 0] »tC % ffl^««EgP3 5 («^bff 3 5 A, 
S«7cgP3 5Bs □>x> , y^'(bgP3 5C, X<7^y 
^W!3 5D) tCO^Ttt, *«Mi6^PyfMtEfct , 'T 
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[0151] zzt\ warn 3 5 At*. mm^3 5 

Bfr645L6ft£Bg*tSi£ffll\ SMW— 3 1 fr6M 

ISWBttWBOM- K * x 7 ?*3W * C i: * T* S 
U 77 h7x7±<»ig<hLTIIil?-3££ i t,T-# 

[0 15 2] Mt7cS3 5B». *•> h7-**ftLT 

mmtzvmBT'&z* WTiztitcvmmitmLTbm 

5 B©^TlCfi^TmS05»M«»*tl*. SRWB 

[0 15 3] £fcgfil7tg|53 5 BW, Sffi+f- A3 1 

r-*8C*W*HJU SBEil«x-4»8CT»S»6ft 

[0 15 4] CCT% a«7iSP3 5 Btts Stlfttfl 
fcSftSi:*. WbS3 5AlciiWIM*irafl»*5 

7tgP3 5B(±, saftfttfafc^ftfti^Ss a^fb» 

3 5AlcW^P*S±fl»£4a.5i:#fc* X75>7 
/l/SUWB 3 6 KX7 5 y 7"/l/ttDR£8±fl»Xtttt7J 

[0 15 5] □VrV , ya*fbW3 5Ctt, 
SJBLT^4a-ry*#afcft|fcT5fc©tfm*Sft 

t»W?**U y7t"7x7©-«M:LTIHW* 
[0 15 6] Z*5>7*M/S5 3 5 D«:, a>7>yS§ 

*s<ojB»?ffl**ti*ctfi 5 a^«»:3ic, x*5>7 

1 7 1 L T *i|-T 3 Z 1 1, pTtET-S «. 
[0 15 7] &33EI4<DJg£* X-77>7>l4iJ»3 6 
*a*«!6W3 5©^g|5lCfc^Tl^A\ X?5>7>b 
§ij«5 3 6 ^«^«tgS! 3 5 ftcD-HtS £ Z 

[0 15 8] X75 >7Vl4iJ«3 6tt» ®«tcSI53 5 
B K <£ 'J X 7 5 > 7VU8i0££tfi*W£ ft ft Jf-g\ X7 
7 V7/U«i: Cflt»**rr^^ 5 >7>««»£T 
ft6««7cffi3 5 BA^67.75>7'^$iJW3 6lc 



£fcX7 5>7V 1/MffiB 3 6 *H*««T^f * 3 (C, 
aVrVV«*fb»3 5 C*<DftMc»LTtt**ttr4 

tWkKMa KO&-X7 5 >7/UM#8fif3-ftS <fc 

[0 15 9] x^VT^WtexX^VTVWi 

(a >r > y ©BW*iwsnr & fctf k a** x 7 5 > 7* 

®M<D®&ft<olt. K«HK3#g©£Sk 2#iO£ 

[0 16 0] i*K> 777>7VU$iJiP33 6tt, 10 
od a y =f y y «• tH 73 f 5 x ^7 7 > 7>l>& * feW X (* 

-^crji±j73gm 3 4'\cottJ70* i fciiii:X77>7/ua<!: 
tX77>7VU^^-T«o 

[0 16 1] $fcH4*<Dffi©Blffi-PW\ X7^>7VU 
SIJW3 6^6iU*PyWH!P3 7tcX^7>7'/^ 

«awa«:U?3P^«aiJ3 6ic4*5*5(EUTt)fi 

L\ C<Tj e fca^tlfB ; &tiJ73P7' < iagP3 7lC4^?»C<[: 
T\ X77>7VUa^« t ?FiElc«S?n/c i fc06^)b^ 

[0 16 2] Eii73P'7' < iSSP3 7tt, U73»B3 4^6 
©^iEffiaSKftl-Sfctt* ffl*S«3 4f!:fcW-*ai* 

x^tLTIIll'r^CliitRJtgTSi.U V7h7x7 
<D-®mt LTMWitZ Z t ftt>n7<g 
W33 7W, Ul7]P^ ; &iiffilHli|g^jiCT±»iJ->Xx 

jr. ±»->xx/*T- £ e»syjis §#^#<DB^a37j«>R 

[0 16 3] ftfiCCTfCffl^P^B. T»>XxA 

A\ SKtii7]P^ , SSi5 3 7 *<Dte©gtlKfc^T*ft 
(SEl+SaS) ^>»*TSQS5"tl/j: i e ) ©T i fcfit\ 
tti73 P -7"tDlf S <t LT3>f> ^WM^Om^^ 

O A7J#S-¥>SaSgSfr6 4 X 6 ft s <t "T 5= 
[0 16 4] ft&lC* u*««3 4©*a«Rwr«. 

eft^„ BH*3S-pa5ft»«ss«^a»»«tf#*6ft 
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5U ^W3kT:'&tltf7.¥-t)-m}i$tX%„ ^fft 
ICLTtu tH7D^S3 4tt, ^(D^CDlitggPcDffiKx 

[0 16 5] t7^7V^W!3 4AB» M'3 
3 6" 6 4 * 6 ft 3 x -1- V s £ ; 1/ x - $ I c SS * ft T I ^3 X ? 

tg&HJKDM- K 1 7i7i: LTWH-racttiRlflfe?* 

TSB*. 112x7^5 V?VUg|53 4 A^ 

[0 16 6] C©m*|g«3 4<D»£«EK x*?5V7" 
JUS 3 4 A 5 iti*)* ft^fi^lCO^Ttt, L 
CD cfc ?«m^HHII LfrSSS ftTl^fctt* IE*! 

**IEfcMifrSfcIlttLft<ftStt«**Sffl?"*. 
[0167] (2-1-4) T-f^^r-^OBflnBl 

ft 

£ 1 CDISfli'XxAflJiCfctTSxV v>'£/l/x— £<9BBfi 
-JZfrT—Z&ayTyvy—J'Ci 1 lt^Si?ft«<!:, 

a>fV7litr-/ii sroeSTfcfci^TS&avx 
vyiciwroiiwaitfaasft*. f&ssftfcie 
*HKrafe-e*£ri»p i 8ic4>i5ft. «iBffl*(ca* 

[0 16 8] CC?, *Kffl*lCH#©»ffl/W-Vtt 

VxVy«tCJlS:*»»l/^-V*»fflLTt.fil\ t N 
-fftltLTts H4©->XxA^J"<?tis #^#StCZl> 
x V i y fcffl*©£:b-tt«tf£lSS ft 3 . 
[0 16 9] am^ftfc^fc-t*aA 1 £A2tf 

x-r ~J$ $ (DmmzftiL -3 XMm KEffiSft 3. 

UT. £fc-ttStA 2ttffi««#lcfB0i?ftfcJK!fiT'IBfl 
£ft3„ tot** »Kr-rS r */b7 s — SKDKftfcfcfi 

[0 17 0] TVS^Ux-^^fciiftoBBflregtt 
fcT5»>Xx^/)\ Rfr^cDtH7DX7-v ; i-;H^oT 
x-f VZlW-Q £Wc&!±i U *7C* ftfcBg^T-flf-^ 

«yi£isi*r*. Bg^3©s?i&* ftfcxV v 

2 ;U x - £ CD 3 5 W X x UW&\&k£t % □ - 

x-y *£5£tc##3fc©#as?«tea»<b**u awe 

Sleo^T<DX^5>^USaS*iW^-/^3 3teT^ 
[0 17 1] C©SL i§^-M3 3i!)^im7V7 

j nflae<»*tifcT< v>^;ux— si^ajTjga 3 4 icta 

TJ^ftSo |ii73§&«3 4Tttx X?5V7rt4ll»8B3 6 



7 *y±3MPJi/^7 l AlCii«]*ft4. CCT'CD 
ifiEQtt* a>x>7CDIiJ7jmcffloftTt>S^ CTftfa 
-5, 1 Bomaictf* i igaaisftTfcSi.'O U 
S«!)ffl*Jlliai**t»T3iHlLTtifi^ (mZl£. 1H 
»lCfflatt-SyXh*littJLTfcSl/0 . 
[0 17 2] (2-1 -5) HI CDlEflfXxjUWecJ: 
oTW6ft5^ 

±atCDJ:5tcmi <DiBfl->XxA<5iJtc<tft«; 

©iBflie»**»t Lfccttc*y» fct^^ft^cD 
ttimifiBMitirct LTtfs^'b^is^ftst^y 

cD-S^^f£^IEfia#«^b?ftfcxV v'^^x 
ISlixV a J*\W—. ?t(iS"JtcS3«*ftS/i:«)> S©7 

[0 17 3] t/cBf^SaSA^P^ft/cxVv'^/Ux- 
y , TiEfT*tcSW*+»ftlB«KJ«i» Lfc**T 

[0174] sic. mmmz*v&£&mv*&*tt 
tfumL itm&en y □ - r y ^ *a*ME l fc^ 
n^T'tx /t3 3 ct'Piw 

73? ftSx-^ttX^ 5 V^;U«B1* ftfcx-^ lE«t- 
?ft^fc46, tB7:gS3 4^aacD=l-xV<7/5ST:ft 

[0 17 5] C©Ct(idl*}««3 4©IPfl3*gtf / >&< 
»«JCt*t»«i»r*. ■r%fc■5^ ;RfflScDtti7D«»3 
4lCr^^7V^W83 4A*»K-r*tWE» iESft 

«T5^fP«fc^fei6, I1173»E3 4C0fi«^b=&*H 
T»*5. Sf^T, ii«Slcd:ytttg<DB^t±J7]^S^ 

[0 17 6] fr< LTx ^Efijfticwrase^ttti^T, 

xA^^ffl-r^±T-cD«^tttPBftC^ST : -t§o 
[0177] (2-2) M2CDiB€>'Xx^J 

±a?cDtfv'^X ; Ex/U^II^"r5fc46cDm2cD 
->Xx^J^-To CCTH5(^ H4<hCDMfSg|?7jtC 
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[0 17 8] (2-2-1) ffiE^ffifiE 

CCDS2CDl2fi->X7 1 ^©ii-& i t J s xV i^/Ux-*© 
EfllCsil Lfcm 1 (D^t lists xV v>'£;l/x-*0)g 

[0 17 9] (1 ) IlCtfil/ 
SB 1 (D^xVU-t LTm/Ur3SflJ->*xA^ &x> 
iUx-^teHW^Ji^^^l-^ffiSi:, xV v^;l/ 

* ftfc»»«o-aJXB*©5S4ita** i ommm* 
Kfflt^ft^-a fc»y ®£to-&«xw:*©*£it 2 

a -MZtit? Tlg^fflSlcDSt* ftfc x> v>*/Ux— £ £ 

EffiTssastsmyrs. 
[01803 Tmrsxrut. muDBmm* 

2 (Dimmzm uTE«£Stt/-c£fctfaxtt*©*£ 

[0181] CCT', -&to-a:a* s 6-Sicogp^a^fiE 
r * 0 v»* atisuw £t ©I3ffl5t immomi 

Ttfi^U *EfflJtel::H#<OSlIIT?t»fil. N U 
[0 18 2] fffeCim ^t>tttlO-a5*SlC4rtiJ 

[0 18 3] (2) m2CD : Ex;U 

*i©eaiiH*)iL:TiBfli*sw-/'c»#«xtt*© 

t3^iiXtt^CD^'iffB=&5tc»lS-r^xVv > ~-S!/Ux- 



v^/l/x~ * KttS tlTf *«HMb«HI««*fb U x 

;Ux-^OPi-CDtB7J^lciJ^Ts ±IBffla"Wfeja*ti 
fcX? 5 V^/WISffllV xV v^/Ux—S^X^ > 

[0 18 4] E©£$T3llffl->XxA©ffl:fc£Wi* * 
SfrS ft 3 xV : $ /Ux- * fctt*tlTV 

<7 5> V 7; UHL3 tfHWfcS ft fc xV -V £ / 1/ x - * ©Pi-CD 

[0 18 5] (2-2-2) ->X7« 
*i/^xA«!l<tmi ©IBfflv'XxAfliiOiiW^ 

W&SB2 1 £*<7>BI*ByJ5®l*lM03 8tfKttS*lfc 

[0 18 6] S^S£JSS2 0tt» £trtt*£j8»1 8 
©»*JjffiIlE«J:y»5tlfc^43-tt»©-SPA 1 *BfS© 
#ll/^-VT?»|tJU A 1 1 MM 1 2 

1 0 0 0 Alvtltf, 1 0 0 omofflftMA 1 1 Stf A 1 
2tf£fiE£ft5o fcotfcBfrJEOtfM/tt'-VttC©* 
5 tCEfllitSlC Rftsa^^T-PS < v £T©E«$fcK 

[0 18 7] feastifcwaa** w««aia»2 oic 

•fcoTEflfcWHJ— /*1 7 <bF/T^£Dffi«ag|5lt4x. 

efts, :©->7fi®iK. *»«£j8a$2ow\ ss 

#§IA 1 1 K7-^*^LT<0EfllffllE^ia^© 
ilfiSPlc^ «S8P#«A1 2£ESi£tttcJ:3Bfll 

[0 18 8] IM2 1 li. iifil*Slt/-c»»«A 1 2 

2 1l£tt, E»«#fciSi;fceii««S«R»t5ti5. IB 

/\'1 76^e^x.6ti?»„ HBSO^H^oaflMBK-a^T 

[0 18 9] ^fcai^»iiSI5 2 1 t^&rfHJiaBS 8 
Itli, Efll*S«-5Efi«l#{ElSi:fcEili«WI««*« 

[0 19 0] *1 ©Efi->XT^filTtts ^fc-tf 
S^^gp 1 8 fSfig* +ifc^fe^@ A 2 BEMKHHi 
CTT-»->XxA(CEffl?tlT^ftjb\ iiroS2(7)E 



(22) 



&BI2 0 0 2-2 6 1 747 



[0191] J-X±^m2<DiB#->XxAfJ<!:mi ©E« 

fiXicc^TMesMtfs^fc^v tnt$R©E«ifim-x 

[0 19 2] (2-2-3) B20->7.x^JlCj;oT 
VLtoi <fc 9 KM 2 ©13«->XxJU<?JtcJ:Wi\ SIS*© 

%o ) «hKS«W*tft?3l31-r3fctt, t-ftfc-BIS 1 ©-> 
XrU'J %£lC»1ffffi©Ef«IB#iM;l * fc #K 

[0193] (2-3) 3S3©Efi->XxL,0IJ 
H 6 IC, ±>$©£S>*X^ xVl>£*JJt?'3fc46©* 3 CD 
EffifXT^fly*^*. ZZ?m6lt. H4»tfH5i: 
©Wj^tffcHHWfcttLTSLfcfc©?**. 

* 3 ©Efts/x^flitttas©* 2 ©#Ktc*teir£ 0 

[0 19 4] (2-3-1) fi&Wtf 

c©J&3©E«s/x?A©W£t»s x-r 5>*/Ut~ *© 
EfllcfcgLfciei ©txil/t, xV5>*;Ut-*©S 

[0 19 5] (1) »l©*rJU 
ft 1 ©*r/l/£ LTI/c±«->X7 : A(i, StV 

HSK^TElc*R©»^*£j«-f 5«JS£, £fig 

«$£#i;:Efg-r*fflJi^ «y©ffi»«xtt*©«£ 

«#lc**atjffiai:, S#E©£J8fcJ§^&#ofc8 

y ©st>£ »tt*©«£it«*K^f*©j&B"t?©E 

Z^v-'i-;Ute?MoTBi^SQScDM*tlfcx-i'5>^^x 

-^*Efltr5*aai:**fTr5. 

[0 19 6]-*, T3SfflJ->XxAli, £1©££JF9« 

ai:TEfli*sw-fe*««xtt*©«saiwais e»« 
#©»»?E«£g w-fc» y ©»»«xtt*©»*ita 

<t, *2©EE»#©JBt8Tra«£Sttfc£fc-lt*Xtt 
^<Dfgat1f^»^JS-T5x-<v ; ^;l/x-^lell^© 

[0 19 7] (2) *2©*r/l/ 
lis *10ffiaaB«ii;TEfll*S^/-c»»«X«: J l:0 



sssifffl <t , « 2 ©KBtttt®»ffi-t?E«*s w-fcs y 

0»»«Xtt*©3S41lHlt» ESJSM*©JBffi-(?EffiS' 
MmZtitc x -f ;U x - ©Pi-© ttS735fe(cfc^T, 

fbu x-f^yux-^^Tfrsfiists «7E*tifc 

xVv>*/l/x— *©Pft-©di735fcU:fc^T\ ±E«B1T 

[0 19 8] C©£*T3M(h>XxA©itia««tt* « 
/ to 6 A73 £ *i* xf 5> * /Ux- * KM* tiT^ 

^5>7;UjOS*W?ftfcxVv f ^;Ux-^©Pi-© 
ffl?DJtlcfi^Tx lKxV-^;Ux-^^F/T^©aH7iffJ 

[0199] (2-3-2) ->X7^M 
*v/XxA^JlcfcWi,±-»J->XxA<!:m2©Efi->X 
xA«iJ<t©SlHi, ^t!A2©li^7 
£fl-LTffi3ft*©?ttft<. ft 1 ©E«->Xx2*0iJ© 
J:5lcEiM#£aUTJI3!*ft3j£T*5. C©fc 

^-a«A2©Efli«tticoi,>Ttt. mi©E«-> 
[0200] w±#*3©E{i5>XT/*£±j&LfcEft 

©E«->X^*»2©E««>XtA£H«T 
[0 20 1] (2-3-3) B3©E€->XxZxfJleJ; 

w±©«fc ? tern 3 ©Effi->xx^jtcj:+x«; »t$B© 
e«£ 1 ^©e^t 2 o(dib^* tT-^i-r^fc 

46. rftfel3S2©Effl->Z7 1 AmyfcES»MttE«J: 
*Effl«!Sfl«*j{.«/-ci6, MMI(Oiffli«ffJILfl^J: 

y^iEff»tc»-r4S?^tt©K^ , fc©*a#t?*4. 

[0202] (2-4) *4©Effi->XxA«l 
H7lc ±a©es?*^^x;U**5i-r 5fci{)©m4© 
Effi->XxL,«lJ^/x^= 04t©^gP 
»lC|i)-??^#LTaLft: i b©TS?.„ &fcH4©E 

fi->xxA«!ittS}a5©m 1 ©^istcsttis-r^o 

[0 2 0 3] (2-4-1) tt&flfl$ 

*raR»4©E«5/Xx/x«y©«RS:*i«*KWr«. 
C©M4©E«>'XxI,©Ji-& i fc, x-r^;Ux— Jf© 

ie«ic#aL/cMi ©tr/uts xV-^;i/x— ?©§ 

tt#ffliJlC«I LfcM2© ; ExVl/a:A^$tl5 0 



(23) 
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[0204] (1) UlCDtr/l' 
m 1 CD^rllt LT%tc±mrsXTktes Sr-f 

SfcE«ft?S**fc£#fc@£©H|E©£fc-e**£ 

[0 2 0 5] "RM^XxAte, IS 1 ©G28m* 
51 UTEflMW-fc^foiifcXW: ^©££1t IS<73-gi5 
»2©fS^*ai;TE«*Sttfc**i6£:&*& 

rs* y ©aB#£«*KS*ns , r « & izws 

f5f 3 x-r >>'2/Ux— ? KSS^ftTl^Bf^Sfig^B?^ 

[0 2 0 6] (2) m<»tt\t 
*2©*T/l/i: LTl,fcT»>Xx^«^-M- 
tt, m 1 ©fij8M*ili:TEffi*Sttfc£fei±«Xtt* 

zvmmmzmmzximt. tV -Jtiw-tmrn 

SKxV5>*/Ur-*lc«S*iT^*^b«Wl«a» 

ibu xvs>*/ux-**«7cr5ffls£» «7cS*ifc 
xv ww— zom—oftftftizte^-ts ±tmmic 

So 

[0 2 0 7] 2L0)t*T3SfffllJ->Xx^©ai73SW*> « 
/ W 6 A7D* ft* x -f v 1 * 7Ux- £ tdfe^ftT ^ 

^ x 1 5 v xvusaa*. / «r s 4 a e ftfc x * 

=> y XVWfiatflf ftfcx f 5?* ibx- £ ©If-© 
Ujajtfcfci/»T» MJKxVS^/UT-^WffiBOHiaiB 

[02 0 8] (2-4-2) ->XxAIIfiE 

*-/xf-Jumiz]si,i%±7m*yx7 z ktn i ©e<i->x 

x^JtWiStSi, 1 8T?5S£*ftfc£ 

totfglA 1 MA2tf^f'ht*7 h7-**ftLTE 

[0 2 0 9] J.X±tfll4©Effi->XxA<!:lfi 1 ©Efe-> 
ZxAffil£©*Bifc5iT?a5*. aj3S*«&->*xZ»«/fi 



[0210] (2-4-3) *4©Eflh>Xx&0!lt::«fc 

«±©«fc 3 K»4(oiHi->xxZx«tc«fc w*v ant $a© 

ftta5£T©Wt«£IPIiSttK«ftfc*y H7-*«I 
UTEflTCSSfcik !3*W«M**fiefflLT«t«OiMl 
^T^Jfa.hJt^ &©Efifr6xV v^Ux-$©E 

[0211] (2-5) SS5©E«->XxAffil 
n 8 ic, ±a©t: '^XtryUSSISf 5 0 

ifr*£ftfLT*Lfc<&©"W&5. ££*5©E 

fg5/xxAflijttfflis©« i ©#aic*tts-r*. 

[0 2 12] (2-5-1) ff&Mffi 

*-f SR« 5 ©ffifivXx^Jcoffl^M^IKB^-r^o 
Z. 0)% 5 ©EfI-> X x A©if x-f 5?2 /Ux- 2 © 
E«H:*SLfcJSl ©^xVbiu xVv^Ux— *©§ 
lt#ffliJlC*a LfcSS2©*r;Ui:tf£Sft*. 

[0 2 13] (1) S&1©*t/U 
m 1 ©*x/U£ LTar=±3MPJ->Xx/xtt, #xV 5** 

;ux-^ tcaw©wnMi*as-r sfflat, xV s>*/u 

«KEflijfe-p»*a*««jEmt©Hi««M>«i*s 
mtzmmt. fessftfc£fcij*xi**©«£iiHi© 

^*ESJttt©JBI6?©Eflffifc«WS©* 1 ©!3H 
«1*K*i*&t;j!f!g<t:s £jSSftfc£fc1i«Xtt*©« 

a=it«©3 say ©s#*Eaji^©j&«"e©Effifflic 

«Sffl©«2©Ea«IKW;:»Si&tJ*aS£» EliX^ 
a -;UCft o TBf^Saa©ffl?tl/cxV /Ux-* =£ 

Effr^saa<i:^*ffi-«o 

[0 2 14] -15. T«iJ->Xxi*ti, *1 ©fB^ffift 
<Wg»7Efll*SWfc^*>-l*«XW:*©3841t«©-ffi 
t. H2 ©ES«i*©jeffiT*Efll*S^/-c**l6 t*f* 

ar» y ©a5»<!: *»ic*n»r « xV vtiw— 9 izm 
Wtsr S xV -V* ;Ux— 9 icttartiTt^flHWWl** 

[0 2 15] (2) m2<7) : ExVl/ 
M2(7) : ex;l/i:LTa/cT^flJ->XxJU©a^-/^ 
tt. H1 1 ©E«^©JB«T»E««S^fc&t)-tt«Xtt 

^©^it $b<7>— as t . m 2 ©EaNm©^fli7fiii% 

SW-/-c*ti6t»*ftf»y©»»i: : 6Stc*HS - r5x 
-f>>^^x-^tr:@^©Bi^=&tl7c"r5Saai:s «tu 

* tifcBg^asfflt^jsr 5 xV /i/T-* tE»*ti 

y^t^©)»^«!: ; &^mWl^jS-r^i!iia<!:, Bf^SB 
aVIWSStifcx-f^^T— ^©Pi-©tB735felcfc^ 
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m-z-^&t titcx o y 7imzmi\ xV 

[0 2 16] E©<k*T3lfffl->XTi»0Ua8Btt» * 

5>^';i/»»@teJ;^T»^-r^5ttai:. ±E«i3?x 

[0217] (2-5-2) i/XT^i 
*->7.x^J(Cfc^5±-3Sffl->XxL,<tm 1 ©Efl vX 
xAflltOitl^ £tott«£JSfiM 8-P5B£*ftfc£ 
totfUA 1 St/A 2fl«^rtltiE««i**^LTS!«* 
ZCDtclsb, *5/7f^m ^*3-tt«A 

1 £Ea«#fc»*&fcfcA6©»&*2 2 Cfttft 
*&?m«3 9£^fcU:HttS*iTl''*. »5igP2 

2 3 9 mm&^wm®<Dffif& t 

[0 2 1 83 JJLhfl««5©BB«->X^A«Ui*1 ©B3« 
->*T^«£<0ffl3tj£'Z*S*. &;fcg*W&->7.xA*I 

mm i <DMMisXTktmmz*&%o 

[0219] (2-5-3) JB5©lBfl|->Xxi»«SKJ: 

jju:© <t 3 ics 5 ©e«-> xxA^itCcfc muhr© 

[02 20] (2-6) *6©Eflh>Z7 l A« 

ei 9 k, ±a©es>*x^ xvusssgi-r afcacss 6 © 

»ICR|— t»*f*LTaLrct>ffl?«*. &fcS6©E 

[0 2 2 1] (2-6-1) fl!&fllJ£ 

C©Sg6©Efr>XxA©ii£ i k, xV>>'£;l/x-*© 
E«K«gLfcSl ©^x/Ui:, xV v^/Ux-^CDg 
tt#fljfc»l Lfc«2©*x7l/£:tf3S*i*. 

[0 2 2 2] (1 ) IIOTfil/ 
fg 1 ©ir/k LTA/Lt3M IfXxAti, St-C 
/Ur-*H:ia*©flHMI**Sr5ffla«t» 5V5**/b 



a* nm*ff 2 ur&ft £#ke«d- ssa 

3 ©eaansa uT*ttje#iEEfrr 

[0 2 2 3] -7J, T»>XxAl*. JSKOeailH* 

ymt. £3 ©£&$«£ CTEfissw-fc^fctf six 

tt*©»£fll**»c»ffiT* tV v-'^ /l/r-* KB* 
[0 2 2 4] (2) miCDtrll 

it. »i ©e^*ai;TEft*§ttfc«#Exw:*-© 

*£flHB£» St 2 ©€&»£>! i;TEflKHBW"fc?Sy © 

5?*/bx-*fcB5©iB^*«5Lrs»si:, as* 
^ 5 «H»saa*«ii*r * t , r ; i/ t - * lew 

*^*5>7/Wfl«LTIfla*'*»«4:**fTT*. 
[0 2 2 5] C.©£$T^flh>XxA©di7Jll11Wu « 

tV7^»RS«e*oT*I*T*«131£» ±EiMT* 
* 5 v^; Wfla^llK* tifcr-f v^;Ux~ ? ©Pi-© 

[0 2 2 6] (2-6-2) ->Xfi,li 
*->XxA«yicfeHt5±-»flJ->XxAi:SI 2 ©E«->7. 

x^j (as) i^aiMi, a?»ss«2 0Tf§s* 

ftfc8P#«A 1 2iMt y K7— f *^LTEft*tl«jS 

[0 2 2 7] &±tffg6©E€->XxAfiJi:3g2©E« 
->Xx^J<t©ffl)i^7$So &3og#W£->XxAtI 
jSlCOfTttfilSSSfl'ai^ctt. «1t»©EflMbfls« 
Mi*2©E«5'*xA£liiMrC**. 

[0 2 28] (2-6-3) Sf6<73Eir>XxA#JU:J; 
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uTiB«7#«fc46, mmmmmmLzmmmomm 

ZfioWi'StSt^ SroEfifrSxVv^l/x-- £©E 
«#M»*tl3*?©BSW**«U:J^T>S3. 
[0 2 2 9] MIC, K«Sft*Mt«©Rtf3-3TS* 
/c#>. 2 0©«flHi**v h9— **ftLT«ta*E 

[0 2 30] (2-7) lf?7©Effi->XxAfll 
HI OK, ±j£©bfy*X€TVI/**5i-f*fc»©*7 

8 <b©mi5#fc|ig-&^£ttLTSL/j:t>©T*£5o 

*. 

[0231] (2-7-1) mmm 

Z ©SI 7 ©E«-> Xx A©if£t^ xVv^/Ux— £© 
KfiUisiaLftSf 1 BixJkv 7^-^/1/7- 5*©S 
tt#fllfc»B L/CS2©* 7/bi^Sti5« 
[0 2 3 2] (1) SglWtx/U 
m 1 ©*7%i: LTJIfc±»J->XxABs &x> 

»eEftfc?S*^J£#fc@S©HH©£*>-e**£ 

^ico^TWci«©w«»&£jS"f awst. sjs 
T*®mmmizmmm<D% 1 ©E^&mcB^&tJStts 

©E«Mc«WB©»2©ES«fMi:»*&0»S£» 

4flHB*Ea«M*OJBI6?<0iB(iffl 3 ©E 

a«f*tciBS-r**iS£, Efl5**5?:L-JUcfl£oTii8 

[0 2 3 3] T«»J->Xxi*tts JU1 

©»»TE«£gttfcSiMtett*©B3i1ta^ M2 

©EaattoraaTEflresttfcsi y ©saaxi**© 

[0 2 3 4] (2) S2©f7ib 
*2©^rVU£LTJIfcT^3';*xZ»©tt^tf-/{ 
W\ flt 1 ©Ea«#©raffl?Effl*SttfcW#«XW:* 

y©aMMKU**©«ftflHit» S3©!BS«#©JBJIB 
?E«€gttfc£fc1i^tt*©»£1ta£ £*fc*tJS 



rsr-f s j*\w—. * icBS©H»«**7c-r*«is 

x— J? »fe«3F ft* C 

? 7 > ^/ wit «-©jsi«it sjsmttfc&arsffli 
(t. Bi^jaigj^p^ti/tx-r^^iUx-^©*— ©ai 

7Jrc(efct^Tv Ma'KxV v^/Ux— 5* Id** ftTl^ft 
<hs ^xj^tlfcxV s;^/l/r-4f©Pi-©ffl*ifelcfc^ 

v^/ux~ ? fcx? 5 yymm lt ftjitzmm t * 

[0 2 3 5] C©£*T3lfflJ5'Xx2*©tti*>S««U « 
A7J£ ft^xV v^/Ux-* ftTV 

^ 5 > ft/cxV : JZ )W— 5* ©Pt— © 

i±}7J7cKJj^T\ SExVS>'?/Ux-££ffi^©ai7Jfl5 

[0 2 3 6] (2-7-2) ->XxA« 
*->XxAflJlc3bHt^±»>7.x Aim 3 ©E«->X 

MA1 IStfAl 2^^t 1 nt,Ell^ft : &^LTE<13- 

1 1 %E**#tC*?&&fca6©*£&2 2 <>:. Ctlt 

2 2^Rua5 3 9©«fi)itt» f6©aa»*'tti*«©«fS 

[0 2 3 7] IX±#fg7©Effi->XxA#J<tfl!3©E« 

->xxA«ijt©ffia*7-$§ 0 &fcg$w&->xxA« 

Wi»3©E«**xA£H«?S*. 
[0 2 3 8] (2-7-3) M7©Effl->XxAffJtCcfc 

i-x±©j; 3 icm 7 ©Efl->x^ a#hc itiHf. ama© 

■6^T©«1f«Si6lt©5S^tf SS4IBfi«f**ii 
E«T**fc46, *y ^LTfifliaSEffl-r 

seas^csJi^tib^ iy^iEffjfejcs-rsfi^it 

©K^t©^SfJ±Tt^„ 

[023 9] (2-8) *8©Eft->XxA«!l 
iniC, ±iS©fci^X ; Ex;b^^-r^f i :46©m8 
©Efl->XxAfflJ^/W, CCTEIl IBs 04t©W 
ffigP»ltP-»#S#LT«L/i:t>©7«5, 
fA» i3a*T , ©»1~*7©Efl->XxAfl!l<ktt 

s^y, xV>>^;L/x-^©Bi^^iyr^©T-B% 
<. a»«HMi*EfliJfe»jca*©sy©^wiTiiw<b 

-r^t©T;'S^ 0 f*fc-5m8©E#->XxA«iJBM5E 
©^ 3 ©^SfcajST *t.©T**. 
[0 2 4 0] (2-8-1) H^DS 



(26) 
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£©SS8<DK€->XxA©ii£ i tK xV^*/Ux— *© 
fiBfS(c«g LtcK 1 ©tx/l/i:* x-f S>'$Ui/x" £©§ 
W-#fl«£»a Lfc» 2 ©*x/U 
[0 24 1] (1) tglCQtx/b 
« 1 ©fr/l/t LTm^SSflJ^XxAtt. Sf-f 
;l/x-*fcH*©*l<0«HMI*58S-r5fflai:s x-f 

ft?S*«e£#fc@*l©*2©flW«T*oTs xV 
*J*)W-\ *KB*©t.©**£T3fflSi:, !&2<7)B£ 

u eJS*^jicT#^#^fr^sast, H2<DBg 

#*a«5fflat» EffiX$-$>a-JUCfl£oTB»«JS© 

ttstifcx-f^^iUx-^sEwrssttatsnsr 

So 

[0 2 4 2] Til^XfAlt EfM£tt©}ftB 

THBffl*SttfcKS 2 ODW WWi*<0«S1»«**tC» 

y$)W-wz®m<n^m%m.7i?% , jimts as* 

tifcWHMcffl^Wflrt-* xV v> * /l/x- * tc 853F*iT 

[0 2 4 3] (2) ^©tx/U 
S2(7) : Ex;U<!:LTmfcT»J->Xx^c7?ffi^-/^ 

i*. e««f*©fl3»z , E#*sw-fcJis i ©flwaxt** 

LT\ ttlST*xV5**/l/x-*fcBIW©«^*«7G 

-rssaais «rc*ftfcW^*ffliMW&r*xV5** 
/i/x-^icffi^tiT^^Bt^sas^w^rssasiv x 
^ *j*\w-* Mmt%&&m»T8itc-z ns c 

-©aj^Jt^fc^T, SRxV i> - 2/l/x-*U:«3-*lT 

^5«F^b»a*a*f k u xV ;ux-* 
zmmt. a7c^tifcx-r^^;i/x-^©Pi-©aj73ft 
fcUi^T. ±EsasT-Sfi)6?tifcx ^ 5 > fimzm 
i\ x -r /Ux-$ «x ? 5 v 7; usaa l t tB7j-r s 

Wat**!?*"*. 
[0 2 4 4] E©fc*T3ftM5/ZxL>©atfj£Btt, « 

w s A73 * ti« xV 9 J * ) u x- * imz tlT ^ 
5 x f =>y7imm$:, m^v—j we^jtstvfex * 

* 5 V 7; USQStf^^^nfc f^^Jl/ x - ^ £DH-(D 

[0 2 4 5] (2-8-2) v-7f^lJS 
Mif©cfc3lCv *8©Kffl->Xx/»ffilBiua©*1~SI 



m b zmmmmztz aA/wHt r * ©K«wr ««a 
gi52 5 <b^ cntw*ft^"WRSP4o*» mi©E«-> 

XxAffiltC»W-*^b-B«SfliW1 8, mSPI 9, R 

KW3 2(c«*s»iiTfiwr*. 
[0 2 4 6] $ra&$ffi2 3& □>rvy»tc&a 

ifttcWmA KEffiSfc*fcH*i ©flHMB *£dt* * 
glT'S^o E«*ifl:5»S#tf 1 0 0 OA 

t^ti«; 1 oooay©MMB*£j«r*. 

SB »s EflSfctflU UT'fcfUf tttcn U^WISffll^ 
£j£t, 3 V x V y ftKSSft * £181 B ££J8 L 

[0 2 4 7] «^bSQSgP2 4(i, EflMfcftfcSE© 
^bSaSSP2 4 TBt^b^tlfcBg^Slli, ^El^©a«SB 

[0248] 2 5 <tfrcSXSB 4 0 ©ffifi2«±a?©# 

«PRW4 0K«fc^TR*»**tl«©B*MITft«jSi 
T*±as©EfI->Xx/>0!J£fcm&3o 

[0249] (2-8-3) x-T^Jl/x— ^©Efflil 
ft 

»8©Effl5'XxA1MlCfctt*x<r5>*Jl'x-*©Efll 
»ft©3-SKt 1 ©E«->^xAflltJlft5»»tcoL'»T 
©fcffiJWcttWT*. f&fcSs Ml ©Kftv'Xxi^J 

h\ *->Xxi,^J©^ Effiit«tc3»4**lfc@^© 

^LTT3MB5/Xxi»lcEffl-r5. SSSf^SIA 
©liB^fblEffifflLfc^WIBSf-tlftiWtSrSEfll* 
lESSTTE««f*©«IITE«-r* 0 
[0 2 5 0] afiSBE*tifc^S»Btt, EflJtea-lt 

-mi 7tcTea?tv« 0 w±©ffls»fttf*i©->x 

[0 2 5 1] (2-8-4) »8©E«->Xx/x«Ulc«fe 

-hizEco <fc 5 ttm 8 ©Effi->XxZA0yfc£tl«\ T»lh> 

/cBg^lAi:£maB«i:02 0i:U ^n^i&Wmm 

tift N ©®1fffi)b^lt^nfc<»: LTt.flSSfeiail*tiftt'» 
pg ( J Bf^©3itaj SISJhT* SEflt x;U*»«T* 

So 

[0 2 5 2] Lfrfc£MWco^Tttlfflt*»aLJ8^ 



(27) 



15182 0 0 2-2 6 1 7 47 



aatf&K* ftfcc fctf BStffc&ofcafciei*** h 
7-**ftLT?T3«^b;rftfcW*«A©Effi*fir3 

©**±u m(D&nMB*mmmtt-tLTmmt%^ 
«fr s set * c t T^m^mcm % n^vtzuo z. 

[0 2 5 3] Wks TSffiffl^XxAOWfiRttlB 1 ©E« 

[0254] (2-9) *9©BBflli/^A« 
H12IC ±jS©e5>**€xVU**aT*fci&©a9 
©•>XT/»fl«ft. B11 £©5ttS 

W#tCHH9WtfLT»L,fc , 6><0?S5. &fcm9© 
E«v'XxAW*ty$©m4©^SlcttJS-f3o 

[0 2 5 5] (2-9-1) tt&flUS 

C©m9©Efr>XxA©i§^tK fV^Jl/f-?© 
EffiKftS LfcSl ©iffbi, xV y^/Ux-^CS 

[0 2 5 6] Ml (OtTJbt LTJtfc±»>XxA 
W\ *xV5>*/Ux-*fcH*©ai 
«Aa&* xV^/l/x— »*ai flMPMTCTWfbr 

T*oT» xVi^/l/x-^fcaE©*©******* 
It, ±Ea2©a»c«fcoTai©BW«XW:*© 

aaasfcug^bu ai©£2SH*ai;Tfc;£tHcE 
ffl-r^saat, iB2oB^«**icEflijfp***tfffi 

fc£fr-e:»D-§5x tt*o«ait ?B£m 2 

a y <o»»x(**©584fl!a*Ea*if*«)»ttT©E« 

[0 2 5 7] -35u T»>7.xl^ a2©€3M« 
aCTEfflSSH-fc^to-WlOHiqt, E»«(*Siii: 

a*a7cLT, ai©es**ai:TE«*»*fcai 

»U ttJSTfcxVS^/UT-r SHCH*©BMWfta7E 

fit %o 

[0 2 5 8] (2) H2© ; Ex;l/ 
M 2 ©tx/Ui LTl.fcTMv'XxA©^^-/^ 
tt, a2©^M£fflUTE«£3ttfc£tH*a©-fiB 
Ea«tt4nl UTEffi^Sttfc^to-ti'a©^ >J ©SB 

TE«*«(*fc* 1 ©BHHRI**098±fl«Wc«*ti 



IMWST 5 x -r 5" * >l/x~ ? (casnzv * m^s&a^ 

mmt^mmt, xv ^ux-^ictts-f affs&ft 
t^mmm\z±mt^mt. vmtsmtimmzntcT 

-fv>^/Ux—S'©l«-©i±i735felca^T> SBxV5>* 

;bx— s» tiTi^WH^bJaasa^b u xV 5? 

*)\>?-9*'&7it ^7c?*l/cx> v^Jbx 
-*©Pg-©aj2j$fcfcfcl/'7\ ±lS5aaT'£j$£ft/-;:7. 

7j ua*a t\ x * ;i/x— 5« £x * 5 y ?}\> 
mmLTiiitit^mmt^mfit^ 
[0259] c©t*T3Sffl->xx^©u^«att, a 

/WSA7jSft5xVy$/Ux~ SHC«**lTt^ 

5x^7> 7/waa*. m^v-j w s 4 * 5 nfcx * 
7>^n»i«aKJ:oTai«-r«iflat. ±iB©aT-x 
* 5 > 7/ woatfwa* tifc x> /u x - * ©pi-© 

m?iiit>t%mmtznfitz>o 

[0 2 6 0] (2-9-2) ->7fAli 
#$/XxA0J£a8©EfIS'XxAflJ<fc©»lH;)\ $a 

tj-WlB 1 t B 2 =&4B8-r5^t>-l*a*B6»2 6 tfillffl 

«a©-S5B 2*E»«K*l!:»*aG/i:i6©»aW2 7 

[0 2 6 1] £;bitM%.M®2 6 it. E«ft«tc3Efi&£ 

u -mcD-gtb&MB 1 atfB 2*ftar*aa?as 

So Stott«£ffi»2 6ffl#M«H!Jtt» £T©EfflifclC 
o^T«a©»*JSWJ*fflO' k *Ct J t.g«T**U E 

Afta(cnw<M»iiaM*a y sts c 1 1, praras* 
u EftssMwaaufcavxvyaflrese-rsctfc 

RllET?**. $fc3VxV , y©E«* , &jail!Xtt*J£a 

icss-rs ctt.Rni6T**o *fc»*JiMt*aay/u 

[0 2 6 2] »JAgE!2 7 <!:KSXS|54 1 ©«fiK«#©m 
SP^RBiaPtRlliT*^. &fcS*W&->7.xZ4f§fiKtc 

o^TttiBr6asgfl«a^fci6> aita©E«i(ifiFJii^(* 

a 8 ©E«->Xxl^Ji HfIT$«„ 
[0 263] (2-9-3) B9©Effl->XxAWeJ: 

W±0) * 5 [cm 9 ©Wli/XfAflKcttltf, B 
^-H©^toi±^B 1 StfB 2lC#*JLT-#£*y h 

ffi**Ea«#-pE«r*«fiK*awrsfc 
46, r*b«*aaB*©«,©*a*©T*<5MBLfc 

t©=&E1i-r?.©lc*P^, Effi^^ 2 ^6^5 3 otctt 

w c t k <fc y v a 8 ©eii-> x x A^jicib^r ct y T 

[0264] (2-1 0) mi 0©E«->7.xA^J 



(28) 
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E13^ ±a!©tf5>'*xtxvu£iiii?3fc#©fti 

OWEffi^XxI^J^T. CZTHll 012,!: 
ft1 0©Efr>Xr/*«ttffl»fflft4©#au:#J5r 

So 

[0 2 6 5] (2-1 0-1) M&tiitii 

5o £©ft1 0©EfI->XxAU:H:* xVv^/Ux" ? 
©Effifcfti Lfcft 1 ©tx/l/t, tV v^/bx-*© 

s^#ffinc«a Lfcft 2©*r/i/t#£3:*i*. 

[0 2 6 6] (1) ft^txVU 
ft 1 ©^x/Ut LTMfc±-5SffliJ->XxA«, #5V5>* 
;l/x-*lc@*f©ft 1 ©iiW«*S£T5fflJi£, x> 
v^/Ux— S*£ft1 ©Bi^T-Bg^b-rSffliSi:, IBffl 
ft?***1$£#fcH*©*2©flHWrPSoT, xV 

>>'£/ux-£icii*r©t©£?g£r3ffi3it, ft2©nt 
*aic*oTn»<b*n/i:ft 1 ©Hw«xi**©*£it 

13»«f*©^ttT?©E«MC«*ffl©* 1 ©IBS 

©»y ©s»xtt*©$^it«*iBa«i*©fBtt?©B3 

X^a -/U^oTBi^SQSKDSS^fcxV 5>* /Ux 

[0 2 6 7]-^ T»>X^(*. fi&fHSrilUT 

TEflSSttfc^trtHWMSy ©g|5#t fr6ft 2 ©lg^ 
Sl£«7c LTn ft 1 ©IBHSgft£>I UTKflfcSW-fcft 

*»u ■mt*T4 a J*)\r i r-' niz®&m%m*m 

*;l/r-* left* +iT^*eg^SBS%||i«-r Sfflat * 

[0 2 6 8] (2) !2OTT)b 
*2©*x/U£LTJWn : 3IM5'Xx^©tt#tf-/< 

essays UTEffi*sttfc£fctfa©-S5t> ft 
2 cDiB^^ft^® i:TMmmtc-£Ki*mm y ©sb 

»tfr6ft2©flH9«*«7uLT, ft 1 ©tBSf^ft^jI 
UTEffltfcSttfcft 1 ©ira«Xtt*©»£irafc«* 
tiT^Bg^tta^fgiSjEU tt/ST5xV v^/Ux-£ 
fc@*r©BW«*tt7t-f SfflSt* tt7u*tifc«HMI* 
ffll^fS-r^xV^^^x-^tCft^tlT^SBi^SQS 

zmmzmmt, x>v^ux-*i;:tts?5if£& 

2/Ux~ 5?lcft*txT^5^bfflS«a^fbU xV 



[0 2 6 9] C©£#T3Kflh>XxA©lil73«llH\ « 
W6 A7J *+l 5. xV 5>* /U x- # left *nT l/» 

^5>^vu©s*iW*nfcx^^;ux-^©ii-© 

[0270] (2-10-2) ^XxAll 
*S/XxAflJ£ft9©EfI5'XxA0J£©jtl,S;J\ OH* 
<b**ifcB§^8IA©E«£*u/ h7-?*ftLTff3© 

*->XxA«CD^tett, liiS2 8 tfl»4 2 tftf 

fticKt76ti5jST-s^oTi^„ mas 2 8 tmsm 

4 2O«bSttfl!ia)ff]&S^MPK0^lli;?»%^»1lflS 

[0271] r^m^mrs'yxf-hmmz-o^Tims 
x9ixmtmmv&?>o 

[0 2 7 2] (2-1 0-3) ft1 0©Efl->XxA#J 
J-X±©J:9(Cft1 0©Eflt->XxA«!llC«fcn«s HHMb 

©wfisifitfRn&t&y, «»ao«Eft<oj«R*sy 

[02 7 3] (2-1 1) ftl 1 ©Effi->XxA$J 
HI 4K. ±$©l£9'*XtxVI;£*Ilt _ 3fc#©ft1 

1 ©EfB*>XxA«U*5xr. CCTHH 4tts H 1 It 
©atSffltttcEMWfcftfLTSLfcfc©?*^. 

ft 1 1 ©Effl->xxZx^jtiBuia©ft 3 <D&mz*t&t 

[0 2 7 4] (2-11-1) TOifig 

srsttft 1 1 ©Efli->xx^«i©«««fii5€Kwr 

*„ c©fti 1 ©Effi->XxAteii, 7^-^/1/7-^ 
©E€lc«gLfcft1 ©tx/Ut, rVv^Ux-*© 
§tt#«Kiig Lfc«2©*T7U£#a*ft*o 

[0 2 7 5] (1) ftlC^x/U 
ft 1 ©^ExVUt L7Jifc±3it«5/XxAtt, #xV 

/ux— *icBffi©«i©«w«**£-r*»si. xv 
v^ux—Sffcfti ©wwrwwftr «soat> ie« 

ft?S**1$£#lEB*©»2©flHHr?*oTs xV 

y^;ux-*K@#©ti©*»s-r««iai:» ft2©Bi 

WCfcoTftl ©Bf^«X«*©38£1*S*fl»fl; 

u fti©eanH*ai:Tit£#icE«-r*«Hi:» ft 

2 ©eg ^mzm 2 ©ess«*a i;r«fS#tcBfflr *» 
st, sfflx^>>a-;nc^oTBi^saa©ft**xfcx 

^$;bx-$£E«-f5i!yi££llff-f3o 
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[0 2 7 6] -15, T»>XxAlis *2©gaaS£ 

m cTEassw-fc* 2 ©BtJHKtt^oasflsa** 
a 1 ©eae««ai;TEffl*eit/"cii i ©Bi^stx 
tt*©«£w«icw**iT^**W8*ai*u wis 
r*T^$;ur-*fcB^©a*a*«7u-r««wi 

ictt*tiT^«iii«fla*»isrr*fflat*itfT-r«. 

[0 2 7 7] (2) m20) 3 E7 t l\/ 
m 2 ©=Ex/l/<fc LTIftTafXrZ,©!^- M 
lis a20£^*aUTE«*attfca2©fl»«X 
tt*©*£1t«*Sfc, *1oe3MH*iii:TIBfll*S 
ttfctg 1 ©HWax«*©«£« «Ktt* ftTl^BW 

sssnTi^?? *fbsaa*«^b u ?v v^/i/x-- * 
^«7c-rssaa^, tgTcSftfcxVv^ux— *©*- 

[0 2 7 8] C©£*T3MJ$'Xx^©lti:&SBW\ « 

5v^/n»i»«u:«fcoT*i»-r5fflat» ±fssaa?x 

?7V:7/l/»a#Wa*ftfcT*5>*;l/T-*©«-0 

[02 7 9] (2-11-2) i/^M 
#->XxAflJ£a8©Eai'XxAflJ£©£^«:s 

*^LTf75i»Ta5«. *tU;miiS&8©Effi->Xx^ 

fjtiii uT*«fei6» anrawEflH&fmttw* s ©e 

«->XxZ»ffili:lRltt?**. tott, £fiHB©E{f 

±T% Bfffttf&a L-c^saBMrenwfb LTi2«-r 
[0280] (2-1 1 -3) mi i omwsXTum 

Ji(±©«fc-5tf:ai 1 ©EfI~>XxLjyKJ:*U#s 

46s 8©Effi fr£x> v^/Ux— S*©Effi!b«75ftl3 

[028 1] (2-1 2) ff1 2©E(I->XxA0IJ 
01 5tC, ±J£©ei;*X^T/l/*aa-r*fc46©ai 
2©iBfll5/XxA«iJ*^r. 5li, HI IS 



ss. asai 2©iB«->XT i AW*itjai(7)m3£D#e 

[0 2 8 2] (2-12-1) nizMtfL 

rfsaai 2©iE«->XT i A«tjcD«^i^ra"r 

3„ dcomi 2©Effi->XxAU:«s xf v^l/x—? 
©Elf Kit i LfcM 1 (D^Tlbt, xVv^jUx-*© 

mt^mizms Lfcm2© : Ex/ut*^$ti?.„ 

[0 2 8 3] (1) 1 1©tr;b 

a 1 (o^Tiit Ltfi^mrsxTut. sf-c 

;l/x-*fcB*©ai©*^*»£ - r5*lS£x x-r 

s^jux-^sai ©BS^iTWHWbrssaats Eft 

St-PS&*#^#IC@*0«2<DBW»T*-3T» xV 

u Eaa^aaroiHiaidMuioa i ©§sii$g 

f*lc»*&fcttia£, *2©B^«*E»«M*«)JB»7? 

©e«ffliE»sa©a 2 mmmmzwi? ^tswsmt. 

[0 2 8 4] -73s T»>XxAiis a2©£8ffi{* 
©J&KTEflMW-fca 2 ©BB^axti^ORaflHB* 
SlCs m 1 ©K»«i*©Jga"PE« fell 1 OB» 
«Xtt* ©3££ffi«l«:w;!r tiT^ZVS&BMZtm U 

*t£S-r£> r-r (c@^©nHsa*a7cf 

* less? ftT^*w*fl3*aaT ssaat s-n^f 

[0 2 8 5] (2) HMD&rlV 
mKD^TlVt LTJW:T3itW->XxA©a*9— 
(is SSI 2 S-Sttfcm 2 ©B^tSI 

xii*©«£«a*»^ a i (omm^ammmm 

Bi^saa^ftfi^Ls ttj£T3xy^2/bx-${i:ii#© 
Be^asaTL-rsffiatv a7c*tifci«^a*fflt^*s 
?v / ut- * k«**it m^&mzmm 
*saatv xv 5>*;ux-* icttBT*s£*tttf*fc 

* ft * c i: £*mcx * 5 y 7imt *<DMv&Mt *m 
mmz&st&mt. B*fla#»B,*ftfcxVs>* 

/Ux-^©Pi-©tti735t^fe^T> iKxVv^;l>x- 

* leas* tiTvzttmmm&WHt u xV -^;ux 
-^^aTt-r^saats ^Jftfcxv-^ux-*© 
pi-©aj73^icjj^Ts ±B«ra-esa*#ifcx^7v 
7;i/a*fflt\ xV-^^/L'x-^5-x^v>7;i/SaaL 

[0 2 8 6] C©i:*T»>Xx^©aj73SStts « 
^-/WeATI^tl^xVv'^/Ux-^lcffl^tiT^ 

£>x^>:7';waa£s a*+*—/W64*stiftx^ 
5v^/i4WWiKj:-3Tiiwirr*wit» ±iB*aai?x 

(SB* ?tlfcx -f /Ux- ©*-© 



(30) 
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[0287] (2- 1 2-2) ->7.xI4Sf3c 

WSroEffi^XxZxffiltraCTSifcik g«?8©Effi 
SimX?l-ttm8CDi3fli'7.7 1 A15<Jt^«T$5o 
[0288] (2-1 2-3) mi 2©E{t->XxL,$l 

^o^aicmi 2oi3ffl->xxA^icj:n«\ airo 

[0 2 8 9] (2-13) f1 3©li"^f Afi! 
H11 6(C, ±3ffi©tf5?*;*^x/U*J|3llT*fc4&©Sl 

S£1 3©Klfi/Xx^«M$©fM©#KKttl£-t 

[0 2 9 0] (2-13-1) ffSttttf 
sr^KJBl 3©Effi->Xr*»0J®«3MllJ8*KlJlT 
*. £©311 3©Eflh>XrAfctt* xVv^/Ux— * 
©13ffi(C*i UfcJg 1 OTx/l/t, xV v^;l/x~*© 
gtt##JK3f @ Lfc*2©^x/H:#3*ft*. 

[0 2 9 1 ] (1) I10tr/b 

^fg^TSSQili:. tV5>*/1/t-**JIS 1 ©flHHTP 
BWfb-rSfflatx EflSte?***1$J£#teBfc©S2 

^i-^saai:, *2©Bwaiic«fcoTaioBwaxtt 
f-casmaswH^bu sb 1 <Dimmzmi:T¥ffe% 
\zKmt*imt* « 2 

* ftfc£fc-««*D-«SXW:*©«3yt $£31 2 ©SgSH 

«©«y «D»»x»*©«ftiwi*« 3 ©esMsa c 
[0292] -73, Tyfam-sXT-uz, n2(Dmmm* 

aUTE«*Sttfc£fo^©»y©8P#£frS*2© 

jg i ©Bg^axtt*o5E*if a«ES6*nTL^iig^«ia 



[0 2 9 3] (2) «2© : Et/U 

t. *3©e^*ai;TiHi«sttfc£*>-e«©»y 

©S#fc#S*S2©BW«*1l7cLT» WKOffiSNH* 

acTEffl^sttftit 1 ©wflaxt**©^!* aic« 
*icE^r©flw«*a7Er*«i3fc* w.7i-£tircwm 

fcxV^*/bx-S©>«-©ai7]ftle;!3^T. Sif-f 
^cSgSftTl^^bfflSSra^tU x 

fcX* 7 > 77l/«£Et\ xV 5>* /Ux~ £ €7.-? 7> 

[0 2 9 4] E©£*T5ttflh>XTA©aj2l«Wi* tt 
- / A*J* *l* 7-f /Ux— S* IC« *ft7V 

? 5 V ^MHtfMNlf tvfcx <r S>2/l/x- * ©*-© 

[0295] (2-13-2) ->Xf« 
*->Xx^Ji:lg90Efl->XxA«iJ<!:©mHi, 
a B <5 L B 2 ©Eff ItfB^ft^ffl ^ 

&fc5» 3-3©»1U«©Eft*£T*y h7-**ftL 
Tff3jST*ftoTt"«. **ltt*Mi»9©Eflh>;*x 

E«->Xx^J^H«T : -Si.„ 
[0 2 9 6] (2-13-3) HI 3©E«->XxA#J 

tt±©*5lcS&1 3 ©Effi->XxjUWC <fc*ltf\ wm 
©E«:&3-3it,*y h9— ?*ftLT?r3fcak IBM 

xv s j*)W-* ©««#«*&* *i**"tc>«b 

[0 2 9 7] Effl*tl«aif«©»!ti«3 0T»5 

[0 2 9 8] (2- 1 4) Sgl 4©->Xxi*#] 
HI 71C, ±izE©t:^X ; ExVL'^IIIl-ri l /c46©mi 
40fii->Xfi»W*ft, 7tt» HI 3<b 

Hi 4©E€->Xx^JBMai©lf4©#ISlcmt 
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[0 2 9 9] (2-14-1) tt&ffitf 

5„ £<7)S1 4£>E{i->3.xAU:H\ fVy^/br-'S' 
©iB«lC*I Lfcfg 1 ©tx/Utv r-f -?*/Ut-*© 

sw-#«ite»B L/tm2c7) : Ex/u<!:*^$n?)o 

[0 3 0 0] (1) SKCiTib 
Si ©txVI/.hLTIt^^ffli'XxAti, Sr-f-^ 
;P7?-^(cB*«E>j|ld9WHI«S£r«Xnj:, xV 

^;U7 f -**JSi©Bg«i7?«nwk'r*aats Efi 

jfc-p**«#«#lE@5©S 2 oTs 7-f 

«a*EfH«<M)JB«T<OEfBffllca»ffl©* 3 <7)I3« 
««e«^C;5aSi:, Efflx^i-McftoTW^ 

[030 1]-^ T»>XxAt*. m2<7)lS§l$S# 

<**5ii;TE«*sitfc^t>-wi©»yow»tfi»6iB 

2 ©flWa*«7c LTs St 1 fl)ES«#«i UTIB^i^ 
SW-fcJS 1 ©«M«Xtt*©Sffi1«WC«**iT^** 

[0 3 0 2] (2) MUOTx/b 
tt, *2®E«^«IUTEffl*gttfcSfe-e*<D- 

gpts »3<oEa«f**iii:TEffl*s^/-c§t>-ati© 

«y©W»i:6^SS2©ie^«*a7cLT, »1©IBS 

«H*«ai;TE«*s^/-cj(ii ©n»axtt*oi8£if 

BHMHrfflfWJSr* x-f 5>* /Ux-* lc**nTf« 

n»«ja*»i!frr*«j3£, x-rv^/bx— sacfwr 

^ ^;U5r-^©PS-<OHi735fel::*J^T, ±83«yiT'3E 



[0 3 0 3] C(0t*T31fffl->^xA©ai*««W:» « 
W-/^6A7]*ti5xV^^x-^ti:tt?tiT^ 

5 x 5 > 7immz. m^v—i wzs-xstircx? 

[0 304] (2-14-2) ->Xf^M 
S8i B 6 L fcSbitm B 1 ©EffiK^y 
f &=bl5s 3 O(0SMta©E1i*^TIBa«f*S^ lt 
Kli, »iigP2 9 £fiER&4 3 tfSrfcfcKW-SftT^ 

*o sasu 2 9 <tisixgP4 3 oymmmowmf'WOL 

[0 3 0 5] ftlWIiSl OCEflS/XxAflltHi: 
TS^fc46, Wff «OEffllMWl*Hi* 1 0(DK«->X 

[0 3 0 6] (2-14-3) S14«->7tAI51J 

j-x±cDct5itiii 4©E«->^x^«>jiE«t*itfx mm 

©E<i«3c>£fcKaJI{*:*ftLT153fci&, "T^fc-B 
fiT*S*fc4&, *•> h"7-**rt-LT«1t*£Eflrf * 

[0 307] ( 3 ) *->Xx AflyeflUt* ft*»B»8R 
405Efl->XxA«|-eti, ±»>7.x/>£ 

}t/&?-3«tg§3©^-f *i#ie«ti * i ©^xxawtit 
t)*u i^rtitf*?««»*# 2 ©->xx^rtTtf t>ti 

* HH £tZZt1t< (IMI-^XxAtf 3 #w±t- 
[0 3 0 8] CCT?tt»fcEI&lt*ft v 6*fc±3M5'X 

vxvy©E*&it#tfTiEffJiiicj:ya**sw-*t# 

* £ fci&?S 3 6\ bT5?* X t x ; U tc * o T im<0¥M 
[0 3 0 9] SUBtt, ±m6'>ZTk1tmi&tZW& 

3>T>yff(Hksi 2t, ag^bsi 3 

»B£«1 6 (HKft(CM:d4}««£JSV 
^JSBP) ^^Sfl^i£» (*©*bti«Si«W ) tf£ 
©J:?lcE«*ti5^©«jS4i*6*<t®^:t»©T»*. 

/cfcL. mi 8tb, ®m-£tizmmt&2wm<D®-£i 



(32) 



#^2 0 0 2-2 6 1 7 47 



5«£fctts hi 8 it n-pj tm%tttitc®mt. 

[0 3 10] (3-1) %l<DWmBB 

si i ©affl^iBw*. nw«Ao«a*, iwftaao 
nff^ Bs^a®*fT^<&i^ftfctfE*g*#?*5 

3, 6tfE*e*W©5'*rLJll;:«ttS*l5 

[03 11] CZT\ M«B<D«£ttE*SaE#-e**E 
018 (->XxAWCJ:oTt*g|?»^^BP2 0t^ 

tj. ) ^#s«t«»2 3at«i«^bjaaw2 4 (-> 

[0 3 12] E©1§^ S?IB<WH#2(7)->X7 : L,li 
BWJBSODtt* titer -f Jl/r- * *ft£#tf:Eflrr 

zmtommzfivctizftz,. r*t«, asm?-/* 

1 4©*tf«?Efl*W#2<05/XrLacjrr4C£fc 

[0 3 13] C©J:3ftjlfllJBtt*«*£» x-f^/l/ 
5 s — $^«9<klc4MUl:4NHI (VX^-S) *Hiy 
»Sfi»fc**#ttE81t#l £©£<!: 
it, E*Sl«MfrS**^ «?EflW*#2*ffli;T 

*H^»ic*iar Lft < T^t; 

teA6, LT =1 Vr V'y©a§*fT** 1 l^WjM* 
[0 3 14] (3-2) H2<7)Mffl»^ 

si 2 ©jrarairai, m*mmm i ©»iraj8©T 

tc, Mf *QEfl!±1ttfEgtt* 1 £S-?Effl«i£#2 

[0 3 15] mXif. SI20lBffli'XxZxfJ (H5) (t 
fc^T£fo1*3IA 2©£fSi:E{IttE*S«# 1 #*t5 
*\ A 1 tfSSKHUA 1 1 £ A 1 2=££j£f 3 

6 ti3„ C<0fBj|^«©Jf^K, JB3CIB« 
->XxAfJ (06) , Sl6©Effi->Xxi^J (09) % 
«7©iBfl|->XrA«iJ (HI 0) tf#*.btl3 0 

[0316] stei?j^«; sja*hte^b*a^w4« 

©EB^^rofc&fctEffirofcS^EIWJi* 2 It 
JHT****^**©*!.*. Sll© 
i3fl->Xr/*«»J (B4) . »2<7)Effl->Xr^« (H 
5) , »3©Eflh>Xr^fly 0B6(CdS^TflS$HiA1 

2atfxtt^t)-a«A2*»*a«5«^) . msvmm 

(H 8 T^te-WIA 1 XI* A 2 *»*atJ« 
30 s *7fl5Sffl'>zf/»fl (Hi owwn© 
«WBXtt^f , *lfr2O0«1f«*»*aC5«^) > * 
9 ©E<f ->Xr.kflJ OB 1 2 <*£fctfSIB 2 

*sk si ovmmi/ZThm (hi 3-ms^barn 

fcBW«Xtt£*H*«B 2 v S1 1 2 05 



Efflh>Xr/xfll (HI 5T?flHMbtFtltefiM«€»*a 
fc*S) „ MM 4<7)iBffi->7.xZx0J (HI 

[03 17] C©«k3aaffl»tttLT , ti. rfv^/U 

itself KS^&^vrvyroEiStt^&tS^te 

[0 3 18] ft£j^«>^lblt^«£WMHI&lifi 
TT 5 *\ BE ^OEffit r Mtik LT fi^ttOflMS?* 
SfcC!>K, SS9©E{I5'X7 1 A0y (HI 2) Itfc^TSS 
^EAOW^btEflHiEtSlttM tffr3tf» £»!B 
cD^fr-tfglB 1 , B 2 ©£$<!: £jS£tite£fc-ttgt<7>E 

i»i?ffiffiif 2 tffi? *£tf#*sti*. 

[0 3 19] Ctl£m«©<fc©fc*1 0©Bi->Xri» 
ft (HI 3) x «1 2<DEfi->XxA^J (HI 5) , SI 
1 3©Eflt->^rAffll (H1 6) » Si 4©Efr>Xr 
Zx«9 (HI 7) ff#ji.Stl*. 

[0320] (3-3) %3(r>wmm. 

»3©»Bfl5ffi?ti. S*WlttiSI1©5ifflff5liOT 
It, atf aoEflifttft? E«Wi# 2 £ %3if£;& 

[0 3 2 1 ] HI <DE«->XrA#0 (H4) K 

fc^T, WHM>»£ttEIMI*[Wi9tf» $8£*tifc 

Bi^a^A^LT^to^A i » a 2*fes*-**&stt 

m?E1i«# 2 <Wr5«3<j«#^5ti5o Chtt^-T 
ft©5>Xx/»M©«£U: i &*a.Stl3. frfrSSfflffJfi 
5 if£T*t> BE#fl)Efflr* r J WeJ± L T 5> X r A<D£ 

[0 3 2 2] (3-4) *4~*6«D3Iffl^J8 
CtiSoafflJKIBTtt, JBl~JB3CDafflJ^JKi:JI* 

y. Bt*fbffla*«?E«*si#2tfsifT-r«a^** 

a^o fftfc-S* tt?E{WH«2 6^Bi^a^Elg«# 

Cti6©«ITtt^bte31ttE*SflMf 1 «tf*f5r*t» 

[0 3 2 3] cn6©«#Ttts «1fa<0E«±#tfE 
1 ©*T*«*^ «?Effl*^# 2 CD^T-S?» 

MywsiWcaB^^^vrvysijfPSftti t*?E 
imM%2<D2%trs% 0 tete'U 

[0324] (3-5) m7~%9<DwmBm 
cnzommmmT-it. si 4 ~si 6 aam&uzxKm 
xx, ^imm(Dm^mj-mmmm^2m : io^ 

tmmt&tiLLzvzmtizt&r* «it«©Efli±# 

««EfflMt« 1 (DfrZ*&Zh\ tt?E<t»St# 2 



(33) 



ICR 2002-261747 



[0 3 2 5] (3-6) Bl 0~«1 2©»fflJBB 

2 «79i> xv i/^i^-^cD^mmmj-mimm 

#2frS«^©»»]*BttfcE«tl* 1 ^USSfSJi 

mzfrfrbst\ mmot z %qreB«Bi vrnzumiz 

[0326] (3-7) mi 3~mi 8©5Iffl»« 
E*l5©55Bl 3~mi 5 ©»«§«*»«» W**03= 

iS£B^fcffig*s?E«»B*2tf56«u w*fk» 
8©»Bfl5»tt, »Wb«ffl» «*<b*a 

S0^m*ti«?IHMHt# 2 

[0 3 2 7] ^rtiWil/UBB©*^ SttflS©i3ii 
±{*KBtf ft 5 mzfrfrb 6 f\ BJB© t E 
»U»«A«(c»«*ttBtMf«1 2 
©2#<h&3 0 SECCB^fcKSCEflrExVl/fctfcL 
T$/Xr/x©££14*««?**. 

[0 32 8] 

bse©**] ( i ) araas i ~ 5 ©ivf*uweEB© 

ftBlcJ:*!!*, «HI«(cB«®«R«t)mM*ff£ 
L> EftS»»©aitB*7V5?*>l/T-*£ttSJ©E 

mmm&oT, t^mmmmmzts^x^wKommm 

Bfcft*«fc3fc* r&fc5«R©EfflBB£E^TfflSJ 
IdEfrT 3 Cilery, flWBStt7Er*©te<&Ba:£ 
T©flm*H>(CA#rs©tfBX&Effi£^£B'P 

q*t-rt£* 3KX*7V7/WlBl*»B1"3lti7JBB 

i tb«t 5 c t ic J: y » ttati&m.tt£ 

[0 3 2 9] (2) B*5!6fc:E»©»Bfc«Wtf& T 

^iEBBtfHBftTBBS'XxAftWli?**. 
[0 3 3 0] (3) B#JJI7lCEB©»llllfc<fcfttf* * 

ztc b#j«8ice«©bi¥j 

^7©«*?-/teP«©«B££B?**. 
W*J1 9 lcEB©BEt = » BBSBtJU/'ft < T 

B^7©a**7w{£ra«©«B**Br*c£ 
B*gn oicEKoawicfcnif, x 



HfiKx IfsRil 1 1 lcEB©BRBfcJ: 

tiar s t x * 5 > ytmmt^mm 

-s^zm-mm^m? % mrvnsm 7 ©a^+f- 

/teB«©«B«BircS*. Sfe B*JS1 2KEB 
©Bfllc *fttfc □ > kf a - £ £ X ? 3 > 7/ WMBB 

3£S£ffllv&<T&, B#E7©a»l7-/teig«©« 
BfcltBT* 11*311 3te|B«<D 

BBBKifttf* B«5S1 0lcfBtt<7)i|B^i:li^^to-y:5 

zt?. B*B7©«*it-7tera»©«tt*»ifc» 

KEB©»Wfc«fc*ifcrSRl5]»BBi:B#Sn 1 KEB 
Ola]iS«Bi:*syj»ia*^b-a:TS?«SlcfilB-r5« 

»TBaw7©aw-/^n«©««*BB?**. 

*fc» B&m 5lcEB©«Wlc<J:titf. 11*311 nz 

IEi£© 7n 73 A <h ffl&£fo-t* 5 C £ T\ 

l^i<T^ H*«7©a^-9— /t&n£©BB*£B 

[0 3 3 1] (4) B$81 6lcEB©56l|HCJ:tl«, 
*©A7J«*frS«x*5>*/Ux-*©*jE«B#BB 
fctti73£B*SIB-e*5. $fcv B«JS1 7lc!3«©5§ 
UHlCfcfttf* SR[alBBB*«?«BlEflWr*/gW? 

fc, B&B1 8fcEB©*«fcJ:*ilfc «BBB«/1^ 

»<■«.» b*bi 6©tti73SBtra*©«eg*ii3i-r 

[0 3 3 2] (5) ffiftll 9l£EB©BWlCJ:*ltf» 

^ l±i7JSS^xVv i ^;L'7 : -'?lcSS*tiTt^X^5 
V^/W0B*BI»LTBiB©a*»BTia*ir*ti3B* 

3I*a*BBT*«. 
[0 3 3 3] (6) B*B2 0(cEBOftti(cJ:til& 

<h IZ J: y , f-© ffi 7Jffi^fr 6 tt xV 'J Z IV 9- $ ©*IE 
BW#HB4B**-/^*tT*«««l*ai*BB"P 

[H!SD©ffim%IMB^] 

[0 1 ] *»WfcJ&W*Effl->X7 1 2*©«£€ttW - f * 
[B 2 ] *B4»cfl^«Efll*>^7ix(c£l*«KaiHI 

[0 3] *^tcfrfr?.iBffl->XxL,«-Wll=l>7 : V7 
(CMS Ufc«^tco^T^rHT*«. 
[04] *BB«BB<!>^B(c£it«B 1 ©Kffi->Xx 



(34) 



&M2 0 0 2-2 6 1 747 



[H6] *«W©*«©^aiCfclt*J(l3©E«->X7 1 

[07] *»W©*!S©JK»lC*iW-*!li4©iB«5/X7 1 

[H 8] *»B©3li(I©rai8te33tt3SI 5 <DEir>Xx 

[09] **rc®*W©JB»fcfctt*»6©EfflS'X7 i 
AflDfcffifiy*** 7p •> 

x^flXUflMMESr 7p '> fBTPSS. 

[011] **W©**OJBttlcS^«*8©Effi">X 
xA©«WEfllJ*^-r ^P v ?0T*353o 

[012] *SSW©**©fK»Kfclt*l(t9fiDEfll'>7. 

x/*©*ME«*s - r^p v -?0T'$5o 

[013] *RH<D!ttta>&tt[c£tt«JI1 1 0OE€-> 

[01 4] **E©*Si<&flai6£fitt3SS 1 lOEfllv' 
XxAWWJSfil^r^P '> * 0T'3B«c 



[015] *aW©SISS©JB«lEfiW5*l 2©E«-> 

[016] *»W©*«<WBIBKiitt*JISl 3fflE«"> 
xyi*<D«fiEffl£mT7py*ia?a5*. 
[017] *«W<03t«©»ttlC«tt«W 1 4©E«>' 

[018] **W©*ttOJKISO*B2ffiltLT^r#E 

[ft94>M*l] 

1 a>f>f*-/t, 1 2 uv^vyft^fbik 1 
3 mmm. 1 4asffltf-/t 1 5 av^vygs 

1 6 1 7 Efliftwi*- m\ 1 

s, 26 ^fc-eaauaak 19, 21, 22, 25, 

2 7, 2 8, 2 9 *&& 2 0 2 3 

2 4 mreftuaflk 31 gffl^ 

-M\ 32, 38, 39, 40, 4 1, 42, 43 tt 
3 3 m&t-Hs 3 4 ai7]gm. 34A f 
7^5V^/I* 3 5 a^tgSPv 3 5A «^<b 

9k 3 5B flKk7Hk 3 5C pyxvyfWfbSk 

3 5D X^V^USP* 3 6 X^V^USMMk 

3 7 ta*p^s» 



[01] 




ftBB2 0 0 2-2 6 1 747 




(38) 



#112 0 0 2-2 6 1 74 7 




2 0 0 2 - 2 6 1 7 4 7 




(40) 



#§S2 0 0 2-2 6 1 747 



M8] 




(41) #120 0 2-26 1 747 



[09] 




(42) 



#112 0 0 2-2 6 1 7 47 



[Hi 0] 




4$M 2 0 0 2 - 2 6 1 7 4 7 




(44) 



#H2002-26 1 747 




#112 0 0 2-2 6 1 7 47 




[HI 5] 




(47) 



#[H2 0 0 2-2 6 1 747 



[Hi 6] 




(48) ^2002-26 1 747 



[HI 7] 




(49) 



&M2 0 0 2-2 6 1 7 47 



[01 8] 





„4&,i 




flt-§- fls 








1 










+++ 




2 




@± 








^tagB x ttg^1Cc'fl/:ra^1ttg A r 




H± 




B± 




++ 






n± 


ml 


wit 




++ 




5 


PJ± 


m± 


m± 


SJI(10)+B«»(10> 


++ 


B± 


6 


B-t 


n± 


H-t 




++ 


H± 


7 


B-t 


WW 






++ 


n-t 


8 


H± 


w± 






+ + 




9 


H± 




B-h 




+ + 


B± 


10 


E*« 




A* 


■MM (2-3) 


+ 






B± 


b± 


B± 


HfM(T3)+Efc*(l-3) 


+ 


m± 


12 


H± 




B± 


EfflT#(20) 


+ 


Bi 


13 




-H- 


E<S* 




+ 






-tt- 




pi± 




+ 


si 


15 




-K- 


n± 




+ 




16 


-tt- 




B± 




+ 


B± 


17 


n± 


n± 


B± 


«fr#cio)+Eit|Ki- 3 ) 


+ 


Bf 


18 


H± 


K± 




EHSC20) 


+ 





